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Abstract

These Application Notes describe the procedures for configuring Collaborate - Prognosis Server
R12.1 to interoperate with Avaya Session Border Controller for Enterprise (SBCE) R10.1.

Prognosis provides real-time monitoring and management solutions for IP telephony
networks. Prognosis provides visibility of Avaya and other vendor’s IP Telephony solutions
from a single console. Prognosis monitors directly to SBCE using SNMP connection. At the
same time, Prognosis processes Real-time Transport Control Protocol (RTCP) from SBCE.
Syslog is also used to collect data sent from Avaya SBCE for troubleshooting purpose.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.

LYM; Reviewed: Solution & Interoperability Test Lab Application Notes 10f 32
SPOC 8/26/2022 ©2022 Avaya Inc. All Rights Reserved. PROG12_1SBCE101




1. Introduction

These Application Notes describe the compliance tested configuration used to validate
Collaborate - Prognosis Server R12.1 (herein after referred to as Prognosis) with Avaya Session
Border Controller for Enterprise (SBCE) R10.1.

Prognosis uses Simple Network Management Protocol (SNMP) to monitor SBCE server
configuration, availability, utilization and alerts. In addition, SNMP also provides the SIP
messages statistics like active call count and registration as well as count of certain SIP
messages. Prognosis also uses Real Time Transport Control Protocol (RTCP) for voice streams
display. Syslog is also used to collect data sent from Avaya SBCE for troubleshooting purpose.

2. General Test Approach and Test Results

The general test approach was to verify Prognosis using SNMP connection to monitor and
display system status from SBCE. This included configuration, availability, utilization and alerts.
For the collection of RTCP information, calls were made which include inbound and outbound
PSTN calls.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and the Prognosis did not include use of any specific encryption features as requested by
Integrated Research.

2.1. Interoperability Compliance Testing

The feature test of the interoperability compliance testing was to verify Prognosis using web
interface to display correct information of SBCE.
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Verify that the server statistics information for the SBCE is populated on Prognosis display:
SBCE IP Configuration, Prognosis Raised Alerts, Incidences, Call and Registrations, SIP
Messages, Voice Streams and Network Hops. For collection of RTCP information, calls were
made that include inbound and outbound trunk calls.

For serviceability testing, reboots were applied to Prognosis to simulate system unavailability.
Loss of network connections by Prognosis and SBCE were also performed during testing.

2.2. Test Results
All test cases were passed and met the requirements as shown in Section 2.1 with following
observation:

e RADIUS is currently not supported.

e SBC - Performance data is not currently used in Prognosis for SBCE.

e Patch shce-10.1.0.0-32-21432 is needed to resolve a syslog related issue.

2.3. Support
For technical support on Integrated Research Prognosis, contact the Integrated Research Support
Team at:

e Hotline: +61 (2) 9966 1066

e Email: support@ir.com
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3. Reference Configuration

Figure 1 illustrates the test configuration used to verify the Prognosis application with Avaya
Aura® Application Enablement Services. The configuration consists of a duplex Avaya Aura®
Communication Manager with an Avaya G430 Media Gateway, and Avaya Aura® Media
Server. Avaya SIP and H.323 endpoints were configured for making and receiving calls. Avaya
Aura® Session Managers were configured via Avaya Aura® System Manager to provide SIP
Deskphones. Avaya Session Border Controller for Enterprise was used to complete a SIP trunk
connection to simulate a PSTN connection to the Enterprise solution. Prognosis was installed on
Microsoft Windows Server 2019. Both the Monitoring Node and Web Application software
were installed on this server.
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Figure 1: Test Configuration Diagram
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4. Equipment and Software Validated

The following equipment and software were used for the compliance test provided:

Equipment/Software

Release/Version

Avaya Session Border Controller for 10.1

Enterprise (10.1.0.0-32-21432)

Avaya Aura® Communication Manager 10.1
(10.1.0.0.0.974.27293)

Avaya Aura® Media Server 10.1.0.77

Avaya G430 Media Gateway 42.4.0

- MGP

Avaya Aura® System Manager 10.1

Build No. - 10.1.0.0.537353
Software Update Revision No:
10.1.0.0.0614119

Avaya Aura® Session Manager

10.1
(10.1.0.0.1010019)

J100 Series IP Telephones

-J179 4.0.11.0 (SIP)
-J129

96x1 Series IP Telephones

-9641G 9.8511 (H.323)
- 9611G

Collaborate — Prognosis Server running on
Microsoft Windows Server 2019

12.1

Note: All Avaya Aura® systems and Prognosis runs on VMware 6.7 virtual platform.
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5. Configure Avaya Aura® Communication Manager

The configuration of Communication Manager and SBCE is assumed to be in place and will not
be discussed in this document. For more information of how to configure Communication
Manager and SBCE, please refer to Section 11.

6. Configure Avaya Aura® Session Manager

The configuration of Session Manager is assumed to be in place and will not be discussed in this
document. For more information of how to configure Session Manager, please refer to Section
11.

7. Configure Avaya Session Border Controller for Enterprise

The initial administration of SBCE and the connection to Session Manager, and Service Provider
(simulated) is assumed to be in place and will not be covered here. This section covers the
SBCE configuration of SYSLOG, SNMP and RTCP monitoring that is required for the purpose
of administering Prognosis.
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7.1. Configure SNMP

SNMP is used not only to capture the availability of the server but also include configuration,
utilization and alerts. SNMP information also included statistics like SIP call counts and
messages. All configurations are done via Avaya SBCE web interface.

Using a web browser, enter https://<IP address of Avaya SBCE/sbc> to connect to the Avaya
SBCE server and log in using appropriate credentials as shown below.

AVAYA =

| Continue |

WELCOME TO AVAYA SBC

Unauthorized access to this maching is prohibited. This system is for the

SESSiOﬂ BOI’der COI’ItI’O"er use guthorized users only. Usage of thiz system may be menitored and
fo r E nte rp rise recorded by system personnel.

Anyone using this system exprezsly conzents to such menitoring and is
advised that if such menitoring reveals possible evidence of criminal
activity, system persennel may provide the evidence from such
monitoring to law enforcement officials.

@ 2011 - 2020 Avaya Inc. All rights rezerved.

Once logged in, a dashboard is presented with a menu on the left-hand side for EMS (not
shown). Select “SBCE” under Device from the left top drop-down options for SBCE
configuration as shown below.

Device: SBCEv Alarms  Incidents Statusv Logswv Diagnostics Users Settings v Help v  Log Out
Session Border Controller for Enterprise AVAYA
EMS Dashboard Device Management

Software Management

Device Management

Backup/Restore Devices U Upd I_I Licensing H Key Bundl H License Compli

> System Parameters

Management

Version Status

Device Name P

» Configuration Profiles
» Services SBCE 10.1.10.66 10.1.0.0-32-21432 Commissioned Reboot Shutdown Restart Application View Edit Uninstall

> Domain Policies

> TLS Management

> Network & Flows

> DMZ Services

> Monitoring & Logging
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Navigate to Backup/Restore = Monitoring & Logging - SNMP from the dashboard.

Session Border Controller for Enterprise

EMS Dashboard Device Management
Saoftware Management

Device Management

Backup/Restore Devices | | Updates | | Licensing | | Key Bundles | | License Compliance
> System Parameters Y T——
> Configuration Profiles s P e

> Services SBCE 10.1.10.66 10.1.0.0-32-21432 Commissioned Reboo
> Domain Policies

> TLS Management

> MNetwork & Flows

> DMZ Services

4 Monitoring & Logging

The SNMP page is seen as shown below. Select SNMP v3 tab. Click on the Add button.

Session Border Controller for Enterprise AVAYA

EMS Dashboard SNMP: SBCE

Software Management

Device Management
Backup/Restore SHMP v3 H Management Servers |_| Trap Severity Settings

» System Parameters

Add |
» Configuration Profiles

User Name Auth Schema Auth Protocol Priv Protocol Privilege Traps

> Services

» Domain Policies

» TLS Management

> Network & Flows

> DMZ Services

4 Monitoring & Logging
SNMP
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In the Add User window shown below, configure the following.

e User Name: A descriptive name.

e Authentication Scheme: Select the radio button for authPriv.

e Enter a password for AuthPassPhrase and confirm in Confirm AuthPassPhrase.
e Authentication Protocol:  Select the radio button for SHA.

e Enter a password for PrivPassPhrase and confirm in Confirm PrivPassPhrase.
e Privacy Protocol: Select AES radio button.

e Privilege: Select Read radio button.

e Trap IP Address: Enter the IP Address of the Prognosis Server.

e Port: Enter 162.

Retain default values for all other fields and click on the Finish button.

User Name |Prngnnsis ‘
Authentication Scheme ) noAuthMoPriv () authMoPriv. - @ authPriv
AuthPassPhrase | ‘

Confirm AuthPassPhrase | ‘

Authentication Pratocol ® SHA

PrvPassPhrase | ‘

Confirm PrivPassPhrase | ‘

Privacy Protocal ® AES O DES

Privilege @® Read () Read/Write

Trap IP Address Trap Profile

10.1.10.125 | 162 | default v | Delete

| Finish |
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Screen below shows the SNMP v3 configured for SBCE device. Select the Management
Servers tab and click on the Add button.

SNMP: SBCE

SNMP v3 U Management Servers H Trap Severity Settings

User Name Auth Schema Auth Protocol Priv Protocol Privilege Traps

Prognosis authPriv SHA AES READ 10.1.10.125:162 [default] Clone Edit Delete

In the Add IP Address window shown below, configure the Prognosis server IP Address and
click the Finish button.

Add IP Address

18.1.18.125

IP Address(es)

Separate entries with commeas

| Finish |

Screen below shows the Management Servers configured for SBCE device

SNMP: SBCE

SHNMP v3 | | Management Servers U Trap Severity Settings

IP Address

10.1.10.125 Clone Edit Delete
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7.2. Configure RTCP Monitoring feature
To setup RTCP Monitoring, under Device: SBCE navigate to Backup/Restore = Network &
Flows - Advance Options. Select the RTCP Monitoring tab and configure the following:

e Tick Enabled the RTCP Monitoring Relay.

Node Type:
Relay IP:
Port:

SBCE Interface IP:

Core since only one SBCE is setup.
Select the internal interface as relay IP.
Enter 5005.

Tick Enabled the RTCP Monitoring Report Generation.
Select the external interface as IP for public trunk. This

feature is only for public SIP trunk with Avaya SBCE receiving RTCP streams without
having specific control. Avaya SBCE converts the RTCP streams into Avaya specific
format before sending it to the monitoring server.

e SBCE Interface Port:
e Monitoring server IP/FQDN and Port:

5005.

Enter 5005.

Enter Prognosis server IP address and port

Advanced Options

Configuration update successul.

RTCP Monitoring Configuration

RTCP Maonitoring Relay

Node Type

Relay IP

Port

RTCP Monitoring Report Generation

SBCE Interface IP

SBCE Interface Port

Monitoring server IP/FQDN and Port
IF:Port

Maonitoring Frequency based on RTCP Report

Monitoring interval in absence of RTCP Report

that are using them.

Enabled

| Core |

[ nternal A1 (AL, VLAN D) ~ |

[10.1.1065 v|
5005

Enabled

[ External B1 (81, VLAN 0) + |

[10.1.60.65 v |

[10.1.10.125 |:[s005 |

2 v
seconds

| Save |

Periodic Statistics H Feature Control H SIP Options H Network Options H Port Ranges H RTCP Monitoring U Load Monitoring
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In a back-to-back Avaya SBCE deployment, two relay services needs to be configured to send
RTCP monitoring traffic to Prognosis server on each SBCE. This is needed for Core Avaya
SBCE, DMZ Avaya SBCE and remote Avaya SBCE. In this compliance testing, only Core
Avaya SBCE is setup. Refer to Section Error! Reference source not found. reference [6] for
overview and further explanation.

To configure application relay services to send the RTCP monitoring traffic to Prognosis, under
Device: SBCE, navigate to Backup/Restore = DMZ Services = Relay. Click Add.
Configure the following. A screen shot is shown on the next page.

e Name: Enter descriptive name.

e Service Type: RTCP.

e Remote IP/FQDN: Prognosis IP address.

e Remote Port: Enter 5005.

e Remote Transport: Select UDP.

e Listen IP: Select internal private interface.

e Listen Port: Enter 5005.

e Connect IP: Select another internal private interface to relay which is
routable to Prognosis server.

e Listen Transport: Select UDP.

e Tick Use Relay Actors and select Options as Hop-By-Hop Traceroute.
Repeat the same for Relay 2 with the Listen IP using the external public interface.

The RTCP monitoring server i.e., the Listen IP where RTCP traffic will be received, needs to be
configured on phone groups via System Manager for SIP endpoints in Session Manager, Media
Server and Communication Manager. Refer to the reference [5] and [4] respectively in Section
11.
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Edit Application Relay X

General Configuration

MName |Re|a1,r 2 |

Senice Type | RTCP |

Remote Configuration

Remote IP/FQDN 10.1.10.125
Remote Port 5005
Remote Transport | UDF |

Device Configuration

| Internal A1 (A1, VLAN 0) v |

Listen IFP R —
|10.1.10.65 v |

Listen Port

| External B1 (B1, VLAN 0) v |

Connect IP —
| 10.1.60.65 v |

Listen Transport | UDP ~ |

Additional Configuration

Whitelist Flows O
Use Relay Actors
RTCP Monitoring M
Options End-to-End Rewrite
ﬁﬁﬁ:ﬁgﬁf select or desslect Hop-by-Hop Traceroute
Bridging v
| Finish |
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7.3. Configure SYSLOG

To setup SYSLOG, under Device: EMS navigate to Backup/Restore = Monitoring &
Logging = Syslog Management and select the Log Level tab on the right pane. Configure the
log level for the Class. In the following LOG_LEVELDO is setup for all Class except Audit
which is not configurable and the appropriate information level.

EMS Dashboard Syslog Management: EMS
Software Management
Device Management
System Administration Log Leval | | Collactors
Templates
Backup/Restore
4 Monitoring & Logging
Syslog Management
Debugging

Platform LOG_LOCALD v

Trace LOG_LOCALD

Log Collection Security LOG_LOCALD ]
Protocal LOG_LOCALD v
Incident LOG_LOCALD v

Audit LOG_LOCALG |

Next, click the Collectors tab. Click on Edit on any of the LOG_LOCALX entry except 5 and 6.
In this compliance testing, LOG_LOCALDO was picked above and configured below for external
SYSLOG server such as Prognosis.

In the Edit Collector window shown below, configure the following.

e Collector Type: Select the Remote Syslog radio button.
e Protocol: Select UDP.
e Address: Select the (ip:port) radio button and enter the IP Address of

Prognosis and the port as 514.

Edit Collector

LOG_LOCALS and LOG_LOCALS are reserved for audit logging.

Collector Settings
Facility LOG_LOCALD ~

O File

Collector Type
i ® Remote Syslog

OTep
Protocol @ upp
OTLS
TLS Profile None v
Address EMS
@ (ip:port) [ 10.1.10.125:514
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The screen below shows the configured result. Repeat the above under Device: SBCE. Note
that SYSLOG messages is only sent from SBCE via the Management IP Address and not
through the other interfaces.

Syslog Management: EMS
Log Level || Collectors
Add

LOG_LOCAL1 farchive/syslog/ipes/ipes.log Edit Delete
LOG LOCAL2 larchive/syslogfipcs/ipes.log Edit Delete
LOG_LOCAL3 farchive/syslogfipcsfipes.log Edit Delete
LOG_LOCAL4 farchive/syslogfipes/ipes.log Edit Delete
LOG_LOCALS farchivelsyslog/ipesislic.log Edit
LOG_LOCALG farchive/syslogfipcs/auditlog Edit
LOG_LOCALT farchive/syslogfipcs/ipes log Edit Delete
LOG_DAEMON farchive/sysloglipes/ipes.log Edit Delete
LOG_LOCALD UDP:10.1.10.125:514 Edit Delete
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8. Configure Prognosis

This section describes the configuration of Prognosis required to interoperate with SBCE. Initial
setup and installation will be done by Integrated Research and will not be detailed here. Below
is the configuration for information purposes only.

Log in to the Prognosis with administrative privileges. Launch the Prognosis Administration by

clicking Start = All Programs =>Prognosis = Administration and log in with the appropriate
password.

Username

Commu nity
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The Prognosis Administration homepage is displayed as shown below. Click Add System.

I | Administration

+ 28 \WIN-KKHMESFSNFQ
Prognosis node - WIN-KKHMESF8NFQ

Call Recording Assurance

Details
Assured Users
P Address: 10.1.10.125
Tenants . .
Version: Prognosis 12.1.0
Mavigation Operating System: Windows Server 2019 Standard
. Status: Connected
Security

Web Reports
UC & Infrastructure Configuration

Automation

Configuration Item Mapping
Do you have Microsoft Skype for Business? Why do | nead this? [
Alert Suppression

High Availability

v Databases

@ AV-CDRs Stop
AV-Contact Center Elite Stop
AV-MedPro DSP Utilization Stop

AV-Network Hops Historical Stop

® @ © ©

AV-Reporting Stop

Scroll below to Session Border Controllers. Select Avaya SBCE-E from the drop-down menu.
Click Add to add a new SBCE.

Session Border Controllers

Avaya SBC-E b
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In this test configuration, the following entries are added for SBCE with display name of

SBCE101 and with IP addresses of 10.1.10.66.

The following settings were used during the compliance test.
Basic Details:

e Display Name: SBCE101

e [P address: 10.1.10.66

e Customer Name: Avaya

e Site Name: DevCon Lab

SNMP Connection Details:

e Select Use SNMP Version 3
Authentication Protocol: As configured in Section 7.1
Authentication Password: As configured in Section 7.1
Encryption Method: As configured in Section 7.1
Encryption Password: As configured in Section 7.1
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Leave the Databases and Thresholds as checked. Click Add to affect the addition (not shown).

Basic Details

Display Name: SBCE10

IP Address: * |10.1.10.66

Customer Name: | avaya

Site Name: |pevCon Lab

RTCP Port: [5p05

SNMP Connection Details

() Use SNMP Version 2¢

@ se SNMP Version 3

a W "
ser Mame: |FngnDE|S |

Authentication Protocol: [ SHA v]

Authentication Password: *

ExxdrhkEEx N |

Encryption Method: [AES v]

Encryption Password: *

EXXFTXTTEE |

Databases and Thresholds

Start standard databases and thresholds
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Below is the result of the addition of SBCE in the Admin home page.

A LSFREMOTE

-/ 38 \WIN-KKHMESFaNFQ

Prognosis node - WIN-KKHMESF8NFQ

A CM10-DUPLEX Details

A ESS IP Address: 10.1.10.125

A\ G450-CM10 Version: Prognosis 12.1.0

A AES10 Operating System:  Windows Server 2015 Standard
A AAEPS1 Status: Connected

/R SMGR10

A SBCE10 UC & Infrastructure Configuration

On Prognosis server, click Start = All Programs = Prognosis = Prognosis Client to start the
Windows Client application. Log in with the appropriate credentials.

LYM; Reviewed:
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Server Logon X

Server.  |\WIN-SMNFVSFJE4Y (10.1.10.124: 1960 )

UserID:  |Administiator

Password: ||

Logan I Cancel SEerver »

Connected to SWIN-SMMNPESFIGSY .
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To check the configurations of the SBCE to be monitored, expand Configurations of the
Monitoring Node on the left pane, right-click on SBC and select Properties.
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----- ~ SFBCOL
----- + SNMPTRAPS

----- ¥ TMS
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----- + WIN_EVENTS
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The SBCE entry configured earlier is displayed below:

General | Nodes to Run On  Configuration |

SUBSYS 5BC
ADD ASBCE(SBCELO0, ip=10.1.10.&8, "Customer=RAvaya", Site=DevCon Labk, rtcpport=5005)
DEFINE SWMF NODE FROFILE(l0.l.l0.&6, Port=lel, Version=3, Authentication=YES, AuthFrotocol=Si

Start I Close Save As... Help
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To check the configurations of the password to be monitored, expand Configurations of the
Monitoring Node on the left pane, right-click on PASSWORDS and select Properties.
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The password entries are displayed. In the compliance test, the first entry of SBCE was added
snmpv3:SBCE10 with the password (Community String) as configured in Section 8.1.

A PASSWORDS on \WIN-KKHMESFSNFQ

(o] & =]

General I Nodes to Run On | Corfiguration Passwords

+ -
Password| =
Entry Name Only Username Password

CSMRabbithg r prognosis R
Avaya-SAT.CM10-DUPLEX r iptm R
snmpWZc:CH10-DUPLEX = R
Avaya-SATESS r iptm i
snmpVZoESS (=3 R
Avaya-SAT.G450-CM10 [l iptm R
snmpVZc:G450-CM10 =3 =
snmpy3. SHMGR10 [ avayasnmp i
snmpy3encrypt: SMGR10 (=3 EEEEEEE
FTP:SMA I CDR_User il
snmpVZc:Sh1 (=3 R
FTP:SM2 I CDR_User il
snmpV2o:SM2 (=3 R
Avaya-SAT.LSPREMOTE [l iptm i
snmpV2cAES10 = R
s0ap\AAEPST r outcall R
snmp\V 2o AAEPE] =3 R
SmgrivVebAPLSMGR10 I admin R
snmpy3. SBCE1D I~ Prognosis R
snmpy3encrypt. SBCE10 = i

W

H
Start I Close | Save As... | Help |

By default, Prognosis is listening to Syslog at UDP port 514. The Syslog DB database needs to
be started which will not be detailed here.
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9. Verification Steps

This section provides the tests that can be performed to verify proper configuration of SBCE and
Prognosis. Log in to the Prognosis with administrative privileges. Navigate to Collaborate 2
Session Border Controllers. SBCE10 is listed as one of the SBCs in the middle pane.

-| g Prognosis Server Status i All SBCs

oy
. High Availability | A SBECETD |

o Customers

4 Sites
+| G Modes
= |_-| Collzaborate
+| g Cloud Collaborations

+| B PB¥s

+ Survivable Appliances

+ System/Session Managers

+] B Seszion Border Controllers |

+ Metwork Devices

+ G I & Presence
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The right pane shows the SBC — Welcome screen below.

Connected to:

Name

SBCE10

All Session Border Controllers

\WIN-KKHMESFaNE Mlerts  [0)
IP Address Customer Site Model
1011065 Avaya DevConlab  AvayaSECE

Voice Quality Central

SBC - Welcome

SBC Version

System Version

Avaya

Radius Listener Status

Vendor Type

ASBCE

Print(®)]  Excel Export [3  Add to Mashup (@
Concurrent
Calls/Sessions  RedundancyState  Status M:
Online

Click on the SBCE10 and below shows the details of the SBCE IP Configuration.

SBCE10 - IP Configuration

SIP Messages

Voice Streams

Prin

Network Hops

Excel Export [

Alerts (1) Incidences (29) Calls & Registrations
Interfaces IP Addresses
- MAC P
Index  Description P Status A
1o up 10.1.10.65
2 M1 00:50:56:A0:79:(2 up 10.1.10.66
3 M2 00:50:56:A0:38:02 | down | 10.1.60.65
4 AL 00:50:56:A0:3C:3E up 127.0.0.1
5 Az 00:50:56:A0:44:F2 | down |
& Bl 00:50:56:A0:8F:63 up
7 B2 00:50:56:A0:CB:B6 | down |
ARP Table
Interface IF MAC -
Index Address Address K=
2 101101 00:04:96:27:A3:0A dynamic
2 101.10.33 00:50:56:A40:CE:0C dynamic
2 1011039 00:14:5E:95:5F:18 dynamic
2 101.10.101 00:15:C5:E1:50:2B dynamic
2 10110124 00:50:56:A0:80:94 dynamic
2 101.10.125 00:50:56:A1:65:5T dynamic
2 10110154 3417:EB:AD:E%:15 dynamic
2 101.10.156 00:23:24:11:36:C3 dynamic
2 101.10.254 58:60.8F:69:7F:14 dynamic
4 101101 00:04:96:27:-A3:0A dynamic
4 1011012 00:50:56:A1:D5:42 dynamic
4 1011013 00:0C:23:A1:6A:6F dynamic
4 1011031 00:04:00:6E:7T:E0 dynamic
4 1011060 00:50:56:A1:AT:86 dynamic
4 10.1.10.101 00:15:C5:EL50:28 dynamic
4 101.10.164 B4:B0:17:6B:7C:12 dynamic
4 10.1.10.167 3C:B1:SB:SEAB2E dynamic
6 101.60.1 00:04:96:27:-A3:0A dynamic

Routing Table
Interface Metwark Destination Interface Mask
Index Mask Index
4 25535532550 0000 2 0000
2 255255.255.0 10.1.10.0 2 255.255.255.0
6 2552552550
1 255.0.0.0
Total Packets Per Interval
1500
1250
1,200
1,050
00
750
00
250
200
150
]
6:49:00PM 6:43:10 PM 6:49:20 PM 6:49:30PM

Add to Mashup -'

Metric

D Emrors In
D Errors Out
B Fschetsin
. Packets Out

E:43:40 PM
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Verify the Alerts and Incidences on the Prognosis with the SBCE from the sub-header of the
SBCE10 IP Configuration. Below shows the Alerts displayed.

& All Avaya SBC-Es
- A SBCE10
@ Alerts
@ Calls & Registratic
@ SIP Messages
@ Voice Streams
[@ Netwaork Hops
@ Incidences

Alerts

SBCE10 - Alerts

Message

1 Testalarm
14 DROP:SBCE:CRITICAL:Restarting slapd
19 RAISE:SBCE:CRITICAL:Certificate SMGRdefault pem wi

Pr\nt@ Excel Export [ Add to Mashup 4
MName Status System
ipcsTestAlarm o IPCSD
ipcsProcessFail o IPCS2
ipcsCertificateExpiryAlert active IPCS2

Make an inbound or outbound call from/to Service Provider. Verify the details such as Calls &
Registrations and SIP Messages are displaying data as shown below and on the next page.

Active Calls

£32:10PM 539:30PM 533:50PM

Active Registrations by Type

[
s39:10PM £33:30PM £:33:50P1

8:40:10PM

£:40:10PM

SBCE10 - Calls & Registrations

£:4030PM £4050PM 8:41:10PM

B sctivecatis

2413091 5:41:50PM

£40:30P1 £:40:50PM £:41:10PM £41:30PM £4150PH

(DR BN

B sctesrrecas

Print(S)  Excel Export [3

£:43:10PM £:43:30P1

Add to Mashup ¢

£:42:10P1 5:42:30PM 5425091 5:43:50PM

£:42:10PM 5:42:30PM £42:50PM 5431091 £:43:30P1 5:43:50PM
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Failure Messages
o1
0.095
oose
ootT
o065
ouss
ooss
0.032
0022
o011

o

SBCE10 - SIP Messages

Spoofed Messages

[ ot eater ach

[ contsct S0P Connection Mstch
[T comtact soures aciress imten
B Fromimo mescer vishiaten
W esision

W recitrtion vaten

235PM

Out of Dialogue Messages
011

o038

onss

o077

0.065

0.055

o4t

0033

o022

o011

]

(RS
B =
O =
[ o
B
S

[
z35F0

INVITE Messages
B
45
4
ES)
E
25
2
15
1

0s

ESECH

]

ou
0,088
0088
0077
0.086
0055
0044
0032
0022

oo

o
s358M

Out of Transaction Messages

o
0038
0088
0077
0,088
0,088
0044
0032
0022

0011

0
£355M

Print(2)  ExcelExport[3  Add to Mashup &3

[ E=)

B o

[ —
[ —
IREES

ey

B
| ES
0 =
[] e
W =~
e

E44PM

]

To view SYSLOG, from the home screen navigate to Collaborate = Network = Syslog.
Below is a screenshot of the SYSLOG data collected from SBCE with IP Address shown below.

| gl Prognosis Server Status
.7, High Availability
& customers
i Sites
+| gl Nodes

- 1§ Collaborate

+| g Cloud Collzborations

+ B PEXs

+| G| Survivable Appliances
+| G| System/Session Managers
+] i Session Border Controllers
+| G| Network Devices
+| g IM & Presence
+| i Unified Messaging
+| g Meetings
+| G| Contact Centers
+| g Call Recording
+| ti| Emergency Systems
+| €5 Network
Hlucss
[ ucs-c
| == Transact

T ATM Operations

i@ Overview

El

8:43:20PM  8:50:20PM

Devices with most Syslog Messages

Device

10.1.10.66

All Syslog Messages by Severity - Last 10 Minutes

8:51:20 PM

Syslog Message

S52:20PM  §:53:20PM  S:54:20PM S:55:20PM G:56:20PM B:ST20PM S:58:20PM
[Alert/Critical/Errar/Warnin D Notice/Informational/Debug

Total Emer Alert Crit Error Warn Notice Info Debug
15 5 10
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Reports can be generated for SBCE — Availability or Performance. From the login home screen
in Section 8, select Reports and navigate to Session Border Controller (not shown) on the right
pane. Select say SBC — Availability below.

-1 il Prognosis Server Status i All SBCs

o - ~ © SBC - Voice Quality
.. High Availability = A SBCE10 — MNumber and percentage of calls
categorized as Good, Fair, Poor, or

o Customers Unacceptable in terms of MOS score.

¢d Sites
+ B Nodes © Cisco UBE or SR Committed
= MOOES == Memory
-] I5j Collabarate Committed ME‘mDEy as percentage of
= ) total memory per CPU
+| g Cloud Collaborations
=] g PBXs * Cisco UBE or SR Environment
. L — Status
+| b survivable Appliances Environment Status as recorded per
+| L System/Session Managers UBE
+| g Session Border Controllers : Cisco UBE or SR Temperature
= Network Devices — Temperatures in degrees Celsius as
* e DO 8 recorded per UBE
+| G IM & Presence
+| [ Unified Messaging . Cisco UBE or SR Voltage
= . — Voltages in volts as recorded per UBE
+| g Meetings
+ G Contact Centers * SBC - Availability
o . — Availability for the Session Border
+ i Call Recording Controller determined by SNMP
+| fi| Emergency Systems contactability.
+ ) Network . SBC - Performance
5 Svslog — CPUand memug usage on the
= YRS Session Border Controller
Blucss
& Ucsc
| = Transact » Avaya C51000
ﬁ.i\_"-ﬂ'ﬂperaticns
) » CRA
+ ff BASE24
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The SBCE availability should be shown after selecting the SBC and duration as below by
clicking Go. Note that SBC — Performance data is not currently being used as indicated in

Section 2.2 observations.

Admin Community

s8cs[5BCE10 ¥ | Perio
SBC - Availability Print(D)  Ercel Export [ Add to Mashup ¢
SNMP Connection Status - SBCE1D
o
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10. Conclusion

These Application Notes describe the procedures for configuring the Collaborate - Prognosis
Server R12.1 to interoperate with Avaya Session Border Controller for Enterprise R10.1. During
compliance testing, all test cases were completed successfully with observation noted in Section
2.2.

11. Additional References

The following Avaya documentations can be obtained on the http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Release 10.1.x, Issue 1, Dec 2021.

[2] Administering Avaya Aura® Session Manager, Release 10.1, Issue 1, Dec 2021.

[3] Administering Avaya Session Controller for Enterprise, Release 10.1.x, Issue 1, Dec 2021.

[4] Application Notes for Integrated Research’s Collaborate - Prognosis Server R12.1 with
Avaya Aura® Communication Manager R10.1.

[5] Application Notes for Integrated Research’s Collaborate - Prognosis Server R12.1 with
Avaya Aura® Session Manager R10.1.

[6] Avaya Session Border Controller for Enterprise Overview and Specification, Release 10.1.x,
Issue 1, Dec 2021.

Prognosis documentations are provided in the online help that comes with the software package.
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