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Abstract

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Points and Handsets to interoperate with Avaya Aura® Communication Manager and
Avaya Aura® Session Manager focusing on the redundancy of the NEC DECT handsets
having them registered simultaneously to multiple Avaya Aura® Session Manager instances.

Readers should pay particular attention to the scope of testing as outlined in Section 2.1, as
well as observations noted in Section 2.2 to ensure that their own use cases are adequately
covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Point (AP400) and NEC’s DECT handsets to interoperate with Avaya Aura®
Communication Manager R7.0.1 and Avaya Aura® Session Manager R7.0.1 specifically to
show redundancy using multiple simultaneous registrations with different Avaya Aura® Session
Managers in a main/branch environment and seamless failover during active calls when an
outage occurs.

Application Notes have already been written outlining the setup of the NEC IP DECT Access
Points AP400 and NEC DECT Handsets with Avaya Aura® Communication Manager and
Avaya Aura® Session Manager using TLS/SRTP, therefore these Application Notes will focus
instead on the setup required for redundancy and how the NEC DECT handsets respond to
various failover scenarios outlined in Section 2.1. For more information on the configuration of
the NECT DECT handsets with Avaya Aura® Communication Manager and Avaya Aura®
Session Manager using TLS/SRTP please refer to the Application Notes titled, Application Notes
for configuring NEC IP DECT Access Points AP400 and NEC DECT Handsets with Avaya
Aura® Communication Manager R7.0 and Avaya Aura® Session Manager R7.0 using
TLS/SRTP.

An NEC IP DECT solution typically consists of a windows based instance called DAP
Controller that runs the IP DECT system software (DAP Configurator and DAP Manager), one
or more DECT access points (DAP) AP400, DECT handsets (e.g. G566, 1766, G966) and if
needed a software based DMLS open interface for messaging and alarming. The DAP’s are
connected to the IP network and get the needed power by using POE following 802.3af standard.
Multiple NEC DECT access points (DAP) are tied together to build a single DECT system. The
handsets are enrolled into that System using Digital Enhanced Cordless Technology (DECT).
Each DAP is hosting (responsible for) a particular number of handsets although
roaming/handover is possible across all DAPs. The DAPs are configured to register with Session
Manager using Session Initiation Protocol (SIP). A single DAP will register multiple times
against Session Manager on behalf of the handsets it is responsible for.

Each handset is configured as a SIP user on Avaya Aura® System Manager, using an Avaya
9608 SIP endpoint type on Avaya Aura® Communication Manager. The NEC DECT handsets
behave as third-party SIP extensions (non AST device) integrated into the Avaya Aura® Core.
They are able to register to different Avaya Aura® Session Managers simultaneously in a similar
way to the Avaya SIP phones allowing for no manual intervention upon any service interruption
due to LAN or service failures on Avaya Aura® Session Manager.
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2. General Test Approach and Test Results

The interoperability compliance testing evaluates the ability of NEC DECT handsets to register
with up to two core Session Manager instances and one Branch Session Manager as outlined in
Figure 1. The NEC DECT handset supports multiple, simultaneous registrations allowing the
DECT handsets to failover seamlessly during active calls between the core and branch sites. A
number of failover and fall back (fail back) scenarios were carried out testing basic call
functionality after every step as outlined in Section 2.1. In addition there was also tested the
ability of the NEC DECT handsets to deal properly with a “301 Moved Permanently” message
received from a Session Manager instance. This happens when a User (e.g. NEC DECT handset)
tries to register against a Session Manager instance which is not responsible for that SIP User.
This scenario is outlined in Section 2.1.5.

2.1. Interoperability Compliance Testing

The following scenarios were tested in order to prove that the NEC DECT phones were
registered correctly to each Session Manager allowing for a seamless failover depending on the
outage that occurred.

“Normal Mode” is, when all Core Components (SMGR, SM, CM etc.) are healthy and reachable
and the NEC DECT handsets are registered simultaneously against two Core Session Manager
instances and the Branch Session Manager.

“Failover feature tests” are a series of basic telephony features e.g. make call, answer call, hold,
transfer, MWI to prove telephony functionality before and after an outage occurred. These tests
were made by using Avaya SIP and H.323 phones along with NEC DECT handsets.

Note: For a complete list of tested/supported telephony features of the NEC DECT handsets in
an Avaya Aura® environment, please refer to the Application Notes titled, Application Notes for
configuring NEC IP DECT Access Points AP400 and NEC DECT Handsets with Avaya Aura®
Communication Manager R7.0 and Avaya Aura® Session Manager R7.0 using TLS/SRTP.

2.1.1. LAN failure and failover Site 1 (CM, SM1) to Site 2 (SC, SM2)

Failover from Site 1 to Site 2, starting in “Normal Mode”, several LAN failures are then
experienced in the following order with some basic feature tests carried out after each failure.

1. Fail network connectivity to Active CM (CMA), redundant CM (CMB) at the same

location becomes active.

2. Carry out “failover feature tests”.

3. Fail network connectivity to redundant CM (CMB) at main location (both down), Session
Manager 1 (SM1) at main site (Sitel) now talks to Survivable Core (SC) at backup
location (Site 2).

Carry out “failover feature tests”.

Fall-back to CMA at main location (Site 1).

Carry out “failover feature tests”.

Fail network connectivity to SM1 (Site 1). NEC Endpoints which are already registered
with Session Manager 2 (SM2) will now SUBSCRIBE to events from SM2 at backup
location (Site 2) and use SM2 as the active Controller.

No ok
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2.1.2.

Carry out “failover feature tests”.

Restore network connectivity to SM1 (Site 1). NEC Endpoints will automatically
REGISTER and SUBSCRIBE again with SM1 at main location (Site 1) and use SM1 as
the active controller.

Carry out “failover feature tests”.

Force a complete failover from Site 1 to Site 2 (failure the Media Server, Communication
Manager and Session Manager at the main site). Survivable Core (SC) at Site 2 becomes
active. SM2 talks to SC. NEC Endpoints which are already registered with SM2 will now
SUBSCRIBE to events from SM2 at backup location (Site2) and use SM2 as the active
Controller.

Carry out “failover feature tests”.

Restore network connectivity to CMA and CMB at main location (Sitel). CMA or CMB
becomes active and SC goes to backup. SM2 at backup location (Site2) now talks to
active CM (either CMA or CMB) at main location (Sitel).

Carry out “failover feature tests”.

Restore network connectivity to SM1 at main location (Site 1).NEC endpoints will
automatically REGISTER and SUBSCRIBE again with SM1 at main location (Site 1)
and use SM1 as the active controller. Now the system should be back to original state
“normal mode” once again.

Carry out “failover feature tests”.

Session Manager ‘Deny New Service’ Failover Site 1 to Site 2

Session Manager Failovers are carried out by sending a “Deny New Service" to the Session
Managers through the System Manager Web interface.

1.

o s n

o

Starting from “Normal Mode”, send a “Deny New Service" to the SM1. NEC Endpoints
which are already registered with Session Manager 2 (SM2) will now SUBSCRIBE to
events from SM2 at backup location (Site 2) and use SM2 as the active Controller.

Carry out “failover feature tests”.

Fail network connectivity to CM duplex at main location (both CM instances not
reachable), Survivable Core (SC) at Site 2 becomes active and SM2 now talks to SC at
Site 2.

Carry out “failover feature tests”.

Fall-back to Session Manager at main location, by “Allow new service” on the SM1.
NEC endpoints will automatically REGISTER and SUBSCRIBE again with SM1 and use
this as the active controller. SM1 now talks to SC at Site 2.

Carry out “failover feature tests”.

Restore network connectivity to CM duplex at main location, SC goes to backup and CM
becomes active again. SM1 now talks to CM at main location. System should be back to
original state “normal mode” once again.

Carry out “failover feature tests”.
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2.1.3. Failover to Site 3 (Branch Site) in case of a WAN outage

The BSM and LSP at the Branch site will come into use when a WAN failure is detected from

the Branch Site. The NEC DECT handsets at the Branch location will now SUBSCRIBE and

start using the Branch Session Manager (BSM) and LSP at the Branch site. They will remain

REGISTERED at the BSM once the WAN connection to the Main Site has recovered.

1. Starting from “Normal Mode”, create a WAN failure by disconnecting the WAN cable on
the Branch Site. LSP and BSM at Site 3 (Branch) become active. NEC endpoints which
are already registered with Branch Session Manager (BSM) will now SUBSCRIBE to
events from BSM and use BSM as the active controller.

Carry out “failover feature tests”.

3. Reconnect the WAN cable to ensure connectivity to the Main Site is restored. CM and
SML1 at main location (Sitel) as well as SM2 at backup location (Site2) become reachable
again. LSP and BSM go backup. NEC endpoints at the branch (Site3) will automatically
REGISTER and SUBSCRIBE again with SM1 and use this as the active controller. They
will also REGISTER with SM2. Now the system should be back to original state “normal
mode” once again.

4. Carry out “failover feature tests”.

N

2.1.4. Failover to Site 3 (Branch Site) when Site 1 and Site 2 go down

The BSM and LSP at the Branch site will come into use when all core components at main
location (Sitel) and backup location (Site2) will fail. The NEC DECT handsets at the Branch
location will now SUBSCRIBE and start using the Branch Session Manager (BSM) and LSP at
the Branch site. They will remain REGISTERED at the BSM once the WAN connection has
recovered.

1. Starting from “Normal Mode" ensure that full failover from Site 1 to Site 2 occurs. SC
and SM2 at backup location (Site 2) are now ‘Active’. NEC Endpoints which are already
registered with Session Manager 2 (SM2) will now SUBSCRIBE to events from SM2 at
backup location (Site 2) and use SM2 as the active Controller.

2. Carry out “failover feature tests”.

3. Create a simulated Site 2 failure by failing all components on Site 2, resulting in LSP and
BSM at Site 3 (Branch) become active. NEC endpoints which are already registered with
Branch Session Manager (BSM) will now SUBSCRIBE to events from BSM and use
BSM as the active controller.

4. Carry out “failover feature tests”.

Reconnect the LAN cables on Site 2 components to ensure that connectivity to Site 2 is

restored. SC and SM2 at backup location (Site2) become reachable again. LSP and BSM

go backup. NEC endpoints at the branch (Site3) will automatically REGISTER and

SUBSCRIBE again with SM2 and use this as the active controller. They remain

registered to BSM.

6. Carry out “failover feature tests”.

7. Reconnect the LAN cables on Site 1 components to ensure that connectivity to Site 1 is
restored. CM and SM1 at main location (Sitel) become reachable again. SC goes backup.

NEC endpoints at the branch (Site3) will automatically REGISTER and SUBSCRIBE

o1
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again with SM1 and use this as the active controller. They will remain registered to SM2
and BSM. Now the system should be back to original state “normal mode” once again.
8. Carry out “failover feature tests”.

2.1.5. Session Manager Registration using ‘301 Moved Permanently’

The Avaya Aura® Core provides the ability that a Session Manager will send out a “301 Moved
Permanently” upon a REGISTER in case this Session Manager instance is not responsible for
that SIP user. The message includes the information which SM instances need to be used (Core
SM and BSM) for that particular SIP user. The NEC endpoints (DAP) can deal with that
message and use the provided information to register with the correct SM instances depending on
the configuration within SMGR for each particular User and DECT handset.
1. The NEC DAP is configured to send initially all registrations to SM3. The SIP users on
SMGR are configured to use SM1, SM2 and BSM.
2. The DAP send out a REGISTER to SM3 and receives a “301 Moved Permanently”
message including the information to use SM1, SM2 and BSM instead of SM3.
3. The DAP now send out a REGISTER against SM1, SM2 and BSM as well as a
SUBSCRIBE against SM1 for the NEC handset.
4. The NEC handset is registered against SM1, SM2 and BSM and subscribed against SM1
which is used as the active controller.

2.2. Test Results

All test cases passed successfully.

Active stable calls (NEC handset <-> Avaya SIP, NEC handset <-> Avaya H323, NEC handset
<-> NEC handset, NEC handset <-> SIP-Trunk) which were established before an outage
survived the outage and talk path remained.

2.3. Support

Support from Avaya is available by visiting the website http://support.avaya.com and a list of
product documentation can be found in Section 10 of these Application Notes. Technical support
for the NEC IP DECT product can be obtained through NEC global technical support by
accessing the website http://www.nec-ipdect.com/Contact-7 or http://businessnet.nec-
enterprise.com (which is available only for partners with authorized access).
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3. Reference Configuration

Figure 1 shows the network topology during compliance testing. The NEC DECT handsets
subscribe to the NEC DECT Access Points (DAP) which is placed on the LAN. The DECT
handsets register with all Session Managers in order to be able to make/receive calls to and from
the Avaya H.323 and SIP deskphones as well as from simulated PSTN SIP Trunks.
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Figure 1: Network Solution of NEC DECT Handsets with Avaya Aura® Communication
Manager R7.0.1 and Avaya Aura® Session Manager R7.0.1
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4. Equipment and Software Validated

The following equipment and software was used for the compliance test.

Equipment/Software Release/Version

System Manager 7.0.1.2

Avaya Aura® System Manager running on | Build No. - 7.0.0.0.16266

a virtual server Software Update Revision No: 7.0.1.2.086007
Service Pack 2

Avaya Aura® Session Manager running on | Session Manager R7.0 SP2

a virtual server Build No. — 7.0.1.2.701230
Avaya Aura® Communication Manager R7.0.1
X g R017x.00.0.441.0

running on a virtual server 00.0.441.0-23523

Avaya Media Server running on a virtual Media Server SYSTEM R7.7.0.21
server Media Server R7.7.0.350

Avaya Aura® Messaging running on a

) R7.0.0.0.441
virtual server
Avaya 9608 H323 Deskphone 96x1 H323 Release 6.6.028
Avaya 9608 SIP Deskphone 96x1 SIP Release 7.0.0.39
DAP Controller software
running on Windows 2012 virtual server 6.41.0554
NEC DECT Access Point 6.41 : 4920b653.dwl
NEC DECT Handset NEC G566 1.10.00.01
NEC DECT Handset NEC 1766 1.10.00.02
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5. Configure Avaya Aura® Communication Manager

It is assumed that a fully functioning Communication Manager is in place with the necessary
licensing and with a SIP Trunk in place to Session Manager. For further information on the
configuration of Communication Manager please see Section 10 of these Application Notes. The
following sections go through the following.
e Configure Dial Plan Analysis.
e Configure Node Names.
Configure Signalling Group.
Configure Trunk Group.
Configure Route Pattern.
Configure AAR Analysis.
Network Region.
IP Codec.

5.1. Configure Dial Plan Analysis

Use the change dialplan analysis command to configure the dial plan using the parameters
shown below. Extension numbers (ext) are those beginning with 6. Feature Access Codes (fac)
use digits 8 and 9 or * and #.

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call

String Length Type String Length Type String Length Type
4 udp

udp

udp

udp

ext

ext

udp

fac

fac

fac

dac

fac

=k *OOJOUTDWNR
W WRERBD DD
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5.2. Configure Node Names

Each component that talks to Communication Manager will need to be added under node-names
ip. Type change node-names ip and add each Session Manager, Branch Session Manager and
Media Server along with other equipment such as Local Survivability Servers and Survivable
Cores. These were some of the components that were added for compliance testing, making note
of SMA70vmpg and SMB70vmpg in particular as these will be required in creating the
Signaling and Trunk Groups in Section 5.3 and Section 5.4.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AMSBackup 10.10.40.179
AMSBranch 10.10.41.189
AMSMain 10.10.40.169
BSM 10.10.41.182
CMAvVmMpg 10.10.40.163
CMBvmpg 10.10.40.164
LSP2 10.10.40.170
LSP3 10.10.41.170
LSP70 10.10.41.185
SC70Redundancy 10.10.40.175
SCAvmpg 10.10.40.173
SCBvmpg 10.10.40.174
SMA70vmpg 10.10.40.162
SMB70vmpg 10.10.40.172
default 0.0.0.0
procr 10.10.40.165
(16 of 17 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name
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5.3. Configure Signaling Group

A Signaling Group will need to be created for the connection between Communication Manager
and Session Manager to route calls. There are two Session Managers in this configuration for
redundancy so two signaling groups will need to be created. The following shows one of the SIP
Signaling Groups that was used during compliance testing. Type change signaling-group X,
where X is the signaling group number

Set the Group Type field to sip.

For compliance testing Transport Method was set to tls.

The Peer Detection Enabled field should be set to y allowing the Communication
Manager to automatically detect if the peer server is a Session Manager.

Set the Near-end Node Name to procr. Set the Far-end Node Name to the node name
defined for the Session Manager (node name SMA70vmpg), as per Section 5.2.
Ensure that the recommended TLS port value of 5061 is configured in the Near-end
Listen Port and the Far-end Listen Port fields.

In the Far-end Network Region field, enter the IP Network Region configured in
Section 5.7. This field logically establishes the far-end for calls using this signaling
group as network region 1.

Far-end Domain was set to the domain used during compliance testing.

The DTMF over IP field should remain set to the default value of rtp-payload. This
value enables Communication Manager to send DTMF transmissions using RFC 2833.
The Direct IP-IP Audio Connections field is setto y.

Initial IP-1P Direct Media was set to n for compliance testing.

The default values for the other fields may be used.

change signaling-group 1 Page 1 of 2

SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tls
Q-SIP? n
IP Video? n Enforce SIPS URI for SRTP? n

Peer Detection Enabled? y Peer Server: SM
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? y

Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
Alert Incoming SIP Crisis Calls? n

Near-end Node Name: procr Far-end Node Name: SMA70vmpg
Near-end Listen Port: 5061 Far-end Listen Port: 5061

Far-end Network Region: 1

Far-end Domain: devconnect.local

Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? n Initial IP-IP Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
5.4. Configure Trunk Group
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Like the Signaling Groups, a trunk group will need to be setup for each Session Manager
connection. These trunk groups are used for calls to and from NEC SIP phones. Type change
trunk-group x, where x is the trunk group number. Enter a descriptive name in the Group
Name field. Set the Group Type field to sip. Enter a TAC code compatible with the
Communication Manager dial plan. Set the Service Type field to tie. Specify the signaling group
associated with this trunk group in the Signaling Group field, and specify the Number of
Members supported by this SIP trunk group. Accept the default values for the remaining fields.

change trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y

Group Name: SIPTRKI1 COR: 1 TN: 1 TAC: *801
Direction: two-way Outgoing Display? n

Dial Access? n Night Service:

Queue Length: O

Service Type: tie Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

On Page 2 of the trunk-group form the Preferred Minimum Session Refresh Interval (sec)
field should be set to a value mutually agreed with NEC to prevent unnecessary SIP messages
during call setup. Session refresh is used throughout the duration of the call, to check the other
side has not gone away, for the compliance test a value of 600 was used.

change trunk-group 1 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto

Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y

XOIP Treatment: auto Delay Call Setup When Accessed Via IGAR? n

Caller ID for Service Link Call to H.323 1xC: station-extension
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Settings on Page 3 can be left as default. However the Numbering Format in the example
below is set to private.

change trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none

Maintenance Tests? y

Suppress # Outpulsing? n Numbering Format: private
UUI Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n

Hold/Unhold Notifications? y
Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

Settings on Page 4 are as follows.

change trunk-group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling/Alerting/Diverting/Connected Number?
Send Transferring Party Information?

Network Call Redirection?

Build Refer-To URI of REFER From Contact For NCR?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

P B BKK BK

Convert 180 to 183 for Early Media?

Always Use re-INVITE for Display Updates?
Identity for Calling Party Display:

Block Sending Calling Party Location in INVITE?
Accept Redirect to Blank User Destination?
Enable Q-SIP?

-Asserted-Identity

508 BwWB B

Interworking of ISDN Clearing with In-Band Tones: keep-channel-active
Request URI Contents: may-have-extra-digits
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5.5. Route Pattern

A route pattern is implemented to route calls to SIP phones. This route pattern should include the
trunk groups to both core Session Managers. Note that two signaling groups and two trunk
groups were set up connecting Communication Manager to both Session Manager A and Session
Manager B. For compliance testing these were labelled 1 and 2 and so these two trunk groups
were added to route pattern 61 as shown below. In order to amend this route pattern type in
change route-pattern x, where x is the route pattern to be changed. Enter a suitable Pattern
Name and add the two trunk groups to the Grp No as shown below.

change route-pattern 61 Page 1 of 3
Pattern Number: 61 Pattern Name: SIP PHONES

SCCAN? n Secure SIP? n Used for SIP stations? y

Primary SM: SMA70vmpg Secondary SM: SMB70vmpg

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC

No Mrk ILmt List Del Digits QSIG

Dgts Intw

1: 1 0 n user
2: 2 0 n user
38 n user
4: n user
58 n user
6: n user

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR

01 2M4wW Request Dgts Format
l: yyyyyn n unre next
2: yyyyyn n unre next
3: yyyyyn n rest none
4: yyyyyn n rest none
5: yyyyyn n rest none
6: Yy yyyyn n rest none

5.6. AAR Analayis

Routing to the SIP phones is done using aar, where aar stands for Automatic Alternate Routing
and is the digit analysis algorithm commonly used for private network calls .Making changes to
the aar analysis table as shown below for numbers beginning with 6 allows the user to decide
what route pattern will be used for dialling numbers beginning with 6.

change aar analysis 6 Page 1 of 2
AAR DIGIT ANALYSIS TABLE
Location: all Percent Full: 1
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
6 4 4 61 unku n
6666 4 4 1 aar n
7 4 4 1 pubu n
8 7 7 999 aar n
9 7 7 999 aar n
n
n
n
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5.7. Configure Network Region

Use the change ip-network-region x (where x is the network region to be configured) command
to assign an appropriate domain name to be used by Communication Manager. In the example
below devconnect.local is used. Note this domain is also configured in Section 6.1 of these
Application Notes.

change ip-network-region 1 Page 1 of 20
IP NETWORK REGION

Region: 1

Location: 1 Authoritative Domain: devconnect.local
Name: Redundancy Lab Stub Network Region: n
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.l1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

change ip-network-region 1 Page 2 of 20
IP NETWORK REGION

RTCP Reporting to Monitor Server Enabled? y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? y
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change ip-network-region 1 Page 3 of
IP NETWORK REGION

INTER-GATEWAY ALTERNATE ROUTING / DIAL PLAN TRANSPARENCY
Incoming LDN Extension:

Conversion To Full Public Number - Delete: Insert:
Maximum Number of Trunks to Use for IGAR:

Dial Plan Transparency in Survivable Mode? n

BACKUP SERVERS (IN PRIORITY ORDER) H.323 SECURITY PROFILES
1 LSP70 1 challenge
2 2
3 3
4 4
5
6 Allow SIP URI Conversion? y

TCP SIGNALING LINK ESTABLISHMENT FOR AVAYA H.323 ENDPOINTS
Near End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
Near End TCP Port Max: 61444

20

change ip-network-region 1 Page 4 of
Source Region: 1 Inter Network Region Connection Management
dst codec direct WAN-BW-limits Video Intervening Dyn

rgn set WAN Units Total Norm Prio Shr Regions CAC
1 a

oo Qo
= Q>

QO Joy U b W

el el el )
G WN P o

(0NN eI s i<
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5.8. Configure IP-Codec

Use the change ip-codec-set x (where X is the ip-codec set used) command to designate a codec
set compatible with the NEC Handsets, which support both G.711 and G.729. Multiple codecs
may be specified in the IP Codec Set form in order of preference; the example below includes
G.711A (a-law), which is supported by NEC.

Note the Media Encryption has been set to 1-srtp-aescm128-hmac80. This is the encryption
that is support by NEC and must be set correctly on each side to allow secure RTP (SRTP). In
order for SRTP to work properly, Encrypted SRTCP needed to be set to enforce-unenc-srtcp
as shown below.

change ip-codec-set 1 Page 1 of 2

IP CODEC SET
Codec Set: 1

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711a n 2 20
2: G.729 n 2 20
3: G.711MU n 2 20
4:
5:
6:
7:
Media Encryption Encrypted SRTCP: enforce-unenc-srtcp
1: 1-srtp-aescml28-hmac80
2:
33
4:
5:

change ip-codec-set 1 Page 2 of 2
IP CODEC SET

Allow Direct-IP Multimedia? y

Maximum Call Rate for Direct-IP Multimedia: 384:Kbits

Maximum Call Rate for Priority Direct-IP Multimedia: 384 :Kbits
Packet
Mode Redundancy Size (ms)
FAX pass-through 0
Modem pass—-through 0
TDD/TTY Us 3
H.323 Clear-channel y 0
SIP 64K Data n 0 20
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6. Configure Avaya Aura® Session Manager

The NEC DECT handsets are added to Session Manager as SIP Users. In order to make changes
in Session Manager, a web session to System Manager is opened. Navigate to http://<System
Manager IP Address>/SMGR, enter the appropriate credentials and click on Log On as shown
below.

(& System Manager

File Edit View Favorites Tools Help

9 2] smgri0vmpg A\ AACCREA - Login 2] AACA A\ AES63vmpg 2] Avaya-Nortel PEP Library & SMGRG3VMPG

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID: admin

If IP address access i your only option, then note that authentication will
fail in the following cases:

* First time login with "admin” account
s Expired/Reset passwords Cancel

Use the "Change Password” hyperlink on this page to change the password
manually, and then login.

Password: |eseseeses| -

Change Passwors

Also note that single sign-on between servers in the same security domain
is not supported when accessing via IP address. 1) Supported Browsers: Internet Explorer 9.x, 10.x or 11.x or Firefox 36.0,
37.0 and 38.0.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthonized access, use, or
modification of this system is strictly prohibited.

Unauthorized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable
domestic and foreign laws.

The use of this system may be monitored and recorded for administrative
and security reasons. Anyone accessing this system expressly consents to
such monitering and recording, and is advised that if it reveals possible
evidence of criminal activity, the evidence of such activity may be provided
to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

6.1. Configuration of a Domain
Click on Routing highlighted below.

Aura  System Manager 7.0

S $# O S

Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Platform Events
User Provisioning Rule 1P Office Geographic Redundancy

Media Server Inventory

Meeting Exchange Licenses

Messaging Replication

Presence Reports

Scheduler
Session Manager Security
Work Assignment Shutdown

Solution Deployment Manager
Templates
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Click on Domains in the left window. If there is not a domain already configured click on New.
In the example below there exists a domain called devconnect.local which has been already
configured.

Home Routing %

~ Routing o Home / Elements [ Routing f Domains
Domains .
Domain Management
Locations
Adaptations |New| More Actions ~
SIP Entities
1Item &
| Enuyuinks e — ryee -
- -
[0 devconnect.local | sip Default domain for Paul
Routing Policies Select : all, None

Dial Patterns

Regular

Expressions

Clicking on the domain name above will open the following window; this is simply to show an
example of such a domain. When entering a new domain the following should be entered. Once
the domain name is entered click on Commit to save this.

Home | Routing X%

 Home / Elements / Routing / Domains

Domain Management Cancel

s stem @

| enuyuns [ (e —

* [devconnect.local so[~] | Default domain for Paul

Regular

| Ocfouks |
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6.2. Configuration of a Location

Click on Locations in the left window and if there is no Location already configured then click
on New, however in the screen below a location called PGLAB is already setup and configured
and clicking into this will show its contents.

Locations
Adaptations

SIP Entities

Time Ranges
Routing Policies
Dial Patterns
Regular

Expressions

Home / Elements [ Routing [ Locations

Location

(New,

More Actions ~ |

1Item &

e

D ‘ MName

Correlation

Notes

] PGLAB |
Select : All, None

r

Pauls Lab
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The Location below shows a suitable Name with a Location Pattern of 10.10.40.*. Once this is
configured, click on Commit.

Home | Routing
~ Routing
Domains

Locations

Adaptations

Time Ranges
Routing Policies

Dial Patterns

Regular

Expressions

Home | Elements [ Routing [ Locations

Location Details
General
* Name: |PGLAB
Neotes: |Pauls Lab
Dial Plan Transparency in Survivable Mode
Enabled: [ ]
Listed Directory Number:
Associated CM SIP Entity:
Overall Managed Bandwidth
Managed Bandwidth Units:  [¥biv/sec| v |
Total Bandwidth:
Multimedia Bandwidth:
Audio Calls Can Take Multimedia Bandwidth: o
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): 2000 Kbit/ Sec
Multimedi. iwidth (Inter-Location): 2000/ Kbit/Sec
- 64 Kbit/Sec
# Default Audio Bandwidth: 80| |Kbit/sec
Alarm Threshold
Overall Alarm Threshold: |80 %o
Multimedia Alarm Threshold: |20 s
“ Latency before Overall Alarm Trigger: 5| Minutes
* Latency before Multimedia Alarm Trigger: 5| Minutes
Location Pattern
\m| | Remove|
1Item o
O |IP Address Pattern a Notes

[0 */10.10.40.*

Select : All, None

Pauls subnat
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6.3. Configuration of SIP Entities

If needed, a SIP Entity can be created for each DAP controller, these will be added as type
“Endpoint Concentrator”. This Endpoint Concentrator type, allows up to 1000 connections from
a single IP address. The single IP address can be shared by multiple Windows instances running
on a Virtualized server or multiple DECT handsets sharing the same Access Point IP address.

Note: During compliance testing no SIP Entity was created for the NEC DAP. For more
information on creating SIP Entities for NEC please refer to the Application Notes titled,
Application Notes for configuring NEC IP DECT Access Points AP400 and NEC DECT
Handsets with Avaya Aura® Communication Manager R7.0 and Avaya Aura® Session Manager
R7.0 using TLS/SRTP.

SIP Entities must be created for each SIP server instance including each Session Manager. The
screenshot below shows the four Session Manage SIP Entities that were created for compliance
testing.

~ Routing 4 Home / Elements / Routing / SIP Entities ©

Help ?

SIP Entities

Locations

Adaptations New More Actions ~

SIP Entities

o 11 Items & Filter: Enable
Entity Links

[] |Name FQDN or IP Address Type Notes

. _
D SMC70RED 10.10.40.178 Session Manager Session Manager C
[] sMB7ORED 10.10.40.172 Session Manager
D SMAZ7ORED 10.10.40.162 Session Manager
D BSM70RED 10.10.41.182 Session Manager Branch Session Manager
m [] cM Mainsite PSTN 10.10.40.31 SIP Trunk Simulated PSTN for MainSite
D CM Branch PSTN 10.10.41.14 SIP Trunk Simulated PSTN to Branch
[0 cmzovmpg 10.10.40.13 cM To Pauls CM70vmpg
[0 cM70Redundancy CM70Redundancy.avaya.com cM CM and SC (Both Addresses)
[0 AMSMainsite 10.10.40.169 Media Server
[] AMSBackupsite 10.10.40.179 Media Server
[ AAMessaging 10.10.40.168 Massa AAMessaging
< >

Select : All, None

6.4. Configuration on SIP Entity Links

Entity Links must be added between all Core Session Managers. Entity Links between Core
Session Managers (SM) and Branch Session Managers (BSM) are optional. For Compliance
testing the following Entity Links were added.

e SM1 &> SM2 Entity Link between the core Session Managers.

e SM1 &> SM3 Entity Link between the core Session Managers.

e SM2 &> SM3 Entity Link between the core Session Managers.

e SM1 <-> BSM Entity Link between Session Manager 1 and the Branch Session
Manager.

e SM2 &<- BSM Entity Link between Session Manager 2 and the Branch Session
Manager.

e SM3 <-> BSM Entity Link between Session Manager 3 and the Branch Session
Manager.
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The screen shot below shows the Entity Links used during compliance testing.

~ Routing 4+ Home / Elements / Routing / Entity Links [+]
| vomains | B
I .
Locations
: : DNS Connection Deny New
e — O |Name - SIP Entity 1 Protocol |Port ‘SIP Entity 2 | overnde |PO"t i Pl Notes
AE T [] smc smB SMCTORED LS 5061 SMB7ORED ] 5061 trusted ]
[0 sMc sma SMC7ORED s 5061 SMAZORED ] 5061 trusted ]
Entity Links
[0 smMC BSM SMC7ORED s 5061 BSM7ORED ] 5061 trusted ] SMC to BSM
Time Ranges [ sMB CM(Main) PSTN  SMB7ORED s 5061 CM_MainSite_PSTN ] 5061 trusted ]
Routing Policies [J sMB cM7ovmpg SMBTORED LS 5061 CM70vmpg ] 5061 trusted ]
[rrT— [ smaA smB SMATORED LS 5061 SMB7ORED ] 5061 trusted ] SM Core Link
5 [J SMA CM(Main) PSTN  SMA7ORED LS 5061 CM_MainSite_PSTH ] 5061 trusted ]
Regular Expressions
[0 sMA cMzovmpg SMATORED s 5061 CM70vmpg O 5061 trusted ]
[0 cmsMB SMB7ORED s 5061 CM70Redundancy ] 5061 trusted ]
[0 cm sMa SMATORED TLs 5061 CM7ORedundancy ] 5061 trusted ]
[0 cm Bsm BSM7ORED s 5081 CM7ORedundancy m} 5081 trusted m}
[ BSM sMmB BSM7ORED s 5061 SMBJORED ] 5061 trusted ] g::fé"’h to
[J BSM sMa BSM7ORED TS 5061 SMATORED ] 5061 trusted ] 2::::““ to
O —{—IBESSTAII:M Branch BSM7ORED s 5061 CM_Branch PSTN m} 5061 trusted m}
< >
Select : All, None I4 4 Pagel 1 |of2 b bI| WV

6.5. Adding NEC SIP Users
From the home page click on User Management highlighted below.

Aura” System Manage

Home

Administrators

Communication Manager

Backup and Restore
Bulk Import and Export

Configurations

Directory Synchronization Communication Server 1000

User Management

Conferencing

Engagement Development Platform Events

Teer Provisonmg Rle IP Office Geographic Redundancy

Media Server Inventory

Meeting Exchange Licenses

Messaging Replication

Presence Reports

Routing Scheduler

Session Manager Security

Work Assignment Shutdown

Solution Deployment Manager

Templates

Click on New (highlighted) to add a new SIP user.

tem Manager 7

User Management %

Home

RTINS | iome [ Users / Usex Mansgement | Manage Uers )

Manage Users

Search

Public Contacts

Shi
- {eer Management

Users

More Actions * | Advanced Search *

15 Items ¥ Show Al Filter: Enable

Password Policy

O ‘La;t Name First Name Display Name |Lngin Name SIP Handle Last Login

O 7100 SIPExt 7100, SIPExt 7100@devconnect.local 7100

O 7101 SIPExt 7101, SIPExt 7101@devconnect.local 7101

[ admin admin Default Administrator admin November 2, 2015 11:41:21 AM +00:00

Select : All, None
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Under the Identity tab fill in the user’s Last Name and First Name as shown below. Enter a

Login Name. The remaining fields can be left as default.

User Profile Edit: 6610@devconnect.local

Communication Profile Membership Contacts

User Provisioning Rule -

User Provisioning Rule:

Identity -
* Last Name:
Last Name (Latin Translation):
* First Name:
First Name (Latin Translation):

Middle Name:
Description:

Update Time :
* Login Name:

User Type:

Change Password

Source:

Localized Display Name:
Endpoint Display Name:
Title:

Language Preference:

Time Zone:

6610
6610
NEC(Branch)

NEC(Branch}

February 28, 2017 3:0.

6610@devconnect.loca

local
6610, NEC(Branch)

6610, NEC(Branch)

English (United Kingdom) |

(0:0)GMT : Dublin, Edinburgh, L[V

Commit & Continuel |C0mmit| |Cancel|

Under the Communication Profile tab enter a suitable Communication Profile Password
(which is the login password for the SIP communication) and click on Done when added.
Note that this password is required when configuring the NEC handset in Section 7.4.

User Profile Edit: 6610@devconnect.local

Tdentity *I Communication Profile I Membership Contacts

Communication Profile

Communication Profile Password: |eees

Confirm Password: |eess Cancel
D New B cCancel
Name
(@  Primary
Select : None
* Name: |Primary
Default :

|Commit & Centinuel |Commit| |Cancel|
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Click on New to add a new Communication Address. Enter the extension number and the

domain for the Fully Qualified Address and click on Add once finished.

Communication Address =

Type Handle Domain

i Avaya SIP 6610 devconnect.local

Select : All, None

Type: [0 [v|
* Fully Qualified Address: 6610 @ |devconnect.local ﬂ

i

Ensure Session Manager Profile is checked and enter all the Session Managers where the NEC

phone will be registering to, this includes the Primary Session Manager details, the Secondary
Session Manager details and the Survivability Server which in this case is the Branch Session

Manager. Note: In case of a Session Manager returns a “301 Moved Permanently”, these entries

will be included in that message. Enter the Origination Application Sequence and the

Termination Application Sequence and the Home Location as shown below.

[¥]Session Manager Profile =

SIP Registration

* Primary Session Manager
Q,SMA70RED

3 0

Secondary Session Manager

Q SMB7ORED
0 8

Max. Simultaneous Devices | 1 ﬂ

Block New Registration When ]
Maximum Registrations Active?

Application Sequences
Origination Sequence |CMMainAppSEQ

<] [<]

Termination Sequence |CMMainAppSEQ

Call Routing Settings
* Home Location |Redundancy Lab

<l [<]

Conference Factory Set  |(None)

Call History Settings

Enable Centralized Call
History?

Primary | Secondary | Maximum

Primary | Secondary | Maximum

Survivability Server |Q ggM70RED supports 7 Communication Profile(s).
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Ensure that CM Endpoint Profile is selected and choose the 9608SIP_DEFAULT_CM_7 0 as
the Template. Enter the correct voicemail number, the rest of the fields can be left as default or
set as shown below. Click on Endpoint Editor to configure the buttons and features for that
handset on Communication Manager.

[+*]CM Endpoint Profile =
* System B4
* profile Type v

Use Existing Endpoints O

Display Extension Ranges
6610 Endpoint Editor]

* Extension

Template |96085IF _DEFAULT _CM_7_0 ﬂ
Set Type

Security Code eesese

port Q. 500012
Voice Mail Number |6666

Preferred Handle |(None) v
Calculate Route Pattern [
Sip Trunk |aar

Enhanced Callr-Info display for 1-line phones

Delete Endpoint on Unassign of Endpoint from
User or on Delete User

Override Endpoint Name and Localized Name

Allow H.322 and S5IP Endpoint Dual Registration
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Click on the General Options tab, if voicemail is being used ensure that Coverage Path 1 (the
Coverage Path is configured on Communication Manager to go to Messaging). Also ensure that
Message Lamp Ext. is showing the correct extension number.

System Extension

Template 96085IP_DEFAULT_CM_7_0 [v| Set Type E
Port Security Code sssses

Name

General Options (G) *| Feature Options (F) Site Data (S) Abbreviated Call Dialing (&) Enhanced Call Fwd (E) Button Assignment (B)

Profile Settings (P) Group Membership (M)

*  Class of Restriction (COR) 1 *  Class Of Service (COS) 1

*  Emergency Location Ext 6610 *  Message Lamp Ext. 6610

* Tenant Number 1

*  SIP Trunk Qaar Type of 3PCC Enabled Nene |v|
Coverage Path 1 1 Coverage Path 2
Lock Message O Localized Display Name
Multibyte Language v| E:a":];?n"gs::‘rz?"'w fogstation system ||

*Required

Cancel

Under the tab Feature Options ensure that MWI Served User Type is set to sip-adjunct.
Ensure the Voice Mail Number is set correctly.

General Options (G) *l Feature Options (F) | Site Data (S) Abbreviated Call Dialing (A) Enhanced Call Fwd (E) Button Assignment (B)

Profile Settings (P) Group Membership (M)

Active Station Ringing single v Auto Answer none| ¥ |
MWI Served User Type p—ad]'unct Coverage After Forwarding ﬂ
Per Station CPN - Send c .
Calling Number None |v| Display Language english v
IP Phone Group ID Hunt-to Station
Remote Soft Phone
Emergency Calls ﬂ LosslCrouD 19
LWC Reception spe |v| Survivable COR internal 1|
AUDIX Name [~ Time of Day Lock Table None| |
EC500 State enabled | v| Location
Short/Prefixed Registration = . .
Allowed Bl Voice Mail Number 6566
Music Source
Features

o Always Use o Idle Appearance Preference

O IP Audio Hairpinning 0 IP SoftPhone

O Bridged Call Alerting LWC Activation

O Bridged Idle Line Preference u CDR Privacy

Once the CM Endpoint Profile is completed correctly, click on Commit to save the new user,
(not shown).
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7. Configure NEC DECT Access Points and Handsets

The following section shows the setup used during compliance testing for the NEC DECT
solution. Both the configuration of the DECT Access Points and the addition and subscription of
the NEC DECT handsets are clearly outlined. The installation of the NEC DECT solution is
outside the scope of these Application Notes for more information on this please refer to Section
10.

Note: The NEC IP DECT solution relies on DHCP (Option 66, 67), NTP and TFTP as network-
services. DHCP and TFTP services can be provided from the DAP controller instance. In
addition a Multi-Cast IP address is also required for the DAPSs to synch.

7.1. DAP Configurator - Configure DECT Access Point (DAP)

The configuration of the DECT Access Point uses the DAP Configurator which creates a
configuration file that is this pushed to each DAP on the network. Click on DAP Configurator
as shown below.

Note: An NEC IP DECT solution typically consists of a windows based instance called DAP
Controller which includes “DAP Configurator” and “DAP Manager”.

Note: The DAP Controller Package must be installed in the DAP Controller server. This package
is only available from NEC.

ApPpPS

Q Resource Monitor Windows PowerShell ISE (x86) Calculator

EE Security Configuration Wizard Notepad g Command Promp

ntroller

Server Manager & DAP Configurator Paint 3 | Control Panel

Services i | DAP Sync Analyzer Remote Desktop Connection n File Explorer

Qﬁ&bug

System Configuration DAP Viewer Steps Recorder @ Help and Support

31
¥

System Information " | DHCP Server Windows Server Backup & Run
o

Task Scheduler ﬁ Diag@MNet Monitor

B A

WordPad g Task Manager

‘Windows Firewall with Advanced... g IPDECT Manager . . e g This PC

‘Windows Memory Diagnostic e IPDECT Performance Manager Magnifier ] Windows PowerSh

Windows PowerShell (x86) 6 System Info Console r MNarrator N
WinPcap

[
o
=
e
%
E
=

‘Windows PowerShell ISE On-Screen Keyboard g Uninstall WinPcap
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Click on the General Settings tab and enter the information on the main window. Enter a
suitable System Name and ensure the PBX type is set to SIP on Avaya-SM.

Note: Typically a license file is ordered and contains the licenses (humber of access points
(DAPs) and other features) for the new IP DECT Release 6.41 system. This license file also
contains the PARI, which must be unique for each DECT System. When the license file is loaded
here the PARI will be filled in automatically.

6§ IP-DECT Configurator R& = | =] =2
General IP St Metwark System SIF Setti DECT Setti P PEX Perfarmance / Customer
Settings ettings Settings Configuration elngs etings [g:tfilr?;sng Ermail Settings Infarmation
General Settings Avaya DevConnect
Haome:
- S updat Iy allowed with 54 that b
System name : |fsvaya DevConnest | [ Ucense | &ni'date from bafore 20TEAZET
Mew System PE type SIF on Avaya-Sh v
SWE300/5%8300

AP200/300 package : SIP on SY9100/5%E1 00501700

. E:E 2: gIEF'@NemSBDDD

A4P400 package ; SIF on CUCM Browse.. | DAP build date: 2016-02
Fon O iF

Browse. .

Import System

AP400 loader : Browse. .

Ui

SW3500/5VE500
S43100/5YE1 004501100

Activate /
Deactivate /
Syztem Statuz

Export Spetem

Delete Spztem

Upgrade
Installation

Save System

Irnpark

Exit Drefault e il Apply Cancel

MEC Fultiple Systern haode Morrnal Mode Ready ||
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Ensure the correct AP400 package file from NEC is available on the machine with the DAP
configurator. Click on Browse for the AP400 package and select the proper file
(<filename>.dwl). Click on Apply at the bottom of the screen.

Tl 1P-DECT Cenfigurator RS =] @ | =
| | PBX / f
General . Networkc System . . S Performance / Customer
W Settings I Settings ‘ Settings Corfiguration SIP Settings DECT Settings Prg;:ilgglsng Email Settings Information
L General Settings DevConnect Redundancy Test
T Br PEX type : SIP on Avaya-Aura ']
AP200/300 package :
| 4P400 package - 43206853 dwl | [ Bowse.. | DAPbuid date: 2016-02

Lo AP400 loader :

Activate /
Deactivate /
System Status

M

Exit ‘ ‘ Defautt ‘ , Apply ‘ Cancel ‘
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Click on the IP Settings tab at the top of the screen and on the DAP Controller IP
Configuration tab in the main window. Enter the IP address of the DAP Controller server. In
this case just pressing This PC IP will fill in the required information.

e IP-DECT Configurator R& = = =
General IF Seti Metwork, Sypstem S|P Satti DECT Setti P PBX "l. Performance / Custamer
Settings Suiles Settings Configuration Sl Gl rgzltfilsglsng Email 5 ettings Information
IP settings Avaya DevConnect
Home:
| D&Ps IP Configuration | DAF Controller IF Configuration | Prosy IP configuration | CDA& IP Configuration | 3509 ‘
MNews Spstem Standalone DAP Controller DAP Controller IP address : | 101040120 | I Thiz PC 1P I
Port range from : | 28000 | to: | 287 |
Modify System
Impaort System

For redundant systems multiple gatekeepers can be selected, click on the Proxy IP
configuration tab and click on Multiple gatekeepers in the main window. Right-click in the
main window and click on new.

Note: In the Event the NEC DAP controller will send registration messages to a single Session
Manager, click on the Single gatekeeper button below and enter the Session Manager details and
the port number. This option may be used if a single Session Manager is being used or a Session
Manager for registrations only.

FBX / B
General . Network System ) ) S Performance / Customer
Settings l I Settings ‘ Settings ‘ Configuration SIP Settings DECT Ssttings Prg;ﬁilﬁglsng Email Settings ‘ Information
IP settings DevConnect Redundancy Test
‘ DAPs IP Configuration | DAP Controller IP Configuration | Prowy IP corfiguration | CDA IP Configurstion | X509 |
() Single gatekeeper Prosxy |P address :
Prancy Port number :
I @ Multiple gatekeepers | Indx IP address Por DNR prefic Domain PEX
[7] Strip DNR prefix
Mew
Edit
Rermove
Maowve up
Move down
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Enter the Proxy IP address for each Session Manager (SIP entity address) and the Proxy port
number as shown below.

‘ DAPs IP Corfiguration | DAP Controller [P Corfiguration | Proxy IP corfiguration | CDA IP Configuration | X509 ‘
(" Single gatekesper Proxy IP address :
Proxy Port number :
Tl Mew Gatekeeper entry EI [=] @
@ Prowy |P address 10.10.40.179 This PC IF PEX
Prowy Port number 5081
DMR prefix
Damain :

0K l [ Cancel

Once the two core Session Managers have been added, click on Apply.

IP settings DevConnect Redundancy Test
‘ DAPs IP Corfiguration | DAP Controller IP Configuration | Proxy IF configuration | CDA IP Configurstion | X509 ‘
(" Single gatekeeper Prowy IP address :
Proxy Port number :
© Multiple gatekeepers Inde IP address Port DNRprefie  Domain PBX
[] Strip DNR prefix 1 10.10.40.162 5061
2 10.10.40.172 5061

Defaul ot
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To enter the Branch Session Managers details from a different subnet, click on System
Configuration from the top menu and select Multiple subnets from the drop-down box. In the
main window right-click and select New.

5 1P-DECT Configurater RG = = | 2=
General P Seti MNetwork System SIP Seti DECT Setti P PBX Performance / Customer
Settings Anas Settings Corfiguration I AL rg;:ilsgnlsng Email Settings Irfarmation
o System Configuration DevConnect Redundancy Test
System configuration : lMultipIe subnets - I
Pl System Multiple subnets :

ity System NOTE 1:  Ensure that all subnets, including the main site, are entered into the list below. DAPs in subnets not included in this list will fail to complete
the boot process.

NOTE 2. Time offset is the offset with regard to the DAP Controller PC time.

Index Subnet Metmask length  TTL RPNrange Gatekeeper Subnet name Time offset
New
Edit
Remove

Enter the subnet information and the Branch Session Managers IP address (SIP Entity address)
for the Gatekeeper. Enter the correct port number and click on OK.

PBX/ .

General ) Network System ) ) S Peformance / Customer
Settings ‘ ‘ I Settings ‘ Settings Configuration SIF Settings DECT Settings Prg;ﬁiﬁgn;ng Email Settings ‘ Information
System Configuration DevConnect Redundancy Test

System configuration [I'v'lultiple subnats ']
Multiple subnets :
NOTE1: En| -f Edit subnet dats o) =[S | this tist will fail to complete
the]
NOTEZ: Ti  Subnet: 10.10.41.0
. MNetmask length : 24 TTL: 1 Timezoffact
1 RFN range : 000 - 015 00:00
Gatekeeper : 10.10.41.182 Part : 5061
Subnet name : Avaya Local Office
Time offset : [0 <|br (00 ~|min
QK l [ Cancel
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To add the Root Cert in order to use TLS and SRTP click on the IP Settings button at the top of
the screen and click on the X509 tab and import the Root Cert into the DAP Controller. This will
be the same root cert that is being used on Session Manager. The root certificate is being used by
the DAP to verify the certificate sent by the Session Manager.

ad IP-DECT Configurator R& = || =] =
General IP Setti Metwark. Sypstem SIP Sett DECT Sati P FBx /. Perfarmance # Custormer
Settings Eas Settings Configuration CUiEE CHlAES rg:'tfilr?glsng Email 5ettings Infarmation
IP settings Awaya DewvConnect
Home
| DAPs IP Configuration | DAP Contraller IP Configuration | Prawy IP configuration | CDA [P Corfiguration | X509 I
Mew System Ca certificates :
|F|00tEIertF'G.pem | I Erowsze... I
odify Spstemn
| zsuer Hash E=piry date
Import Spztem
Activate /
Deactivate /
System Status
The following shows the imported cert information, click on Apply once done.
] IP-DECT Configurator R& = =] =
General P Setti Metwork, Supstem SIP Seti DECT Setti R PBX "'l. Performance / Custamer
Seltings Stings Settings Configuration Stings etings [So:tfilr?glsng Email Settings Information
IP settings Avaya DevConnect
Harme
| D4P;s IP Configuration | D&P Controller IP Configuration | Prosy IP configuration | CD& IP Configuration | #5093 ‘
Mew System L&, certificates :
|F|00tEIertF'G.pem | | Browse... |
adify System
| zzuer Hazh E xpiry date
CH=gsscp-ca, OU=MGMT, 0=4VATA 44F51FB11507BCEC35227EBE1658E4ESD1F19D21 2026-02-05 14:20
Irnpaort Syztemn
Activate /
Deactivate /
System Status
Export Spstem
[relete Spstem
Upgrade
Installation
Save Systern
5 Impart
E «it Drefault Temram il Apply |‘ Cancel
MEC | fultiple System hMode | Mormal kMaode Ready ||
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Click on Network Settings at the top of the page and within this tab select the IP Provisioning
Settings tab to check the TFTP details. The NEC DAP Controller sever can be setup asa TFTP
server which will send any and all details to each DAP using TFTP. This information should be
filled in automatically but the screen shot below shows the setup implemented for compliance

testing. Once the information here is correctly filled in, click on Apply at the bottom of the page
to continue.

| IP-DECT Configurator Ré = |5 2=
General P Setti MHetwork Sustem SIP Satti DECT Sefi P PEx /. Performance / Custorner
Settings etings Settingz Canfiguration etings etings rg:tfilr?glsng Email Settings Infarmation
MNetwark Settings Awaya DevConnect
Home
Metwark card Settings | DHCP Settings | IF Frawizioning Settings | oS Seftings | Boot Optionhs
Hews System Provigioning protocal @ TFTP W
Pravisioning falder : | C:\ProgramDatattECWDAP Cantrollerdyapa DevConnects Brawse...
Modify Spstem
Import Sypstem TFTP Server : | 3Com TFTF Server on this PC hd
TFTP Server [P address :
Activate # ;
Deactivate / fdonitor TFTF Server
Swystem Status
Export Spzter
Delete Spstemn
Upagrade
Inztallation
Save Spstem
E xit Drefault Iicnlanrlgg[ftile Apply Cancel
MEC Fultiple System Mode Mormal Maode Ready ||
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Click on SIP Settings at the top of the page and the General Settings tab in the main window.
The SIP Server details will be automatically filled in. Set the time zone and the SIP domain,
note this is the same SIP domain featured in Section 6.1. Note the Registrar IP address; is
greyed out as this was completed earlier in this section.

b}

5l IP-DECT Configurator RG

=l =] e
General P Setti Metwork System SIF Setti DECT Seti P PEX Performance / Customer
Settings ings Settings Corfiguration ings ings rg;l:iﬁgmsng Email Settings Information
SIP Settings DevConnect Redundancy Test

General Settings I Corfiguration Settings | Authentication Settings

SIP Server :

Local time zone

SIP domain :

Registrar IP address :

Avaya-fura

GMT +00 | hours
R

deveonnect local

Click on Configuration Settings tab, due to the choice of the PBX type (SIP on Avaya SM) the
corresponding SIP settings are automatically set for that PBX type the screen shot below shows
the settings used during compliance testing. The transport_protocol shows that TLS is being
used and the mwi_support=yes, with the DTMF_pt set to 120 (needs to match the setting
“Telephony Event Payload type” on CM trunk group form on page 4). All other values shown
were set for standard compliance testing.

)

Activate /
Deactivate /
System Status

Export System

Save System

5 IP-DECT Configurator R6

= =

General
Settings

l IF Ssttings

Network
Settings

System
Configuration

SIF Ssttings

DECT Settings

PEX /
Provisioning
Settings

Customer
Irformation

Performance /
Email Settings

SIP Settings

General Settings I Configuration Settings IMhemcaﬁon Settings

DevConnect Redundancy Test

Configuration items :

sdp_late_sendrecv=no
sdp_rfcl264d=yes

sdp_MoH=yes
sdp_payload_size=20
sdp_DTMF_rfc2833=yes
mwi_support=yes
max_intern_dnr_len=6
sip_messaging=no
transport_protocol=tls
hash_is_nbr_compl_ind=yes
DNR_prefix_to_sdd=

strip DNR_prefix=no
use_PP_name=no

dtmf_pt=120
return_to_primary_time=10
multiple_call_appearance=yes
max_registration_interval=1
hash_is_release_enquiry_call=no

ded_transfer_method
call_waiting_indication=waiting
486=Busy
A0d=Invalid Mumber
480=Temporary Unavailable
en-bloc=yes
unregistered_dnr=SM DOWH 1!
resp_oc_is_final=yes

EEOEEROEOONOEOOODOEOODEEOEEO

g_replaces

Exit

— | ot

| o || e ]

MNEC

| Single System Mode

‘ MNormal Mode

Ready
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Click on Authentication Settings tab and enter %s as the user (means the DNR will be used as
the SIP extension) and 1234 as the password, note that this is the same password set in Section

L IP-DECT Configurator R& =1 NET
General P Setti Metwark. System SIP Sett DECT Setti R PBX "'l. Perfarmance / Custamer
Settingz SHings Settings Configuration Shings SHings lg:tfilr?glsng Email 5 ettings Infarmation
SIP Settings Avraya DevConnect
Home
| General Settings | Configuration Settingsl Authentication Settings |
Mesar Spsterm Authentication Realm 1 | |I Uzer: |Xs | Pawd : |1234| I
Modify Spstem L
Authentication Realm 2 : | | Uszer : | | Pawd : | |
Impart System fiEmore
Authentication Realm 3 | | Uszer : | | Pawd : | |
Femowve
Activate /
Deactivate / Authentication Realm 4 : | | User : | | Pswid : | |
Systemn Status
Femowve
E xport System L
Authentication Realm 5 | | Uszer : | | Pawd : | |
Femowve
Delete Systam
Upgrade
Installation
Save System
E=xit D efault Iicnlaﬂgg[ftile License walid Apply Cancel
MEC kultiple Systerm hMode Mormal Mode Ready ||
PG; Reviewed: Solution & Interoperability Test Lab Application Notes 37 of 54
SPOC 5/3/2017 ©2017 Avaya Inc. All Rights Reserved. NECDECT_SM7_RED




Click on DECT Settings at the top of the page and the DECT Settings tab in the main window.
The PARI should be already filled in from the information provided by the license file. The
Country code can be changed to suite and click on Apply once this information has been

entered as the other tabs do not need to be changed.

i} IP-DECT Configurator R& = [ =] 28
General P Satti Metwork Sustem SIP Satti DECT St P PBX ’J. Performance / Customer
Settings edtings Settings Configuration edings etlings rg:tfilr?glsng Emiail Settings Infarmation
DECT Settings Avaya DevConnect
Home
DECT Settings | Handset Settings | DAP Settings
Hew System Country code | Ireland "
PARI : [ iooroac ||
odify System
SARI: FFFFFFFF
Impart System
Activate / Frequency table : lII
Deactivate /
System Status zed carers - ] Carrier 0
[v] Carrier 1
E xport Syztem ] Carrier 2
Carrier 3
] Carrier 4
Delete System [ Ean!er 5
[¥] Carrier &
] Carrier 7
Upgrade Carrier 8
Installation Carrier 9
Save System
) Import
Exit Drefault [y Apply Cancel
MEC Fultiple Systern Mode Maormal Mode Ready ||
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Once Save System has been pressed at the bottom right of the screen the following will be

displayed showing that the system has saved successfully.

i} IP-DECT Configurator R = [ =]
General . M etwork Sustem - . PBX ’J. Performance / Customer
@T Settings: IP Settings Settings Configuration SIP Settings DECT Settings Prg:[?ilr?;lsng Emiail 5 ettings Infarmation
Systemn Status Awaya DevConnect
Home
Achion Statuz -~
Feading settings.=ml ak.
Feading customner. sl ak
Mew System Reading rpnadm. b=t oK
Mumber of DAPs in rpnadm tat file: 2
Reading rpn_dew kst
Modify Spstem Optional file rpn_dewy tat nat present in C:\Programb ata\MECADAP Controllerdwaya DevConnecth
Fieading zm.xml 0k
Fieading alarms. xml 0k,
Import System Start rpniadm file monitoring Fim
Start TFTPF monitoring Tm
Start rpniadm file monitoring Fim
Activate / Stark TETP manitoring Tra
Deactivate / Start rpriadrn file moritoring Rrn
System Status Start TFTP monitoring Tm
Deactivate System Avaya DevConnect
Export System Stopping DAP-DOS service (] 4
Stopping 3CTpSwe zervice QK.
Stopping DAP-PCR service 0k
Delets System Stopping Pwll service Ok |=
Clozing DAP Manager IMT ak.
Upgrade Syztem deactivated
Installation Saving system Avaya DevConnect
Saving gettingz. =mi file ak.
Saving ds.tat file ak
Saving 3CTftpSve.ini file ak
Save System Saving PwLSettings.config file QK
Saving P/l Service exe.config file QK.
| Swstem saved successful |
Execute IS service command RESTART
E it ~
MEC | Fultiple Systerm Mode Mormal Mode | ||
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Clicking on Activate/Deactivate System Status on the left side of the screen will bring a page
on which a restart can be done by clicking the start icon (> button). The DAPs remain fully
operational and making and receiving calls is still possible. The DAP controller is only necessary
for Management actions regarding the handsets. Clicking on the start icon highlighted in the
main screen will restart the system again after Activate/Deactivate System Status has been

pressed.
G} IP-DECT Configurator Ré =0 I
General P Setti Metwork System SIP Selt DECT St P PBi /. Performance / Customer
Settings SICS Settings Configuration CRHCS Sdle rso:tfilr?glsng Email Settings Infarmation
Svstern Status Auranya DewConnect
Huome:
Aclivate  Mame Statuz Action Required network card settings
DDS Service stopped Start IP: | 10.10.40.120 |
MHew System FCR Service stopped Start DG : | 10.10.40.1 |
Fw/U Service stopped Start SN: | 2552852550 Change Network
Modity Spstem TFTP Server Service stopped Start nebwork, Conhnections
DAP banager INT Frogram not running Start .
| t Spsh -
P LB laghonitar rogram running [9.0.2. Shop :
part Ay O Diaghoni = ing [5.0.2.163) 5 Mumber of DAPs : 2 Rebaat
-
Activate / Action Statuz | A
Deactivate / - =
Systern Status Stopping PwiU zervice aK
Clozing DAP kanager INT aK
Expoit Spstem Syztem deactivated
Saving zystem Avaya DevConnect
Saving zettings.xml file kK
Dielete Syztem Saving ds.tat file kK
Saving JCTRpSwve.ini file QK
u 4 Saving FwlSettings. config file aK
Insl?gI[I:tioen Saving Fwll.Service exe. canfig file aK
Spetem zaved successful
Execute 115 zervice command RESTART QK
Attempting stop...
Save System Intemet services successfully stopped
Attempting start. . =
Intemet services successfully restarted
Start rphadm file manitoring Fimn
. Start TFTP monitoring Tm
Exit "

MNEC

Multiple Systerm Mode

Morrmal kMode

Pragrarm will be closed in & minutes and 40 seconds!
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With the system up and running again a window should automatically appear asking to reboot
the DAP’s. Click on Reboot to complete the setup.

Gy IP-DECT Configurator R6 = || =] ==
General IP St Metwork S pstem SIP Satti DECT Seti p PE /. Performance / Cuztarner
Settings etings Settings Canfiguration etings etings rg;ﬁilr?;;ng Email Settings Infarmation
Systemn Status Awaya DewvConnect
Home
Activate  Name Status Action Feguired network card setings
oD% Service running [1.6.41.17) Stap P | 10.10.40.120 |
Mew System PCR Service running [7.4.0.438) Stop OG- | 10.10.40.1 |
PR Eedicelining (L0 s) &lop SN: [ 2552552550 Change Metwark
Madify System TFTF Server SErvicE rnning Stop nistark Connections
DAP Manager IMT Fragram nat running Start .
| b Sysh -
et System O Diaghdonitor Fragram running (5.0.2.168) Stop ’ Mumber of DAPs : 2 Rieboot
-
Activate /

] . Statug
Deactivate / IP-DECT Configurator R& 2
System Status

Do you want to reboot the DAP's to activate the changes?
Export System
Ma | I Reboot I Em
Trn
Delete System Activating spstem Avaya DevConnect
WwARMIMG: Werify that the DHCP zerver iz configured properly
u 4 Saving Pl Settings. config file 0k
Insiglrl:tign Saving Pl Service.exe.config file 0k
Starting DAP-DDS service ak
Starting DAP-PCR service ak.
Starting Pl zervice 0k
Gawve System Starting 3CTftpSve service ok
Starting [1SADMIM service 0k
Starting DAP Manager INT [n]
Supzter iz activated now
Exit o

MNEC

Multiple Systern kode

Mormal Mode

Program will be closed in 7 minutes and 35 secands!
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7.2. DAP Manager — Managing DECT users and handsets

Once the DAP configurator has been fully configured, the following window of the DAP
manager is automatically popped. The DAP manager can also be reached by typing the following
URL http://<IP-of-DAP-manager>/cds/. The DAP manager is used to manage the extensions
(DNR) on the DECT system and also to subscribe the DECT handsets.

Click on Add Number Range in the left window.

L2 () & ntwpiriocalnosticds/ P+ O || & DAP Manager INT - 641,048 .
|2

EIN & subscriptions

@ subscriptions (4 Fiter:  [No Fiter

[=] Access Points (2/2)
A, Add Number Range | 1

b Backup (Bxport) be a RP Presence Registration sta andset type ersio sername  Password
@ History
# PackUp & Go
) Get Archive

’ Handset Firmware Update
[2] Performance Manager
@ Provisioning

ol Enable

8 Disable

& Terminate
&, Delete Number

Select a Subscription and dick on a
task. Shift+Click to select a range.

Park : 31100170163606

Enter the number range or the number of the extension(s) to be added and click on OK.

=0 A Add Number Range

’ Subscriptions (4) o | e
(-] Access Points (1/1) Fom:[6610 | Select esv file to import:

A Add Number Range To: |[6611 *x
I Backup (Export)

& History Import

8 Pack Up & Go

] Get Archive

@ Handset Firmware Update

[Z] Performance Manager

(!3 Provisioning

Before you can enable subscriptions you
must create a number range. You can
always add more ranges afterwards.
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Highlight the new extension added in the main window and click on Enable in the left window.

RN @ Subscriptions

@ subscriptions (3) Fter:  [No Fiter
[2] Access Points (2/2)

A, Add Number Range

W Backup (Export) Number  Status RPN Presence  Registration status Handset type SW version

@ History | Subscrbed 010 |Present  |Registered G566 11.10.0001 |
B PackUp & Go Free

] Get Archive Subscribed Present Registerad 1.10.00.01

' Handset Firmware Update Subscribed 011 Present Registered 1766 1.10.00.02

[Z] Performance Manager

a Provisioning

52 Terminate
&, Delete Number

1 Subscription Selected

Park : 31100170163606

Note the PIN number which will be used to subscribe the handset in the next section.

[ @ subscriptions

@ Subscriptions (4) Fiter:  |No Fiter
[-] Access Points (2/2)

A, Add Number Range

B Backup (Bxport)

@ History Number Status

B Pack Up & Go 6110 Subscribed 010 Present
] Get Archive 6611 Subscribed 011 Absent
@ Handset Firmware Update 6610 Subscribed — 011 Absent

6111 Enabled
[-] Performance Manager

{,;‘,J Provisioning

Subscriptions
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7.3. How to Subscribe the DECT Handset

From the DECT handset click on the menu button (on top of the power button) and select
Settings as highlighted below.
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Scroll right to Connectivity and select Register as shown below.

There will be a number of slots labelled Empty (not shown) choose one and continue pressing
Ok until the Access Code is asked for. Enter the Access code as per Section 7.2.

Iz -—«:’1’ Register
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Once this is all entered the phoneset display should show Registering, as shown below.
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8. Verification Steps

In order to validate that each NEC phone has been registered correctly to each Session Manager,
this can be checked on System Manager under Session Manager - User Registrations and this
is shown in Section 8.1. Making calls to and from the NEC phones while observing a Wireshark
trace will provide enough information to verify that the NEC phones are registered correctly and
are working as expected.

8.1. Session Manager Registration

Log into System Manager as done previously in Section 6.1, select Session Manager as
highlighted below.

Aura” System Manager 7.0

Under System Status in the left window, select User Registrations (not shown) to display all
the SIP users that are currently registered with Session Manager. The NEC DECT users should
show as being registered as highlighted. Note that each NEC user is registered with all three
Session Managers, this is with the two core Session Managers and the Branch Session Manager.

User Registrations
Sel_ect rows to send notifications to devices. Click on Details column for complete
registration status.

Customize ¥
view v | Default Force Unregister :g:—if[i)sa‘;ii?:ens: Reboot Reload = Failback| As of 10:57 AM Advanced Search »
8 Items = Show All| V| Filter: Enable

[] petails Address First Name == Actua_l IP Address HELTIE S=rEl Sim'_"lt' AS1_ TR
Name |Location Office Control Devices Device Prim Sec |Surv
O Show  &611@devconnect.local (N::;nch) 8611 E::“"danc" 10.10.41.240 [ O 1/3 O c)
O Show  6510@devcannect.local ?BE;nch) 8610 E::“"danc‘" 10.10.41.240 [0 O 1/2 O c)
O Show 6110@devconnect.local ~NEC(Main) 5110 E:g“"da”c"' 10.10.41.2490 O O 12 O c)
O Show 61ili@devconnect.local NEC[Main) 6111 E:g“”da”“’ 10.10.41.240 [ O 1/2 O c)
O Show 6600@devconnect.local  SIP(Branch) 6600 E::“"danc"' 10.10.41.202 [ O 1/3 %C] ™
O Show se01@devconnect.local  SIP(Branch) 6601 E:g""dancy 10.10.41.201 [ m} 1/3 AC]
[} Show 6101@devconnect.local  SIP(Emma) 5101 E:g“"da”c‘f' 10.10.40.202 [ O 1/3 AC] O
(] Show 6100@devconnect.local SIP(Russell) 6100 E:g“”da”q’ 10.10.40.220 [ O 1/10 AC] O
< >
Select : All, None
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Note: As the NEC endpoints are not AST devices (AST device unchecked), the (AC) flag
regarding registration (Registered columns) works different than for Avaya phones (AST
devices). The (AC) flag for non AST devices just points to the Session Manager instance to
which that endpoint has registered latest. It does NOT point to the current “active” controller.
Aura® Core and NEC endpoints will use in hierarchical order (Prim to Surv) as the “active”
controller — depending on which registrations are established.

8.2. NEC Registrations on DAP Manager DNR administration

The registrations for the NEC handset to each Session Manager can also be verified from the
DAP Manager itself by opening a http session to the DAP controller. This is shown below and
the resulting page shows the NEC handsets all registered to three Session Managers, the two core
Session Managers and the Branch Session Manager.

(- P ]
@|@ http://10.10.41.240/dnr_admin.htm P~a || E101041.240 X | | ﬁ% E':.? {é}

DNR administration ~

o 6611 1766 01.13.00.01 | present | yes 181 YES 10.10.40.162:5061 | 10.10.40.172:5061 | 10.10.41.182:5061 | devconnect.local | yes il
1 6110 G566 01.13.00.01 | present | yes 95 yes 10.10.40.162:5061 | 10.10.40.172:5061 | 10.10.41.182:5061 | devconnect.local | yes e
2 6610 G566 01.13.00.01 | present | yes 138 yes 10.10.40.162:5061 | 10.10.40.172:5061 | 10.10.41.182:5061 | devconnect.local | yes i1
3 6111 G566 01.13.00.01 | present | yes 94 YES 10.10.40.162:5061 | 10.10.40.172:5061 | 10.10.41.182:5061 | devconnectlocal | yes n

Green : active SM

Red : SIP Registration failed
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9. Conclusion

These Application Notes describe the configuration steps for provisioning NEC’s IP DECT
Access Point (AP400) and NEC’s DECT handsets to interoperate with Avaya Aura®
Communication Manager R7.0.1 and Avaya Aura® Session Manager R7.0.1 specifically to
show redundancy failover using multiple simultaneous registrations with different Avaya Aura®
Session Managers in a main/branch environment. Please refer to Section 2.1 and 2.2 for test
results and observations.

10. Additional References

This section references documentation relevant to these Application Notes. The Avaya product
documentation is available at http://support.avaya.com where the following documents can be
obtained.

[1] Administering Avaya Aura® Communication Manager, Document 1D 03-300509

[2] Avaya Aura® Communication Manager Feature Description and Implementation,

Document 1D 555-245-205
[3] Implementing Avaya Aura® Session Manager Document ID 03-603473
[4] Administering Avaya Aura® Session Manager, Doc ID 03-603324

NEC’s technical documentation is available from NEC or from http://businessnet.nec-
enterprise.com.

[5] NEC, 2016, Business Mobility IP DECT CE Manual for SIP Connectivity, R6.41,
available at http://businessnet.nec-enterprise.com
[6] NEC, 2016, IP DECT Administrator Guide, R6.41, available at http://businessnet.nec-

enterprise.com

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 49 of 54
SPOC 5/3/2017 ©2017 Avaya Inc. All Rights Reserved. NECDECT_SM7_RED


http://support.avaya.com/
http://businessnet.nec-enterprise.com/
http://businessnet.nec-enterprise.com/
http://businessnet.nec-enterprise.com/
http://businessnet.nec-enterprise.com/
http://businessnet.nec-enterprise.com/

11. Appendix
Configuration for the Survivable Core and Local Survivable Processor on
Communication Manager

The following is the setup for both the Survivable Core and the Local Survivable Processor that
was used during compliance testing.

The setup requires that each component is added under node-names ip. Take note of the LSP
and the SC as shown below.

change node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
AMSBackup 10.10.40.179
AMSBranch 10.10.41.189
AMSMain 10.10.40.169
BSM 10.10.41.182
CMAvVmMpg 10.10.40.163
CMBvmpg 10.10.40.164
LSP70 10.10.41.185
SC70Redundancy 10.10.40.175
SCAvmpg 10.10.40.173
SCBvmpg 10.10.40.174
SMA70vmpg 10.10.40.162
SMB70vmpg 10.10.40.172
default 0.0.0.0
procr 10.10.40.165
(16 of 17 administered node-names were displayed )

Use 'list node-names' command to see all the administered node-names
Use 'change node-names ip xxx' to change a node-name 'xxx' or add a node-name

PG; Reviewed: Solution & Interoperability Test Lab Application Notes 50 of 54
SPOC 5/3/2017 ©2017 Avaya Inc. All Rights Reserved. NECDECT_SM7_RED




11.1. Survivable Core

In the setup for this compliance testing a duplex Survivable Core was used so each Server must
be added separately as shown below.

add survivable-processor SC70Redundancy Page 1 of 7
SURVIVABLE PROCESSOR

Type: duplex-ess Cluster ID/MID: 2 Processor Ethernet Network Region: 1
Community: 1 Enable PE for H.323 Endpoints? y
ACTIVE SERVER Enable PE for H.248 Gateways? y
V4 Node Name: SC70Redundancy Address: 10.10.40.175
V6 Node Name: Address:
SERVER A
Server ID: 3
V4 Node Name: SCAvVmpg Address: 10.10.40.173
V6 Node Name: Address:
SERVER B
Server ID: 4
V4 Node Name: SCBvmpg Address: 10.10.40.174
V6 Node Name: Address:

PORT NETWORK PARAMETERS
Community Size: all System Preferred: y
Priority Score: 1 Local Preferred: n
Local Only: n

Page 2 shows the priority of the Survivable Core with respect to the Media Servers.

add survivable-processor SC70Redundancy Page 2 of 7
SURVIVABLE PROCESSOR

MEDIA SERVER PARAMETERS
Priority with respect to Media Servers: 2

Page 3 shows the different Media-Servers that were used for compliance testing and the order in
which they are prioritized.

add survivable-processor SC70Redundancy Page 3 of 7
MEDIA SERVER REPORTING LIST FOR SC70Redundancy

Num NR Node Name Num NR Node Name Num NR Node Name
1 1 AMSMain
2 1 AMSBackup
3 1 AMSBranch
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11.2. Local Survivable Processor
The LSP is added using the name as per the node-names ip at the beginning of Section 11.

add survivable-processor LSP70 Page 1 of 7
SURVIVABLE PROCESSOR

Type: lsp Cluster ID/MID: 3 Processor Ethernet Network Region: 1
V4 Node Name: LSP70 Address: 10.10.41.185
V6 Node Name: Address:

Page 2 shows the Priority of the LSP with respect to the Media Servers.

add survivable-processor LSP70 Page 2 of 7
SURVIVABLE PROCESSOR

MEDIA SERVER PARAMETERS
Priority with respect to Media Servers: 3

Page 3 shows the Media Servers associated with the LSP and logically this will only be the
Branch Media Server as this is the only server it will ever need to speak with.

add survivable-processor LSP70 Page 3 of 7
MEDIA SERVER REPORTING LIST FOR LSP70

Num NR Node Name Num NR Node Name Num NR Node Name
3 1 AMSBranch
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11.3. Configure Recovery Rules

In order for Communication Manager to recover from an outage a recovery rule must be setup as
shown below. In this case the Communication Manager will try to recover automatically after 2

minutes.

change system-parameters ms-recovery-rule Page 1 of

MEDIA SERVER RECOVERY RULES

FAILOVER PARAMETERS FALLBACK PARAMETERS
Report Interval (sec): 60 Auto Return: yes
Report Expiration (sec): 180
Time Delay (min): 2
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