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Abstract

Uecomm UEConnect is a fully managed Communications as a Service (CaaS) solution, built
on Avaya’s well established IP Office application. UEConnect has been designed with SIP
Trunks between Avaya Session Border Controllers for Enterprise and Optus Evolve SIP
Trunking Service to secure and route all trunk-side SIP traffic to Optus. These Application
Notes illustrate a sample configuration of Avaya IP Office in Uecomm UEConnect network
with SIP Trunks to the Avaya Session Border Controller for Enterprise (Avaya SBCE) when
used to connect to Optus Evolve SIP Trunking Service available from Optus (Australia).

Purely as an example, the lab setup is configured in a non-redundant configuration. Additional
resiliency could be built in as per the standard supported configurations documented in other
Avaya publications.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes illustrate a sample configuration of Avaya IP Office Release 9.1.6 in
Uecomm UEConnect network with SIP Trunks to the Avaya Session Border Controller for
Enterprise (Avaya SBCE) 7.0 when used to connect to Optus Evolve SIP Trunking Service
available from Optus (Australia).

The Avaya SBCE is the point of connection between Avaya IP Office and Optus Evolve SIP
Trunking Service and is used to not only secure the SIP trunk, but also to make adjustments to
VolIP traffic for interoperability.

The enterprise SIP Trunking Service available from Optus is one of many SIP-based Voice over
IP (VolP) services offered to enterprises in Australia for a variety of voice communications
needs. The Optus Evolve SIP Trunking Service allows enterprises in Australia to place outbound
local and long distance calls, receive inbound Direct Inward Dialing (DID) calls from the PSTN,
and place calls between an enterprise’s sites.

2. General Test Approach and Test Results

The general test approach was to make calls through the Avaya SBCE while DoS policies are in
place using various codec settings and exercising common and advanced PBX features.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows
between Avaya IP Office, Avaya SBCE, and Optus Evolve SIP Trunking Service.

The compliance testing was based on a standard Avaya GSSCP test plan. The testing covered
functionality required for compliance as a solution supported on the Optus Evolve SIP Trunk
network. Calls were made to and from the PSTN across the Optus Evolve network. The
following standard features were tested as part of this effort:

e SIP trunking (incoming and outgoing calls) with both Direct Media on and off.

e Passing of DTMF events and their recognition by navigating automated menus
(interacting with IP Office Voicemail Pro)
PBX features such as hold, resume, conference and transfer
Mobile twinning — call extending to mobile
G.711A and G.729A audio
Basic IP Office Contact Center scenarios
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e Remote Worker scenarios

2.2 Test Results

Interoperability testing of Uecomm/Optus Evolve SIP Trunking Service was completed with
successful results for all test cases.

2.3 Support

e Avaya: Avaya customers may obtain documentation and support for Avaya products by
visiting http://support.avaya.com

e Uecomm/Optus: Customers should contact their Uecomm/Optus Business representative
or follow the support links available on
http://www.optus.com.au/business/enterprise/ UECOMMY/Optus

3. Reference Configuration

The reference configuration used in these Application Notes is shown in the diagram below and
consists of several components.

e Auvaya IP Office Server Edition running on VMware ESXi.

e Auvaya IP Office Contact Center.

e Avaya IP phones are represented with Avaya 9600 Series and Avaya 1600 Series IP
Telephones running H.323 software, and Avaya B179 SIP conference phone.

e Avaya Communicator for Windows 2.0

e The Avaya SBCE provided Session Border Controller functionality, including, Network
Address Translation, SIP header manipulation, and Topology Hiding between the Optus
Evolve SIP Trunking Service and the enterprise internal network.

e Qutbound calls were originated from a phone provisioned on Avaya IP Office. Signaling
passed from Avaya IP Office to the Avaya SBCE, before being sent to the Telecom
network for termination.

e Inbound calls were sent from Optus, through the Avaya SBCE to the Avaya IP Office.
Avaya IP Office terminated the call to the appropriate phone extension.

All IP addresses shown in the diagram are private IP addresses.
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Figure 1: Network Components as Tested
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Component | Version
Avaya

Avaya IP Office 9.1.6 9.1.600.153
Avaya IP Office Contact Center 9.1.2200.1448
Avaya Session Border Controller for 7.0.0-21-6602
Enterprise 7.0

Avaya Communicator for Windows 2.0 2.0.3.40
Avaya B179 SIP 2.5.58020.0
Avaya 16xx Series Deskphone — H323 phone | 1.3.8

Avaya 96xx Series Deskphone — H.323 phone | 6.6.1.15
Service Provider

Uecomm/Optus | Genband Q20 Vv8.3.8.2

5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectivity to the Optus
Evolve SIP Trunk via Avaya SBCE. Avaya IP Office is configured through the Avaya IP Office
Manager PC application. From a PC running the Avaya IP Office Manager application, select

Start > Programs -

IP Office > Manager to launch the application. Navigate to File

- Open Configuration, select the proper Avaya IP Office system from the pop-up window, and

log in with the appropriate credentials.

1 Select IP Office (=12] £ |
Name P Addr.. Type Edition
dibo
vl IPOSE-URCCYS 1 PO-L D budd
Configuration Service User Login
IP Offic: IPOSE-UECCVYS (Primary System - [PO-Linu-PC)
Serace Us i Lrati
Ser A )
oK Cancel Help
TCP Discovery Progress
Unit/Broadcast Address
10.225.0.1 v Refresh K ncel
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A management window will appear similar to the one in the next section. All the Avaya IP
Office configurable components are shown in the left pane known as the Navigation Pane. The
pane on the right is the Details Pane. These panes will be referenced throughout the Avaya IP
Office configuration section. All licensing and feature configuration that is not directly related to
the interface with the Service Provider (such as twinning) is assumed to already be in place.
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5.1 Verify System Capacity

Navigate to License =  SIP Trunk Channels in the Navigation Pane. In the Details Pane,
verify that the License Status is Valid and that the number of Instances is sufficient to support
the number of SIP trunk channels provisioned by Optus.

License ' Remote Server l

License Mode License Normal

Licensed Version 9.1

System Id (ADI) 19(4199(!86-566867228%'9“%71078:h2b140

PLOSHostID (744862532006

PLOS File Status ~ Valid

[ Feature Key Instances Status Expiry Date Source
Preferred Edition Additional Voice...  Virtual Additional Voicemail Pro (ports) 2 Valid Never Virtual
Receptionists N/A 10 Valid 19/04/2018 PLDS Nodal
Incremental Voicemail Ports N/A 20 Valid 19/04/2016 PLDS Nodal
VMPro Recordings Administrators  N/A 20 Valid 19/04/2016 PLDS Nodal
Essential Edition Additional Voice.. N/A 20 Obsolete 19/04/2016 PLDS Nodal
VMPro TTS - Genenc N/A 20 Obsolete 19/04/2016 PLDS Nodal
Teleworker N/A 2 Obsolete 15/04/2016 PLDS Nodal
Mobile Worker N/A 20 Obsolete 19/04/2016 PLDS Nodal
Office Worker N/A 20 Valid 19/04/2016 PLDS Nodal
Avaya Softphone N/A 20 Obsolete 19/04/2018 PLDS Nodal
Power User N/A 20 Valid 19/04/2016 PLDS Nodal
Avaya IP Endpoints N/A ..0 Valid 19/04/2016 PLDS Nodal

| Voice anmklng Channels Obsolete 19/D4/20| 6 FLDS Nodal

(B
Third Party AP| Valid I9IW20|6 PLDS Nodal
3rd Party |P Endpoints N/A 20 Valid 19/04/2016 2LDS Nodal
Essential Edition N/A 1 Obsolete 19/04/2016 PLDS Nodal
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5.2 LANL1 Settings

In the test configuration, the LAN1 port is used to configure the behavior of the services
provided by the systems first LAN interface. To access the LANL1 settings, first navigate to
System = IPOSE-UECCV9 in the Navigation Pane where IPOSE-UECCV?9 is the name of the
IP Office. Navigate to the LAN1 - LAN Settings tab in the Details Pane. The IP Address and
IP Mask fields are the private interface of the IP Office. All other parameters should be set
according to customer requirements. On completion, click the OK button (not shown).

[\« Avarya 1P Ofice Masages for Server Edition IPOSE-UECCVE (91400 153]
fFie T View Toulh Mol
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On the VoIP tab in the Details Pane, the H323 Gatekeeper Enable box is checked to allow the
use of Avaya IP Telephones using the H.323 protocol. Check the SIP Trunks Enable box to
enable the configuration of SIP trunks. If Avaya Communicator along with any other SIP
endpoint is to be used, the SIP Registrar Enable box must also be checked. The Domain Name
has been set to the customer premises equipment domain “ipoaas.uecc.ipoaas.com.au”. If the
Domain Name is left at the default blank setting, SIP registrations may use the IP Office LAN1

IP Address. All other parameters shown are default values.

| Configuration E IPOSE UECCVE
R woamw A
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On the Network Topology tab, set Firewall/NAT Type to “Open Internet”.
,  Configuration IE POSEUECCVS

Sevtemy  LAN LA TONS | Yolcemed | Teboptomy | Dhiectany Servem | Symtemn Doprty | SMTP | SMOR | Ty | Costens | VoiP Semarty | Contact Conte
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RKIIROOTE™S (T 357 rT3

Locsmen
Py

5.3 System Telephony Settings

Navigate to the Telephony = Telephony tab on the Details Pane. Choose the Companding
Law typical for the enterprise location. For Australia, ALAW is used. Uncheck the Inhibit Off-
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
Service Provider across the SIP trunk. On completion, click the OK button (not shown).

R soom W | LANT | LANS [ OMS | Vorcewes  Telephany | Dwctony Servecns | Syvtem bvents | SMTD | SNER | Twenreng | Coseca | Yolt Securty | Cormace Comter
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Yty To - amrgsadeg Law
e
ey Corart
" e T I
Tiem o
o Al & LAlowlne
Fask Tamesut fsecs
ng Detw
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Trry Hotetion Tie et
¥ At v
v y ut
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¥ = count Code
ot Narrw Dt Fawmus Trark [ T " S
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5.4 System Twinning Settings

To view or change Twinning settings, select the Twinning tab as shown in the following screen.
The Send original calling party information for Mobile Twinning box is not checked, and the
Calling party information for Mobile Twinning is left blank in the reference configuration.
With this configuration, the true identity of a PSTN caller can be presented to the twinning
destination (e.g., a user’s mobile phone) when a call is twinned out via the Optus Evolve SIP
Trunk.

| Configuration IE IPOSEVECCVE

A v e LAN
Fore

AN | D Viawemal | Telaptumy | Oventary Servicms | Systorn Ovards | SMTP | 508 | Twwrveng | Cociece | fol Sananty | Cortact Came

' bl IR R {
e EETIVEES

5.5 Codec Settings
Navigate to the Codecs tab on the Details Pane. Check the available Codecs boxes as required.
Once available codecs are selected, they can be used or unused by using the horizontal arrows as
required. Note that in test, G.711 ALAW 64K, G.711 ULAW 64K and G.729 (a) 8K were the
supported codecs used for testing.

Configuration = IPOSE-UECCV9
: x 52?1:::0‘], System | LANT ‘ LANZ |DNS | Voicemail | Telephony ‘ Directory Services | System Events . SMTP | SMDR | Twinning Codecs | VolP 54
& Solution RFC2933 Default Payload 101
+-§ User(20)
528 Group(13) Availeble Codecs Default Codec Selection
+1- % Short Code(49) Unused Selected
ren r"""';‘“ L v G.711 ALAW 64K
Time Profile(0) v .729(a) 8K CS-ACELP
&8 Account Code(0) [] G.722 64K G711 ULAW 84K
. { User Rights(24) [V G.729(s) 8K CS-ACELP
*- 4 Location(1)
“¥ |POSE-UECCY9
=%y System (1)
“% |POSE-UECCYS
#74 Line (1
Control Unit (8)
+ 4@ Extension (21)
2 11
5.6 SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Office and Avaya SBCE
for connection to the Optus Evolve SIP Trunk.

On the SIP Line tab in the Details Pane, configure the parameters below to connect to the SIP
Trunking service.
e Set ITSP Domain Name to a domain name provider by the Service Provider if required,
however no ITSP Domain Name was used in this configuration.
Ensure the In Service box is checked.
Ensure the Check OSS box is checked.
Set Refresh Method to Auto.
Set Send Caller 1D to None.
Set Incoming Supervised REFER and Outgoing Supervised REFER to Auto.
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e Ensure Send 302 Moved Temporarily is unchecked.
e Default values may be used for all other parameters.
On completion, click the OK button (not shown).

Configuration = SIP Line - Line 10
R pootm P Loe Topmpon | 9P UM | Vol AP et SM AS e cwd Eepreetng

FIT ) @™y S

ax

Select the Transport tab and set the following:
e Set ITSP Proxy Address to the inside interface IP address of the Avaya SBCE as shown
in Figure 1.
e Set Layer 4 Protocol to TCP.
e Set Send Port to 5060 and Listen Port to 5060.
e Set Use Network Topology Info to LANL.

On completion, click the OK button (not shown).

Configuration | SIP Line - Line 10

After the SIP line parameters are defined, the SIP URIs that Avaya IP Office will accept on this
line must be created. To create a SIP URI entry, first select the SIP URI tab. Click the Add
button and the New Channel area will appear at the bottom of the pane.

For the compliance test, two SIP URI entries were created that matched any number assigned to
an Avaya IP Office user.
The first entry was created with the parameters shown below.
e Set Local URI, Contact, Display Name and PAI parameters to Use Internal Data. This
setting allows calls on this line whose SIP URI matches the number set in the SIP tab of
any User as shown in Section 5.8.
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For Registration, select

0: <None> from the pull-down menu.

Associate this line with an incoming line group by entering line group 1 in the Incoming

Group field. This line group number will be used in defining incoming call routes for
this line. Similarly, associate the line to an outgoing line group using the Outgoing

Group field. The outgoi
outbound traffic to this |
defined.

using this SIP URI patte

ng line group number is used in defining short codes for routing
ine. For the compliance test, a new outgoing group 10 was

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed

mnm.

Configuration |

BOOTP (3)
i Operator (3)
=% Solution
s-§ User(20)
+ 138 Group(13)
</ 9% Short Code(49)
% @m Directory(1)

5 R

Time Profile(0)
& Account Code(D)
o §i User Rights(24)
4 Location(1)
= %% |POSE-UECCV9
*a2 System (1)
“¥ |POSE-UECCVS
=11 Line (1)
- 10

SIP Line - Line 10

|SIP Line| Transport| SIP URI Volp !SIP (redenhalsESID Advanced’Engmeenng‘

Channel Groups Via Local URI Contact Display Name PAl Credential Max Calls
1 10 1 b * . % 0: <Non... 10

2 110 1. 0: <Non.. 10

Control Unit (8)
1 1PO-Linux-PC
2 IPO-MediaServer
3 one-X Portal
4 Voicemail Pro
5 Contact Recorder
= 6 WebLM
7 Web RTC Gateway
8 Web Collaboration
+ 4@ Extension (21)
s B User21)
+ ) Group (13)
+ 8% Short Code (5)
@ Service (0)
=49 Incoming Call Route (26)
« [ IP Route (2)
% Licence (27)
#'¢ ARS (2)
+ 4 Location (1)

Edit Channel

Vie 10.225.0.1 | oK
Local URI [Use Intemal Data} v] | Cance
Contact Use Intemal Dat: vl

Display Name [Use Intemnai Datal v:

Z Use intermal Dt =

Regustration 0: «None» v

Incoming Group ! [
Outgoeing Group

Max Calls per Channel

% Authorization Code (0)

The second entry was created with the parameters shown below.

[ ]
any calls on this line.
e For Registration, select
[ ]
Incoming Group field.
routes for this line. Simi
Outgoing Group field.
[ ]

using this SIP URI patte
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Set Local URI, Contact, Display Name and PAI parameters to *. This setting allows

0: <None> from the pull-down menu.

Associate this line with an incoming line group by entering line group 10 in the

This line group number will be used in defining incoming call
larly, associate the line 1 to an outgoing line group using the

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed

nm.
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R BOOTP (3)
4 Operator (3)

=¥ Solution
4§ User(20)
%8 Group(13)

+/-9% Short Code(49)
+ e Directory(1)

Time Profile(0)
& Account Code(D)
¢ By User Rights(24)
+- 48 Location(1)
< |POSE-UECCV9
=159 System (1)

“% |POSE-UECCV9

=14 Line(1)

“~ 10

Control Unit (&)
1 IPO-Linux-PC
2 IPO-MediaServer
3 one-X Portal
4 Voicemail Pro

“ 5 Contact Recorder

= 6 WebLM

7 Web RTC Gateway
8 Web Collaboration

+ 4 Bdension (21)

W § User21)

+ 8 Group (13)

4 9% Short Code (5)
@ Service (0)

ex) Incoming Call Route (26)

+ |l IP Route (2)
W Licence (27)

% "¢ ARS (2)

s i | neation (1)

‘SIP lmei Transport| SIP UR! \Volp ISIP Credem:als}s‘lp Advanced]!nguneenng

Channel Groups
1 101 : e
2 110 |

Via Local URI Contact Display Name PAl Credential Max Calls
. L *  D:«<Non.. 10
0; <Non.., 10

SIP Line - Line 10

Edit Channel
Vi 10,225.0.1

Local UR!

i
Contact i
Display Name i v|
Y i
Regustration
Incoming Group 10 \

Outgoing Group 1 ‘

Max Calls per Channel 10 O

oK

Cancel

Select the Vol P tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:
e Select Custom from the drop-down menu.
e Select G.711 ALAW 64K, G.729 (a) 8K and G.711 ULAW 64K codecs.
e Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF
tones using RTP events messages as defined in RFC2833.
e Uncheck the VolP Silence Suppression box.
e Check the Re-invite Supported box, to allow for codec re-negotiation in cases where the
target of the incoming call or transfer does not support the codec originally negotiated on

the trunk.

e Uncheck PRACK/100rel Supported.
Default values may be used for all other parameters.
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Select the SIP Advanced tab. In order to remove “Anonymous” displayed along with called
number in outbound calls, enable “Caller ID From header”.
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5.7 Short Codes

Define a short code to route outbound traffic to the SIP line and route incoming calls from
mobility extensions to access Feature Name Extensions (FNE) hosted on IP Office. To create a
short code, right-click Short Code in the Navigation Pane and select New. On the Short Code
tab in the Details Pane, configure the parameters as shown below.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a
semi-colon. The example shows “?”” which will be invoked when the user dials any
numbers.

e Set Feature to Dial. This is the action that the short code will perform.

e Set Telephone Number to “.”. The Telephone Number field is used to construct the
Request URI and To Header in the outgoing SIP INVITE message.

e Setthe Line Group Id to “51:Mainl”.

On completion, click the OK button (not shown).

Configuration [= 2: Otal
o e hort Code
LU
LB Code
o
T Femue
L)
| U
[ TR
L
| e
L
-0 Terce Account Code
L
™
-y

Under ARS, define rules as shown below.

Sriatiiiiiiiiig
4
N

LETR )
|
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5.8 User and Extension

In this section, examples of IP Office Users and Extensions will be illustrated. In the interest of
brevity, not all users and extensions will be presented, since the configuration can be easily
extrapolated to other users.

A new SIP extension may be added by right-clicking on Extension (not shown) in the
Navigation pane and selecting New SIP Extension. Alternatively, an existing SIP extension may
be selected in the group pane. The following screen shows the Extn tab for a SIP extension. The
Base Extension field is populated with 444.

Configuration E '  SIP Extension 11202 444
R so0 M Fan  yotp

e Ltersan w

The following screen shows the VVolIP tab for the extension. The IP Address field may be left
blank or populated with a static IP address. The new Codec Selection parameter may retain the
default setting System Default to follow the system configuration shown in Section 5.5.
Alternatively, Custom may be selected to allow the codecs to be configured for this extension,

using the arrow keys to select and order the codecs. Other fields may retain default values.
Configuration E SIP Extenslon: 11202 444
R poors SHin v

Operato
@ Sohwon

£ Useri2
& Geoupl! v Kot Sopprted
o BN Shoet Codeld Codec Seiecti n v

Time Profies V) Al Dwect Matie P ot

To add a User, right-click on User in the Navigation pane, and select New. To edit an existing
User, select User in the Navigation pane, and select the appropriate user to be configured in the
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Group pane. Configure the SIP parameters for each User that will be placing and receiving calls
via the SIP line defined in Section 5.6. To configure these settings, select the User tab if any

changes are required.

User WYoicemail | DND Short Codes | Source Mumbers | Telephony | Forwarding | Dial In | Woice Recording | Button Prg
Marne APS
Password LTI,
Confirm Password LITTI T L]
Conference PIM
Confirm Conference PIN
Account Status Enabled b
Full Mame
Extension 444
Email Address
Locale W
Pricrity 5 v
Systern Phone Rights Mone “
Profile Power User P v
[] Recepticnist
Enable Softphone
Enable one-X Portal Services
Enable one-X TeleCommuter
Enable Remote Worker
Enable Communicator
Enable Mobile YolP Client
[] Send Mobility Email
[] Ex Directory
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Select the Telephony tab. Then select the Supervisor Settings tab as shown below. The Login
Code will be used by the Avaya SIP telephone user as the login password.

= .
|E APS: 444
e | Voscumed | DND | ShonCades | Sowce bumbes  Tolephony  Fonmnding | Dial in | Verce Becerding | Dumen Programemeyg | Mesw Pragram

sl Sertwgs  Superasar Sethings | Mt bne Options | Cal Log | TIH

b 401 MChrpita St on No-Assaer  Logged On (No change) v Outgoing Cat Ba

Next, select the SIP tab in the Details Pane. To reach the SIP tab click the right arrow on the
right hand side of the Details Pane until it becomes visible. The values entered for the SIP Name
and Contact fields are used as the user part of the SIP URI in the From header for outgoing SIP
trunk calls. These allow matching of the SIP URI for incoming calls without having to enter this
number as an explicit SIP URI for the SIP line (Section 5.6). As such, these fields should be set
to one of the DID numbers assigned to the enterprise from

Optus.

User | Yascemed | OND | ShortCoden | Seurss Nurmbess | Tetephuny | Furwarding | Ot | Viscs Rexerding | Bubtun Pragremmny | Mesy fro

20 Name 091044
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5.9 Incoming Call Routing

An incoming call route maps an inbound DID number on a specific line to an internal extension.
To create an incoming call route, right-click Incoming Call Routes in the Navigation Pane (not
shown) and select New. On the Standard tab of the Details Pane, enter the parameters as shown
below:

e Set the Bearer Capacity to Any Voice.
e Setthe Line Group Id to the incoming line group of the SIP line defined in Section 5.6.

e Set the Incoming Number to the incoming number that this route should match on.
Matching is right to left.

e Default values can be used for all other fields.

= 10 0280510444

Standeard Voice Recording | Destinations

Bearer Capability Any Voice v
Line Group ID 10 v
ncoming Number 0280510444

ncoming Sub Address

ncoming CLI

Locale v
Priority 1 -Low v
Tag

Hold Music Source System Source v
Ring Tone Override None v

On the Destinations tab, select the destination extension from the pull-down menu of the
Destination field. On completion, click the OK button (not shown). In this example, incoming
calls to the test DID number 0280510444 on line 10 are routed to extension 444.

= 10 0280510444

Standard | Voice Recording | Destinations

TimeProfile Destination Fallback Exten
» Default Value 444 APS

v

5.10 Save Configuration

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections. A screen like the one shown below is
displayed where the system configuration has been changed and needs to be saved on the system.
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Merge, Immediate, When Free or Timed is shown under the Configuration Reboot Mode
column, based on the nature of the configuration changes made since the last save. Note that
clicking OK may cause a service disruption. Click OK to save the configuration.

6. Configure Avaya Session Border Controller for Enterprise

Note: The installation and initial provisioning of the Avaya SBCE is beyond the scope of this
document.

IMPORTANT! — During the Avaya SBCE installation, the Management interface of the
Avaya SBCE must be provisioned on a different subnet than either of the Avaya SBCE
private and public network interfaces (e.g., Al and B1). If this is not the case, contact your
Avaya representative to get this condition resolved.

As described in Section 3, the reference configuration places the private interface (Al) of the
Avaya SBCE in the common site (IP address 10.225.0.3). The connection to Optus Evolve uses
the Avaya SBCE public interface B1 (IP address 172.21.2.3). The follow provisioning is
performed via the Avaya SBCE GUI interface, using the “M1”” management LAN connection on
the chassis.

1. Access the web interface by typing “https://X.x.X.X”” (where x.x.x.x is the management IP

address of the Avaya SBCE).
2. Enter the Username and click on Continue.

AVAYA =

Session Border Controller vah e oveopechab vtk aoong
for Enterprise s iy ey s, Not 20 o siienble et ool

3. Enter the password and click on Log In.
o V o y o Log In

Session Border Controller T PR 8 T T (5 I S S e
for Enterprise ergwoisnrmiomthcls % .
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The main menu window will open. Note that the installed software version is displayed. Verify
that the License State is OK. The SBCE will only operate for a short time without a valid
license. Contact your Avaya representative to obtain a license.

Alarms  Incidents Status v Logs~ Diagnostics Users

Session Border Controller for Enterprise

Dashboard Dashboard
Administration _
Backup/Restore

System Time 12.57:59 PM AEDT Refrest

System Management

Global Parameters Version 7.00-21-6602
Global Profiles Build Date Sun Aug 9 21 08:40 EDT 2015
PPM Services License State O 0K
Domain Policies
Aggregate Licensing Overages 0
TLS Management
Device Specific Settings Peak Licensing Overage Count 0
Last Logged in at 0/14/2016 15:56.55 AEDT
Failed Login Attempts 1

Alarms (past 24 hours)

None found

6.1 System Management — Status

1. Select System Management and verify that the Status column indicates Commissioned.
If not, contact your Avaya representative.

Incyders Saatus Logs Ougrasics User

Session Border Controller for Enterprise

Casrbosd System Management
Advituatration
BackupHestore
Sysizsm Management
Global Parameters
Giclial Profies

Devices  Upéates  Lisensing

FPM Servioes

Doman Folcies
TLS Managamens
Davice Spacific Setings

ALCESS SBC v fPrmary

1
ACCESS SBC MA (Secondary wix
THLINK S8 rA (S ngery 013N
1

TRURK SEC A (Prenary
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2. Click on View (shown above) to display the System Information screen.

System Information: TRUNK SBC HA (Primary)

~ General Configuration 1 — Device Configuration ~ License Allocation
Apphance Name TRUNK SBC HA HA Mode Yes Standard Sessions 600
: 600
Box Type SiP Two Bypass Mode No
2 e Advanced Sessions 0
Requested: 0

Deployment Mode  Proxy

Scopia Video Sessions
R tad 0
CES Sessions 0
Requested: 0

Encryption =

6.2 Global Profiles

6.2.1 Uniform Resource ldentifier (URI) Groups

URI Group feature allows a user to create any number of logical URI Groups that are comprised
of individual SIP subscribers located in that particular domain or group. These groups are used
by the various domain policies to determine which actions (Allow, Block, or Apply Policy)
should be used for a given call flow.

For this configuration testing, “*” is used for all incoming and outgoing traffic.
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6.2.2 Server Interworking — Avaya
Server Interworking allows the configuration and management of various SIP call server-specific
capabilities such as call hold. From the left-hand menu select Global Profiles >
Server Interworking (not shown) and click on Add.
e Enter profile name such as UECC-IPO and click Next (Not Shown).
e Check Hold Support = None.
e All other options on the General Tab can be left at default.

& None
rold Support C RFC2543-c=0.0.0.0
© RFC3264 - a=sendonly

182 Handling ® Nomz © SDP © NoSDP
181 Handiing & None C SOP € NoSDP
182 Handiing © Nome C SDP © NoSDP
183 Handling ® Nonz © SDP € NoSDP
Refer Handling r

URI Group == =1

Send Hold F

Delayed Offer F
3xcx Handing r

Dwersion Haader Support r
Detayed SDP Handling r
Re-lnets Handlng r
Prack Handling r

Allow 18X S0P r
T.38 Suppont r
URI Schems s CmEL T any
Via Header Format : ?;85:1

_Fnich |
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Default values can be used for the Advanced Settings window. Click Finish

Editing Profile: UECC_IPO

Record Routes

inciude End Pomt IP for Contexa Lookup
Exlensions
Dwers:on Manipsiation
Daersion Condition
Dwersion Haader URI
Has Remote SEC

Soute Response on Via Port

DTMF Suppon

C MNone

 Single Side

& Both Sides

C Dualoginitiate Only (Single Side)
T Dialog-nitizte Only (Both Sides)

~

Avaya ¥

& None
C SIP NOTFY
C SPINFO

_Fsh |
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6.2.3 Server Interworking — Optus

Repeat the same steps as described in Section 6.2.2 with changes as below.
e Enter profile name such as OPTUS Evolve and click Next (Not Shown).
e Check Hold Support = None.
e All other options on the General Tab can be left at default.

Click on Next on the following screens and then Finish.

Lditing Profile: OPTUS Evolve X

Cenera
& None
Hold Support : RFC2543 - c=0.0.0.0
¢ RFC3254 - a=sendonly

130 Handling @ None © SDP € NoSDP
181 Handling @ None C SDP € NoSDP
182 Handing © None C sSDP C NoSDP
183 Handiing @ Nonz C sDP € NoSDP
Refer Handing r

URI Group l b _vj

Send Hold =

Delayed O r
Jxx Handing r

Dwersion Header Suppont =
Delayed SOP Handing r
Re-inwts Hand! T
Prack Handing r

Allow 18X SDP r
T.38 Support r
URI Scheme Fsep CTEL C ANY
Via Header Format ::. g:g;fj:

_Fnish |
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Select Nortel for Extension, default values can be used for the others in Advanced Settings
window. Click Finish.

Editing Profile: OPTUS Evoive

@ MNone
 Single Side
Record Routes T Both Sides
C Diglogintiaste Only (Single Side)
T Dialoginitiate Only (Both Sides)

inciude End Pomt IP for Contexa Lookup [T

Extensions Nortel W
Dwers:ca Manipsiation o
Daversion Condition |ticre =
Dwersion Haader URI l

Has Remote SBEC
Route Response on Via Port

& None
DTMF Suppon C SIP NOTFY
C S2INFO

_Fsh |

6.2.4 Server Configuration — Avaya IP Office
From the left-hand menu select Global Profiles = Server Configuration and click on Add and
enter a descriptive name. On the Add Server Configuration Profile tab, set the following:
Select Server Type to be Call Server.

Enter IP Address / FQDN to 10.225.0.1 (IP Office LAN1 IP Address).
For Port, enter 5060.

For Transport, select TCP.
Click on Next (not shown) to use default entries on the Authentication and Heartbeat
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On the Advanced tab:
e Select UECC_IPO for Interworking Profile.

e Click Finish.
Edit Server Configuration Profile - Advanced
Enable DoS Protection =
Enable Grooming =
nterworiong Profile m
Sigraing hMampulation Script | Hone -l
Connection Type SusD ¥
Securable r
_Fmeh |

6.2.5 Server Configuration — Optus

Repeat the steps in Section 6.2.4, with the following changes, to create a Server Configuration
for the Avaya SBCE connection to Optus Evolve.
1. Select Add Profile and enter a Profile Name (e.g., UECC_Optus_Pri) and select Next.
2. On the General window (not shown), enter the following.
e Select Server Type to be Trunk Server.
e Enter IP Address / FQDN to 123.102.x.x (because of security reason, the real IP
address is not shown here)
e For Port, enter 5060.
e For Transport, select UDP.
e Click on Next (not shown).

Edit Server Configuration Profile - General X

Senvet Type can nol be changed whi's s Server Configurabion probie 5 sssosstsd 1o a Server
Flow

[

[123.102.% |s080 uDP ]

3. On the Advanced window, enter the following.
e For Interworking Profile, select the profile created for Optus in Section 6.2.3.
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e Select Finish.

Server Configuration: UECC_Optus_Pri

_Add |
SCOPIA_SM
= Enabie DoS Protection =

UECC _Optus_Pri

Enable Grooming r
UECC Optus Sec

Interworkang Profie OPTUS Evohe
UECC_IPO

Signaiing Mamnipulation Scrpt None
SCOPIA_Optus_Frn -

Connection Type SuUBID
SCOPIA_Optus_Sec

Securable r

6.2.6 Routing — To Avaya IP Office
This provisioning defines the Routing Profile for the connection to IP Office.
1. Select Global Profiles - Routing from the left-hand menu, and select Add (not shown).
2. Enter a Profile Name: (e.g., UECC_IPO) and click Next.
3. The Routing Profile window will open. Using the default values shown, click on Add.
4. The Next-Hop Address window will open. Populate the following fields:

e Priority/Weight = 1

e Server Configuration = UECC_IPO.

e Next Hop Address = Verify that the 10.225.0.1:5060 (TCP) entry from the drop
down menu is selected (IP Office IP address). Also note that the Transport field is
grayed out.

e Click on Finish.

Profile : UECC_IPO . Edit Rule X
USRI Group = _:] Time of Day [m
Load Balancng | Priorey | NAPTR r
Transpon I—L] Next Hop Prionty ~
Kexz Hop in-Dialog r ignore Route Header I

Next Hop Address Transport

[ | vecc_wo »| |1022501:5080 ) ¥ o ~]

Fmush |

6.2.7 Routing — To Optus
Repeat the steps in Section 6.2.6, with the following changes, to add a Routing Profile for the
Avaya SBCE connection to Optus.
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1. On the Global Profiles = Routing window (not shown), enter a Profile Name: (e.g.,
UECC_Optus).

2. On the Next-Hop Address window (not shown), populate the following fields:
e Priority/Weight =1
e Server Configuration = UECC_Optus_Pri.

e Next Hop Address: Verify that the 123.102.x.x:5060 entry from the drop down
menu is selected.

e Use default values for the rest of the parameters.
3. Click Finish (not shown).

Profile : UECC_Optus - Ldit Rule X

URI Group l' :] Time of Day ,m
Load Balancing [rx IRy :] NAPTR r
Transport ,_»;] Next Hop Prionty ~
Next Hop in-Dialog r lgnore Route Header r

Prionty / Weight  Senver Configuration Transport

[ | uecc_optus n #| |123102X.X 5080 (UDP) | |Hone ] Dele

6.2.8 Topology Hiding — Avaya

The Topology Hiding screen allows users to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain the
security of the network. It hides the topology of the enterprise network from external networks.

1. Select Global Profiles = Topology Hiding from the left-hand side menu.

2. Select the Add button, enter Profile Name: (e.g., UECC), and click Next.

3. The Topology Hiding Profile window will open. Click on the Add Header button

repeatedly until To header is added.
4. Populate the fields as shown below, and click Finish. Note that sip.uecc.ipoaas.com.au

is the domain used.

6.2.9 Topology Hiding —Optus

Repeat the steps in Section 6.2.8, with the following changes, to create a Topology Hiding
Profile for the Avaya SBCE connection to Optus Evolve.
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=

Enter a Profile Name: (e.g., OPTUS_Primary).

2. Use Overwrite under Replace Action and sip4111.ippbx.optus.com.au under
Overwrite Value for header To, Request-Line and From. For other fields, use the
default value and click Finish (not shown).

Topology Haing Frodles QPTUS Premary

o fwuse  Ows | Do
e
Lagwnrgy oty
= (s e e e

» T B mpdT) ot apmr T -

e Vades . D vt ot * e ages s .

e PR 71 Sete Spe SO

6.2.10 Domain Policies

The Domain Policies feature allows users to configure, apply and manage various rule sets
(policies) to control unified communications based upon various criteria of communication
sessions originating from or terminating in the enterprise.

6.2.11 Application Rules

Ensure that the Application Rule used in the End Point Policy Group reflects the licensed
sessions that the customer has purchased. In the lab setup, the Avaya SBCE was licensed for 200
Voice sessions, and the default rule was amended accordingly. Other Application Rules could be
utilized on an as needed basis.

Application Rules: default

m Filter 8y Denvice. .. - s «.bm

48 not recommentded fo adil 1he defauite: Try Sliming of sdaineg = new e instead

detautt Application Rale

defaul-trunk

eNCurrenl Sessions

defaul-subsonbar-low

defaul-subscnbenhigh

defaut-server-low

defaut-zamver-high

CDR Support None

RTCP Keap-Alive No

6.2.12 Border Rules

The default Border Rule specifies if NAT is utilized (on by default), as well as detecting SIP and
SDP Published IP addresses. In the solution as tested, the default rule was utilized. No
customization was required.
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6.2.13 Media Rules

This Media Rule will be applied to both directions and therefore, only one rule is needed.
In the solution as tested, the default-low-med rule was utilized. No customization was required.

Meda Rues: defauitlow med

| Ase | FEm By Device - e |

L3
Meda Ruies default iow med
(AN Py Canie = =y
PR e Cairypman | ez x..u.n.ilgm Moo LR | Weat FRCS
et o ) ars
AN Vara Temcrg
407003 bogh 0 T |

D

et . e W

Moda Ruos detadt low-mad

(AW By Ceem X o

6.2.14 Signaling Rules
The default Signaling Rule was utilized. No customization was required.
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6.2.15 Endpoint Policy Groups

In the solution as tested, the default-low rule was utilized. This rule incorporated the media and
Signaling Rules specified above, as well as other policies.

6.3 Device Specific Settings

The Device Specific Settings feature for SIP allows administrators to view aggregate system
information, and manage various device-specific parameters which determine how a particular
device will function when deployed in the network. Specifically, administrators have the ability
to define and administer various device-specific protection features such as Message Sequence
Analysis (MSA) functionality, end-point and session call flows.

6.3.1 Network Management

1. Select Device Specific Settings - Network Management from the menu on the left-
hand side.

2. The Interfaces tab displays the enabled/disabled interfaces. In the reference
configuration, interfaces Al (private) and B1 (public) interfaces are used.

3. Select the Networks tab to display the IP provisioning for the Al and B1 interfaces.
These values are normally specified during installation. These can be modified by
selecting Edit; however some of these values may not be changed if associated
provisioning is in use.
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Note: Al and B1 have two IP Addresses configured for each interface. One is used for SIP
trunking, another one is used for Remote worker. Configuration for Remote worker is out of
scope of this document.

Manugement: TRUNK SBC HA

6.3.2 Media Interfaces
1. Select Device Specific Settings from the menu on the left-hand side (not shown).
2. Select Media Interface.
3. Select Add (not shown). The Add Media Interface window will open. Enter the
following:
e Name: UECC_Media_Al.
e IP Address: 10.225.0.3 (Avaya SBCE A1l address).
e Port Range: 35000-40000.
Click Finish (not shown).
Select Add (not shown). The Add Media Interface window will open. Enter the
following:
e Name: UECC_Media_B1.
e IP Address: 172.21.2.3 (Avaya SBCE B1 address).
e Port Range: 35000-40000.
6. Click Finish (not shown). Note that changes to these values require an application restart.
The completed Media Interface screen is shown below.

o~

Media iInterface TRUNK SBC HA

WM o VAT 30 eurg TSRS MEET ol Mgoes o FIINGE I eI e e | Mg Rt AMACE ST TtITI 337 de el ture Tyntom flarggeent
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6.3.3
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6.

Signaling Interface

Select Device Specific Settings from the menu on the left-hand side (not shown).
Select Signaling Interface.

Select Add (not shown) and enter the following:

e Name: UECC _Sig_Al.

e IP Address: 10.225.0.3 (Avaya SBCE A1l address).

e TCP Port: 5060.

Click Finish (not shown).

Select Add again, and enter the following:

e Name: UECC Sig_BL1.

e IP Address: 172.21.1.3 (Avaya SBCE B1 address).

e UDP Port: 5060.

Click Finish (not shown). Note that changes to these values require an application restart.

Sgnaing

nterface TRUNK SBC HA

APOC g 81 . -f" ~ o) - e

6.3.4 Endpoint Flows — For Avaya IP Office
1. Select Device Specific Settings = Endpoint Flows from the menu on the left-hand side
(not shown).
2. Select the Server Flows tab (not shown).
3. Select Add, (not shown) and enter the following:
e Name: UECC_Optus_Primary
e Server Configuration: UECC_IPO
e URI Group: *
e Transport: *
e Remote Subnet: *
e Received Interface: UECC_Sig Bl
e Signaling Interface: UECC_Sig_Al
e Media Interface: UECC_Media_Al
e End Point Policy Group: default-low.
e Routing Profile: UECC_Optus
CNH; Reviewed: Solution & Interoperability Test Lab Application Notes 350f43
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e Topology Hiding Profile: UECC
e Let other values default.

4. Click Finish .

Edit Flow: UECC_Optas_Primary X

Flow Name

Server Configuration
UR! Group
Transpont

Remote Subnet
Recewed Intedface

Signazling Interface

[uEcC_optus_Primary

| vecc_ro |
E =l
= =

E

[Uecc sgm =)

UECC_Sig A1 %)

Media Interface [UE—CC_MQG a_Al 3
End Point Policy Group [def'cult-lov.' i]
Routing Profiie |uecc optus =]
Topology Hiding Profile | vecc |
Signaling Manipulation Script [ Hone |
Remote Branch Office Any »
Finish
6.3.5 Endpoint Flows — For Optus

Repeat step 1 through 4 from Section 6.3.4, with the following changes:

e Name: OPTUS Primary UECC

Server Configurat
URI Group: *
Transport: UDP
Remote Subnet: *

ion: UECC_Optus_Pri

Received Interface: UECC_Sig_Al
Signaling Interface: UECC_Sig B1
Media Interface: UECC_Media_B1
End Point Policy Group: default_low.
Routing Profile: UECC_IPO

CNH; Reviewed:
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7. Verification Steps

Flow Name

Sarver Configuration
UR! Group

Transport

Remote Subnet
Racewed Interface
Signaling Intedace
Media Intedace

End Port Policy Group
Routing Profile

Topology Hiding Profile

Remote Branch Office

Signaling Mamipulation Script

Edit Flow: OPTUS_Primary UECC

f
JOPTUS_Primary_UECC

[vecc_ops Pn =)
K =]
[uoe =]

=
|uecc sig a1 =

UECC Sig Bl ¥ l

| uece_Media 81 +]

| default-low

| uecc_Po |

|oPTuS_Primary =]

| one -]
_Fnish |

=

The following steps may be used to verify the configuration.

7.1 Avaya Session Border Controller for Enterprise

Log into the Avaya SBCE as shown in Section 7. Across the top of the display are options to
display Alarms, Incidents, Logs, and Diagnostics. In addition, the most recent Incidents are

listed in the lower right of the screen.

Protocol Traces

The Avaya SBCE can take internal traces of specified interfaces.
1. Navigate to Device Specific Settings = Troubleshooting = Trace.

2. Select the Packet Capture tab and select the following:

CNH; Reviewed:
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Select the desired Interface from the drop down menu (e.g., All).

Specify the Maximum Number of Packets to Capture (e.g., 5000).
Specify a Capture Filename (e.g., TEST.pcap).
Unless specific values are required, the default values may be used for the Local
Address, Remote Address, and Protocol fields.
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e Click Start Capture to begin the trace.

Trace: IPO1-SBCEtrunking

_ Packet Capture | | Captures I

PO SBCEtrunking
Status
Interface

Local Addess
PLFary

Roemate Address
S ko R IFPar

Protocol
Maxrmum Mumber of Packsts 10 Capture

Capturs Filanams
Using the name of a0 eertag aptuse vall svamaiie it

StartCaptre | Clear |

Ready

Bl «

1012819731 «

Al -

8000

st poap

The capture process will initialize and then display the following In Progress status window:

Trace: IPO1-SBCEtrunking

Devices Packet Capture | | Captures |

IPOY SBCEunking

Backel Capture Configuration

Status
Interface

Loca Address
FiPar]

Remote Addvess
" UPor 1P IPFad

Protocol
Maxemum Number of Packets to Capture

Capture Filename
Uding the name of ax sxiting capbute sell svematts it

A packet capturs 16 currently improgress THs page Wil snomsticstly refesh ontil the cepturs enmpletes

In Prograss

S1op Capase |

Run the test.

gk w

When the test is completed, select the Stop Capture button shown above.
Click on the Captures tab and the packet capture is listed as a .pcap file with the date

and time added to filename specified in Step 2.
6. Click on the File Name link to download the file and use Wireshark to open the trace.
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1PO1.SACEtrunking

Trace: IPO1-SBCEtrunking

| Packet Capture | Captures ‘

File Mame

LastModified » Descending v Sa!j(uel

| Refresh

8,192 March 1, 2016 5.19.53 PM ICT

835 564 Fabruary 25, 2016 94627 AM KT |
430,390 February 25, 2016 S1557 AM CT

457 500 February 25, 2016 907 21 AM ICT
20,830 Febeuary 23, 2016 541 32 PM ICT

The following section details various methods and procedures to help diagnose call failure or
service interruptions.
On either side of the Avaya SBCE, various diagnostic commands and tools may be used to
determine the cause of the service interruption. These diagnostics can include:

e Ping from the Avaya SBCE to the B1 network gateway.

e Ping from the Avaya SBCE to the Avaya IPO.

e Ping from the B1 network towards the SIP trunking service.

e Note any Incidents or Alarms on the Dashboard screen of the Avaya SBCE.

Diagnostics

IPOT SBCEtrunking

Full Diagnostic | | Ping Test |

AVAYA

Qutqoing pwgs Sum e dewce can on'y be

EMS Link Check

Ping: EMS (100 20 47 29) 1o
SHC (100,20 47 30)

Ping EMS (169.254.99.1) to
SBC (169.254 %9 1) via VPN

SSH Test: EMS ta SBEC
SBC Lok Check: A1
SBC Lnk Check 81
Ping S8C (A1) 1o
Gataway (100 X 47 1)

Ping SBC (A1} 10

o 0 0 00 0 0 O

Primary ONS (192 168 1.3)

M1 is operating within rommal paeameters with a fll duplex
connection & 1GWs

Average ping fioen 100.20.47 29 [M1] 1o 100 20 47,20 1= 0.400ms
Avorage ping from 169,254 991 [tapd] to 169254 29 11 is D E36ms

Remote connection successfull

Al 15 operating withm normal parameters with a full duplex connection
at 1Gtvs

B1 is operating wilken novmal parameters with 8 full duplex connection
al 1Gts

Avarage ping from 100 20 47 31 [A1]10 100 20.47 1 1z 1 646ms

Avarags ping from 100.20.47 31 [A1]10 192.168.1.3 15 1074ms
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Deace All

Registration Denwd

Registration Deniad
Registration Denied
Registration Denled
Registration Deniod
Registration Denied
Registration Denied
Registration Deaied
Registration Denied
Regitration Denied
Registration Denied
Registration Denied
Registration Denied
Registration Denied

Registration Denled

Incident Viewer

« Category Al

726413659075915
T28413896357553
7268413895521201
726413693032516
7T28413863351419
T28413683065552
7254 13862930053
726413882835330
726413873305020
72841387 3320705
728413873114116
728413822015613
728413867 238003
7264 13863229665
726413868353292

N6
N6
3116
3NNe
N6
NG
3NNe
3116
N6
316
3Ne
3N6
316
3NNe
N6

* | Claar Fiters |
Displaying results 110 15 out of 2008

523 PM
S23PM
523 PM
5253 PM
S22PM
522 PM
S22 PM
522PM
522 PM
522 PM
522PM
522 PM
522 PM
522 PM
521 PM

23

Palicy
Paolicy
Policy
Palicy
Policy
Palicy
Policy
Policy
Folicy
Policy
Policy
Paolicy
Policy
Paolicy

Policy

IPO1.5BCEIunking
IPO1-SBCEunking
|PO1-SBCEunking
IPO1-SBCE unking
1PO1.SBCEtrunking
IPO1.SBCEtunking
IPO1-SECEtrunking
IPO1-SECEtnanking
1P01.SBCE unking
IPO1-SBCEunking
IPO1-SECEIunking
IPO1-SBCEInking
IPO1-SBCEtrunking
IPO1-SBCEIunking
IPO1-SBCEtunking

alfalls])[>][2>]

AVAYA

Refresh | | Gererate Rapor: |

No Subscriber Flow Matched
Nao Subscribar Flow Matched
o Subscriber Flow Matched
Na Subscriber Flow Matched
No Subscriber Flaw Matched
No Subscriber Fiow Matched
No Subscriber Flow Matched
No Subscriber Flow Matched
No Subszcriber Flow Matched
No Subsgcriber Flow Matcled
No Subscriber Flow Matched
No Subscriber Flow Matched
No Subscriber Flow Matched
No Subscriber Flow Matched

No Subscriber Flow Matchad

7.2 Avaya IP Office

The status of the SIP trunk can be verified by opening the System Status application. This is
found on the PC where IP Office Manager is installed in PC programs under Start > All

Programs = IP Office - System Status (not shown).

Log in to IP Office System Status at the prompt using the Control Unit IP Address for the IP
office. The User Name and Password are the same as those used for IP Office Manager.

AVAYA

IP Office System Status
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From the left hand menu expand Trunks and choose the SIP trunk (18 in this instance). The
status window will show the status as being idle and time in state if the Trunk is operational. The
IP address has been changed for security purposes.

IP Office System Status

Status CUitlzation Summary Alarms

Peer Domaln Name: slp 192168 .230.98

Resolved Address: 192.168.230.98

Line Number: 18

Number of Administerad Channels: 10

Number of Channels in Use: o

Administered Compression: G729 A, G711 A

Sllence Suppression: (=113

S1P Trunk Channel Licenses: Unlimited ‘ oy
SIP Trunk Channel Licenses in Use: o

SIP Device Meatures:

SIP Trunk Summary

in State Remote Media Codec  Connection  Caller 10 or
Address o Dialed Digits

01:46:02
01:46:02
01:46102
01:46:02
01:46:02

500N e 4w~

7.3 Telephony Services

1. Place inbound/outbound calls, answer the calls, and verify that two-way talk path exists.
Verify that the call remains stable for several minutes and disconnects properly.

2. Verify basic call functions such as hold, transfer, and conference.

3. Verify the use of DTMF signaling.

8. Conclusion

As illustrated in these Application Notes, Avaya IP Office Server Edition 9.1.6 and Avaya
Session Border Control for Enterprise 7.0 can be configured to interoperate successfully with
Optus Evolve SIP Trunking service. This solution allows enterprise users in Uecomm
UEConnect network access to the PSTN using the Optus Evolve SIP Trunking service
connection.
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9. Additional References

This section references the documentation relevant to these Application Notes. Avaya product
documentation is available at http://support.avaya.com.

[1] Administering Avaya IP Office with Manager, February 2016.

[2] Avaya Session Border Controller for Enterprise Overview and Specification, Release 7.0,
Issuel, August 2015.

[3] Deploying Avaya Session Border Controller for Enterprise, Release 7.0, Issue 1, August
2015.

[4] Deploying Avaya Session Border Controller in Virtualized Environment, Release 7.0, Issue 1,
August 2015.

[5] Administering Avaya Session Border Controller for Enterprise, Release 7.0, Issue 1, August
2015.

[6] RFC 3261 SIP: Session Initiation Protocol, http://www.ietf.org/

[7] RFC 2833 RTP Payload for DTMF Digits, Telephony Tones and Telephony Signals,
http://www.ietf.org/

Product documentation for Uecomm/Optus Evolve SIP Trunking Solution is available from
Uecomm/Optus.
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™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable, but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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