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Abstract

These Application Notes describe the configuration steps required to integrate Spotlight Audit
and Release Management from Blackchair with Avaya Aura® Communication Manager,
using the System Management Service (SMS) connection on Avaya Aura® Application
Enablement Services, and Avaya Aura® System Manager to gain access to information on
both System Manager and Session Manager. Blackchair Spotlight is capable of monitoring
changes that are made in each of the three platforms as well as making changes on Avaya
Aura® Communication Manager and Avaya Aura® System Manager.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required to integrate Spotlight Audit
and Release Management V6 from Blackchair with Avaya Aura® System Manager R8.0, Avaya
Aura® Session Manager R8.0 and Avaya Aura® Communication Manager R8.0 using Avaya
Aura® Application Enablement Services R8.0.

Blackchair Spotlight Audit and Release Management (Spotlight) makes use of the following
three connections to the Avaya Aura® platform to gain read/write access to Avaya Aura®
Communication Manager and Avaya Aura® System Manager and for read only access to Avaya
Aura® Session Manager.

1. Spotlight connects to Avaya Aura® Communication Manager using the System
Management Service (SMS) Software Development Toolkit (SDK) on Avaya Aura®
Application Enablement Services R8.0.

2. Spotlight connects to Avaya Aura® System Manager using the Routing Web Service
SDK on Avaya Aura® System Manager.

3. Spotlight connects to Avaya Aura® Session Manager using a Secure Shell (SSH)
connection to Avaya Aura® System Manager.

System Management Service (SMS) is a web service that exposes selected management features
of Communication Manager. SMS enables SOAP clients to display, list, add, change and remove
specific managed objects on Communication Manager. SMS allows programmatic access, via a
standard protocol (SOAP), to functionality that is otherwise only accessible via a proprietary
low-level protocol (OSSI) or terminal emulation via system administration (SAT) forms.
Spotlight utilises the SMS web service to display changes that occur on Communication
Manager.

The Routing Web Services APl Programming interface is one of the Web Services comprising
the System Manager Web Service. The Routing Web Service provides programmatic access to
all routing administration data. The service provides access for adding, modifying, and deleting
any of the routing data that may be modified using the System Manager GUI. The Web Service
is designed to use without an SDK. There is however a Zip file which aids developers by
providing JAXB mappings between Routing data model classes and JSON or XML content. It
assumes use of one of the Java REST client frameworks such as Oracle Jersey, JBoss
RESTEasy, Apache CXF, or HTTPClient.

The SSH connection to System Manager is used to gain access to the log files in the following
folder, /var/log/Avaya/mgmt/nrp, which provides data on changes to Session Manager
configuration. A user is created on System Manager which has access to that folder. This user is
used by Spotlight to read the information contained in the log files.

Note: Spotlight may connect to the Avaya Aura® platform or may be used in a Communication
Manager only environment, where there is an absence of System Manager and Session Manager.
This would rarely be the case for a connection to either System Manager or Session Manager
only. With this in mind, all three connections are described in these Application Notes.
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2. General Test Approach and Test Results

Spotlight was installed on a Microsoft Windows 2016 Server virtual server, with a web browser
used to access the Spotlight GUI. Changes were made manually on Communication Manager
and System Manager with Spotlight giving the user an option to see both the changed value and
the initial value and also allowing the user to revert back to the original value. Spotlight was also
used to make changes on both Communication Manager and Session Manager. These changes
published using Spotlight were then verified on System Manager and Communication Manager.
The information audit on Session Manager was verified on System Manager.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between Avaya systems
and Spotlight made use of a TLS connection to the AES SMS SDK and a HTTPS connection to
the System Manager Routing Web Service with a Secure Shell connection to System Manager.

2.1. Interoperability Compliance Testing

The test cases that were performed were conducted according to the fields or service models
described on the different SDKSs. A list of the service models tested is shown in the Appendix of
these Application Notes.

The connection to Communication Manager was tested by comparing the audit received on
Spotlight with the information on Communication Manager that was read using the System
Access Terminal (SAT) or a similar application connected to Communication Manager.
Spotlight then added and removed various service models such as Stations, VDN’s and Agents.

The connection to System Manager was tested again by comparing the audit received on
Spotlight with the information viewed on System Manager. Spotlight then added and removed
various service models such as Domains, SIP Entities and Adaptations.
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The connection to Session Manager was tested by observing the audit received by Spotlight and
comparing that to the information on Session Manager displayed on System Manager.

2.2. Test Results

Because of the nature of the testing, not every single service model change in Communication
Manager and System Manager was tested. A broad slice of testing across a range of fields was
conducted to prove that compliance was achieved.

The following observations were noted on the connection to Communication Manager using the
AES SMS SDK.

e Spotlight allows the Trunk Group number to be changed, which is not supported by the
SDK, and causes an error. Blackchair are aware of the issue and will remove the option.

e Spotlight allows the CTI Extension number to be changed, which is not supported by the
SDK, and causes an error. Blackchair are aware of the issue and will remove the option.

e When making changes to the Class of Restriction (COR) there is some confusion as there
is an option to change the COR number field, which actually enables changes to a
different COR, than the initial one that was indicated. Blackchair are aware of this and
will amend how this is presented to the user.

e Changes to the Class of Service (COS) name and identifier is not supported by the SDK
and failed. Blackchair will remove the fields to ensure that the COS cannot be
overwritten only copied from one system to another.

The following observations were noted on the connection to System Manager.

e There are some fields on the Entity Link that cannot be changed that are listed on
Spotlight. Blackchair are aware of the issue and will remove the option.

e There are some fields on the Routing Policy that cannot be changed that are listed on
Spotlight. Blackchair are aware of the issue and will remove the option.

2.3. Support

For technical support on Spotlight, contact Blackchair as shown below.
e Web: https://theblackchair.com/contact-us/
o Tel: +44 845 456 6751
e Email: enquiries@theblackchair.com
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3. Reference Configuration

Figure 1 shows the network topology during compliance testing. The Spotlight server was
placed on the Avaya telephony LAN. The SMS SDK on the AES provides the Spotlight server a
history of moves and changes from Communication Manager as well as the ability to make
changes on Communication Manager. The HTTPS connection to the Routing Web Service on
System Manager facilitates similar actions where an audit of moves and changes are logged as
well as the ability to make changes on System Manager. The SSH connection to System
Manager allows the audit of certain field on Session Manager (listed in the Appendix of these
Application Notes).

S R asar ] . . ... HTTPS/ blackchair Application
i S Spotlight  |...... SIS LINK- ===~ Enablement Services
)
Session Manager Communication
Manager
7
’ 2N
Media Server G450
S
Figure 1: Network Solution of Blackchair Spotlight V6 and Avaya Aura® R8.0
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided.

Avaya Equipment Software / Firmware Version
System Manager 8.0.1.1 Build No. — 8.0.0.0.931077
Avaya Aura® System Manager Software Update Revision No: 8.0.11.039340

Service Pack 1

Session Manager R8.0.1

Avaya Aura® Session Manager Build No. — 8.0.1.1.801103

Avaya Aura® Communication R8.0.1.1.0 — FP1SP2
Manager R018x.00.0.822.0 Update 1D 00.0.822.0-25527
Avaya Aura® Ap_pllcatlon 8.0.1.0 150
Enablement Services
Avaya Media Gateway G450 40.20.0 /2
Appliance Version R8.0.0.6
Avaya Aura® Media Server Media Server 8.0.0.150
Element Manager 8.0.0.150
Blackchair Equipment Software / Firmware Version

Blackchair Spotlight running on a
virtual server with Windows 2016 V6.45
Server
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5. Configure Avaya Aura® Communication Manager

A new user for a connection from Spotlight is created on Communication Manager. Open a
browser session to Communication Manager and log in with the appropriate credentials as shown
below.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Help Log OFF
This Server: em71vmpg

Logon

LogonID:  |paul

Password:  [sesesesed] |

| Logen

Navigate to Server (Maintenance) as shown below.

AVA A Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration

Licensing This Server: cm71vmpg

Server (Maintenance)

The Server (Maintenance) Interface allows you to maintain, troubleshoot, and configure the server.

2001-2017 Avaya Inc. All Rights Reserved.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.

Unautherized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components

Certain software pregrams or portions thereof included in the Product may contain software distributed under third party agreements ("Third Party Components”), which may
contain terms that expand or limit rights to use certain portions of the Product ("Third Party Terms™). Information identifying Third Party Components and the Third Party
Terms that apply to them are available on Avaya's web site at: http://support.avaya.com/Copyright

Trademarks

Avaya, the Avaya Logo, and Avaya Aura are registered trademarks of Avaya Inc. Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries. All non-
Avavya trademarks are the property of their respective owners.
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In the left window select Security->Administrator Accounts. In the main window, select Add
Login. For the compliance testing, Privileged Administrator was chosen, but any account with
privileges to use SAT is all that is required in order for a Spotlight user to read the fields in
Communication Manager. Select Submit when done.

AVA A Avaya Aura® Communication
System Managemen|

Help Log OFf Administration  Upgrade

Administratien / Server (Maintznznce)
Manage Updates +| Administrator Accounts

IPSI Firmware Upgrades
1IPSI Version

The Administrator Accounts SMI pages allow you to add, delets, or change administrator logins and Linux groups.

Download IPSI Firmuw: i
o irmware Select Action:
Download Status
Activate IPSI Upgrade
9 ® add Login

Activation Status

Data Backup/Restore

rivileged Administratoer

Backup Now
Backup History O Unprivileged Agministrarer
Schedule Backup

Backup Logs O 5aT Access Only

View/Restors Data O e # onl
web Access Only

O DR Access Only

Administrator Accounts

TOTTECCTNT T, O Businzss Partner Login (¢2dmin)
Change Password
Login Reparts
Server Access

O Business Partner Craft Login

Syelog Server © custom Login

Authenticatien File

Firewall O changs Login [52lect Login |
Install Root Certificate

. i v
Trusted Cartificates O Remove Login [select Login ]
Server/Application Certificates O Lock/Unlack Login |Ez\a:t Login v|
Certificate Alarms =
Certificate Signing Request OP_:: Group
SSH Kays
Web Access Mazk Remove Group

Filz Synchranization

Download Files
CM Phene Message File |
M ging Software s

Enter the Login name and a suitable password. Click on Submit when done.

AVAyA Avaya

Help Log OF Administration

Administration / Server (Maintenance)

Administrator Accounts -- Add Login: Privileged Administrator

Agent Status This page allows you to add a legin that is 2 member of the SUSERS group. This login has the greatest access privileges in the system next to root.
Access
Incoming Traps Legin name Iblackchair
FP Traps
FP Trap Test Primary group [ —
FP Filters
ditions!groses (oreFe) . v
Restarts
System Logs Linux shell /bin/bash
Ping
Traceroute Home directory fvarfhome/blackchair
Netstat
Lock s accoune
Status Summary o
Process Status SAT Limit none ¥
Shutdown Serv
ul o ?rrer Date sfter which account iz
Se':‘ er Date/Time disabled-blank to ignare
Software Version (VYY-MM-DD)
=== Enter password O
Network Configuraticn
E———— Re-enter password R
Display Configuration Force password change on .
Time Zene Configuration next login Mo
NTP Configuration Yes

| Submit | | Cancel | | Help |

Backup Now
Backup History
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6. Configure Avaya Aura® Application Enablement Services

Although the Spotlight server’s connection to the Avaya solution is through the SMS SDK on
the AES, there is no configuration required on the AES server. The username and password
utilised by Spotlight is that which was created above in Section 5.

7. Configure Avaya Aura® System Manager

There are two connections made to System Manager.

1. A HTTPS connection to the Routing Web Service. This will require that the web
username and password is setup for a Spotlight user to be able to gain access to the
Routing section on System Manager. For compliance testing, the ‘Admin’ user was used.
However, a unique user can be created for this purpose.

2. A Secure Shell (SSH) connection to System Manager. This requires that a user is created
on Linux for Spotlight.

7.1. Configure Connection to Routing Web Service

User is created on System Manager to facilitate the connection to the Routing Web Service. Log
into System Manager using the appropriate credentials to create a new user.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On User ID: admin

If IP address access is your only option, then note that authentication will fail

in the following cases: Password: |eessseses
« First time login with "admin” account
» Expired/Reset passwords Log On Cancel
Use the "Change Password” hyperiink on this page to change the password Change Password

manually, and then login.

Also note that single sign-on between servers in the same security domain is

T TR i Seresy o [P el ) supported Browsers: Internet Explorer 11.x or Firefox 59.0, 50.0 and 61.0.

This system is restricted solely to authorized users for legitimate business
purposes only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

Unautherized users are subject to company disciplinary procedures and or
criminal and civil penalties under state, federal, or other applicable domestic
and foreign laws.

The use of this system may be monitored and recorded for administrative and
security reasons. Anyone accessing this system expressly consents to such
monitering and recording, and is advised that if it reveals possible evidence of
criminal activity, the evidence of such activity may be provided to law
enforcement officials.

All users must comply with all corporate instructions regarding the protection
of information assets.
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Navigate to Users - Administrators - Administrative Users.

& Users v J# Elements v £ Services v~

AVAYA

Aura® Systemn Manager 8.0

Administrators Administrative Users

System Resource Ut
28

214

User Management

| Widgets

Shortcuts v

User Prowi

ioning Rule

1
perfdata

T
name

Swllorary

pasq

Administrative Users

& Users v /F Elements v

Netvrork
Elements
€S 1000 Services
Corparate Directory

& Services v Widgets v  Shortcuts v

Host Name: smgrB0vmpg devconnectlocal  User Name: admin

Administrative Users

Select a User ID to manage the properties and roles of local and extemally authenticated users. Refer to password and authentication server policies for additional configu

1PSec ] | i
e . requirements. Refer to Aciive Sessions for currently logged in sers and session management funchions,
Pt pisbie | Dolete
SNMP Profi
oture ;rp‘erzken UseriD~ Hame Roles Type Account
admin Defauit securty administrator ‘System Administrator Local Enabled
Software Deployment
Zvaya services sgministrator avaya_services_: Avaya External Enabled
User Services e
Administrative Users 200 avaya services and support avaya_services_t - ana_suaport 5 2 e External Enabled
Extemal Authentication o e craft Avaya Services Mainlenance g oz Enabled
SAML Gonfiguration =
e — s it init ‘System Administrator Exdernal Enabled
Security &1 mentolpre Mentol Pro MentolPro Losal Enabled
Roles.
Poicies
Active Sessions
Tools

Enter the new User ID and a Temporary password. Click on Commit and Continue.

Host Name: smgrdlvmpg.deveonnect local

User Name: admin

Add New Administrative User

Step1: |dentify the new user

*User ID:
Authentication Type:

* Full Name:
E-Mail:

blackchair

® Local
Extemal
hlackchair

The user will receive notifications on this E-Mail address.

{1-21) (Alowed characters are -z, A-Z, 08, .-and _)

Enter the user's full name and select an authantication type and User ID. Locally suthenticated users also required a temporary password

* Temporary password:

* Re-enter password:

Generafe Password|

The user will be required ic change this password when logging in
Allowed characters in the password are: a-zA-Z0-90()==.=[]" _@'5%&-+"7"\; The length of your password must be at lzast 5 characters.

Note: The new user must be saved before you may assign roles.

* Required

Commit and Continue | Cancel |
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The following screen is then shown where a role is assigned to the new user. Two roles are
added that being Session Manager and Routing Administrator and Session Manager and
Routing Auditor. This will allow this user access to the Routing Web Service. Click on
Commit to save the user.

Note: For compliance testing the ‘Admin’ user was used.

Host Name: smgrilvmpg.deveonnectlocal  User Name: admin

Add New Administrative User

Step2: Assign Role(s)
Selected roles authorize the user for associated features and element permissions.

Roles

The system assigns the role to the service personnel when the service “-
personnel connects to customer systems through the e-foken. The Service
Technician role has limited privileges as compared to the Avaya Services
Administrator role.

28
ServiceTechnician

2% Session Manager and Routing
=

Administrator Session Manager and Roufing Administrator

,ﬁ Session Manager and Routing Auditor Session Manager and Routing Auditor

31 F Gives read-only access to all SIP Foundatien server management
SIPAS Auditor functionality.

iz . y - Gives access fo the security features provided by the SIP Foundation server.
SIPAS Security Administrator For example, Security Extension.

a3 - Gives read and write access to all the SIP Foundation server management
SIPAS System Adminisfrator functionality.

3 System Administrator Gives the super-user privilege to perform any operation in System Manager o

thrrninh imnlicit wild cacd milas

Commit | Cancel |

This new user can then be verified as per Section 9.2.1.

7.2. Configure the Secure Shell connection

Log into System Manager using an application such as PUTTY to open an SSH session. Once
logged in under “root” or some other user with administrator privileges run the command
‘useradd xxxx’, where xxxx is the new user name. For example, the command useradd
Blackchair was run to add the user Blackchair. Once added, the command passwd Blackchair
was run to assign a password to the user Blackchair. With this username and password setup this
user will have access to the logfiles at /var/log/Avaya/mgmt/nrp. These log files provide
information on the changes performed to certain Session Manager fields outlined in the
Appendix.

8. Configure Blackchair Spotlight Audit and Release
Management

The installation and configuration of the Spotlight server from Blackchair is performed by a
Blackchair engineer and is therefore outside the scope of these Application Notes. The
information for support for Blackchair can be found in Section 2.3.
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9. Verification Steps

This section provides the tests that can be performed to verify that Blackchair Spotlight has

successfully connected with the Avaya solution.

9.1. Verify Connection to Avaya Aura® Application Enablement

Services

AES contains a test web page that can be used to test the connection to Communication Manager

using the SMS service.

Open a browser session to https://<AESServerlP>/smsxml/smsxml_test.php. The web page
shown below should be opened. Enter the appropriate CM Login ID and Password and enter
some Request Parameters as shown below, where the “list station” command is entered. Click

on Submit Request highlighted below.

&« C | A Notsecure | bitps://10.10.40.43/smsxml/smsxm|_test.php

SMS Resources

XML Based - Web Service Request Form |

—

Connection

| Model Documentation
Information

Model Doc (No-Frames)_
|| SMS XML WSDL .
|| SMS XML Schema CR gy
| Password

SMS Host https:/i10.10.40.43

SOAP Request 30
Timeout (Seconds)

Request Parameters

blackchair@10.10.40 4| login@ <[IPv6]:port|hostname: port>

ModelFields
Model Station v
Field v
Value
Position Use For ArrayType Fields
ADD Field

ModelFields - Generated XML

Update XML |

<?xml version="1.0"7>
<modelFields>

<5t -3
</modelFields>

I Submit Request I Release

Last Request Response

Session 1D

Note: You may alse manually enter valid XML or modify the populated data, then click Update XML

Session Recording

Record SMS Request
Record Result Data

Get Record |
Clear Record |
Operation list v
Objectname
Qualifier

Duplicate Session
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The Response at the bottom of the screen should return data as shown below.

ModelFizlds

Model Station v Operation list v
Field ¥ Objectname

Value Qualifier

Position Use For ArrayType Fields
ADD Field |

ModelFields - Generated XML
Mote: You may alse manually enter valid XML or modify the populated data, then click Update XML

Update XML |

<7xml wersion="1.0"2>

<modelFields>
<Station/ >

</modelFields>

P
Submit Reguest | Release
Last Request Response
Session ID [f12229f2a36574814c43ccTed 756650df Cuplicate Session
et 3

<Port>500000</Port>
<Name>4000, H3Z23User</Hame>
Response <Coverage Path 1>1</Coverage Path 1>
<Coverage Path 2/%>
<Hunt_to_Staticn/> -
<COR>1</COR>
<C08» 1< /D05
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9.2. Verify Connection to System Manager

There are two connections to System Manager that can be verified, these are the connection to
the web interface and the Secure Shell connection.

9.2.1. Verify Connection to Routing Web Service

Open a web browser to System Manager and log in using the credentials setup from Section 7.1.
This user should be able to log in provided that the password was changed upon the initial login
which is not shown here.

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On

User ID:  blackchair
If IP address access is your only option, then note that authentication will fail L —
in the following cases: Password: |sessssees

 First time login with "admin” account
» Expired/Reset passwords Log On Cancel

Use the "Change Password" hyperlink on this page to change the password Change Password
manually, and then login.

Also note that single sign-on between servers in the same security domain is
not supparted when accessing via IP address. O supported Browsers: Internet Explarer 11.x or Firefox 59.0, 60.0 and 61.0.

This system is restricted solely to authorized users for legitimate business
purpeses only. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited.

Unautherized users are subject to company disciplinary procedures and or
criminal and cvil penalties under state, federal, or other applicable domestic
and foreign laws.

Once this user is logged in correctly, the following screen is shown, where access to Routing
and all its elements is possible. This verifies that this user can access the Web Routing Service.

Aura® System Manager 8.0

AVAYA &Users v FElements v Services v Widgets v Shortcuts v - A = | blackchair

P x . x S x
System Resource Utilization Notifications Application State
28
License Status Active
7 D T VM
Communication Server 1000 Spiayment ips were
Multi-Tenancy DISABLED
OOBM State DISABLED
Hardening Mode Standard
opt r
mo
x . % X
Alarms Information Shortcuts
Elements Count Sync Status Drag shortcuts here

W Critica fsior M Indeterminate

(o) 1 L

Session Manager 2 [ ]
Job CRLExpirationChecker)ob failed to e N -
e se¢ ogs for more detalls. System Manager 1
UCM Applications 8 .
Domains

Current Usage:

23/250000

USERS

2/50

SIMULTANEQUS ADMINISTRATIVE LOGINS

A scheduled
xecute.Pleasqie

10.1040.60

10104080
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9.2.2. Verify Secure Shell Connection

The Secure Shell connection can be verified by connecting to System Manager using the
username and password setup in Section 7.2. Navigate to the folder /var/log/Avaya/mgmt/nrp,
list the log files contained in the folder using the command Il.

P blackchair@SMGRB0vmpg:/var/log/Avaya/mgmt/nrp — [m| pad

A closer shot of the commands and log files as shown below. With access to these log files this
user can obtain the necessary information on Session Manager.
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9.3. Verify Changes Shown on Blackchair Spotlight
Open a web browser to the Spotlight server http://<ServerAddress>/spotlight. Enter the
Windows credentials, then click on OK as shown below.

Bson Blosscond & symemmanager A C4 3 WebtM A S5 nteractve Teat

JAuthentication Reg =
@) i/ -tuarbTgeon s requesting your usermame and passrord

N ey e

(o] _cmw |

posmerte [ naren

s 7geoSjspotichti

In the Browse Environments left pane, click on the appropriate environment and then in the
main window click on the appropriate Item.

« 5 C o D win-dusnb7gecd, . n @ 3
Bast Blossbond & sysmmmanager A O4 A webiM A\ SMS Interactive Test
‘ DAsBOARD aepaRTING oPTIONs  Aowm
Spotlight Configuration Management Tiva Zove: GMT Deyight Tews. Logged 1 s WIN-SILISHETGECH| Adrmatrator.
s ¢ e BT
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The main page shows various items that can be chosen to display. Agent Login Status is clicked
on below and this displays the status of the agents configured on the system as shown below.

> 00 D win-susnbgeas O & w o 3
oot Elvesbond & Sysiemborager A\ 04 2 WiebiM A SHS Tntmacive Test
onsrooans TN reronm oerces Aoem
o
blackchair 4 Servie sl

Spotlight Configuration Management T Zonts GMT Onyih T

Browse tmvcaments Hom Hame

& AR andve

Bostors ACM Producken

ssem
yotem

Svatem

sem

System

satem

ARS Byt Group sem
wayaSDKARSDgHCanverson Grous yetem

Another item can be chosen such as Announcement, as is shown below. The information on that
announcement chosen is displayed.

Item Name Item Type: ferson w5t Updsted er'ed:
e
mant Number
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9.4. Verify Spotlight Connection to Avaya Aura® Communication
Manager

This section will outline the steps necessary to place a configuration object into a Spotlight

package, tailor the package, test the package and publish this package into a different
Communication Manager environment.

Open a web browser to the Spotlight Release Management server
[http://<IPAddressSpotlightRMServer>/spotlight] and enter the appropriate credentials, this
will be the windows domain\username and password. Spotlight Release Management uses pass-
through windows authentication. Click on OK as shown below.

oo

& | 192.168.44.138/500t00t |

x
0/] Enter user name and password for http: /localhost

ser Mame: I win-diusnb 7oeo9\administrator

Password: I TIIIIL)

I Ok I Cancel

Once logged in the screen below is presented to the user.

Spotiicht Dashboard x
& @ win-dusnb7geod/<potight/ ] ‘ | Q, search ‘ * B & A O
B spotiicht
DL a0 S CONFIGURATION  ROOT CAUSE ANALYSIS REPORTING OPTIONS ADMIN
blackchai
Spotlight Configuration Management Time Zone: GMT Standard Time Logged in as: WIN-4IUSNE7GEOS administrator
Environment: UAT ~ AutoRefresh  Refresh Al
Changes
Summary B
System Latest Change Today Yesterday Wesk Month
110 1,155 1,265 1,265
Hourly Change Interval - Today Users - Today @|  Item Types - Today B
100 S Avaya €M 3 Avaya CH
" ed s menenes 3
« Bedcw 1 bewwdDangEhencs 2
110 Sabn 2
40 (Cabinettppa 1
110
20
. e il
T T T T T T T T T T T T T T T T T T T T T T T T
LSS SELELLELSLLLSLLEILESEE
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Select the CONFIGURATION tab from the top of the page. Double click on the Avaya CM
item highlighted; note this may be a different name depending on the system.

B sooncnt
DASHBOARD |m'll- ROOT CAUSE ANALYSIS REPORTING OPTIONS ADMIN
blackchai
Spotlight Config ion M g t Tina Zoew: GMT Stardard Ting Logged in a5t WIN-4IUSNEPGEOS sdeministratel
Search
Browse Environments Item Name Ttem Type Version  Last Updated Updated By
UAT I 4 Avaya M I Avaya CM Group 1 24 Feb 2015, 10:52:03 System
pre-prod
Search
Last 100 Changes
Page 1 | of1 T Back Displaying 1- 16 1
General | Optons

Double-click on whichever item needs to be changed. In the example shown below, this item is
Announcement. The following steps will show an Announcement being copied from one
Communication Manager system to another.

[
DASHBOARD | o0 3000000 E ROOT CAUSE ANALYSIS REPORTING OPTIOGNS ADMIN
] .
blackcnair
Spotlight Configuration Management Tina Zoroa: GMT Starndard Tie Logged I aic WEN-AIUSHENGEST|adinistesiod
Search
Brovwse Envirenments [t Barme [te= Type Verson  Lidt Updated Uittt By
AT 4 A sy AAR Bnalys Groug 1 24Fed 2015, 10:5209 System
pre-grod # Abbrevisted Disng Enhanced Abbrevisted Dusing Enhanced Group L 24Feb 2015, 10:5209 System
Search AE Services CT1 Lnk AE Servioes CTE Link Group 1 24Fch 2008, MNEER System
Last 100 Changes AE Senvaces Link AE Servioes Link Group 1 24Feb 2015, 10:5340 Syitem
# AgentLogn B Agent Login ED Group 1 24Feb 2015, 10:5E10 System
Agent Login Status Agent Logn Status Group 1 24Feb 2015, 10:52:4 System
Frre—— Arigreatt G L 24Fgs 2015, 10:5210 Sitem
4 ARS Analyem ARS Analyss Group 1 24Feb 2015, 10:55:11 System
# Cabinet Mapping Cabinet Mapping Group L 24Feb 2015, 105211 System
Capacity Capacty Group 1 24Feb 2015, 0:5241 System
Poge 1 of3| b M & Bak Displaying 1 - 10.0f 30
Gereral | Optiors
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A list of announcements is then shown that exist on the source Communication Manager.

spotight

Browse Environments
UAT

pre-prod

Search

Last 100 Changes

Spotlight Configuration Management

Ttem Name

Extension 1093
Extension 1234
Extension 2234
Extension 2688

Page |1 | of1 & Back

General | Options

There is no further information available for this object

DASHBOARD ROOT CAUSE ANALYSIS REPORTING OPTIONS ADMIN

Time Zone: GMT Standard Time

Ttem Type

Announcement
Annauncement
Announcement
Announcement

save  Search
Last Updated Updated By

24 Feb 2015, 12:23:25 System

25 Feb 2015, 11:17:00 paul (]
25 Feb 2015, 11:17:00 paul

24 Feb 2015, 12:23:25 System

Logged in 2s: WIN-4IUSNB7GEOS\administrator

Displaying 1-40f 4

Right-click on the announcement that is to be copied across to the target Communication
Manager. In the example below, this is Extension 1099. Select Add to Config Package.

B sooticht

Browse Environments.
AT

pre-prod

Search

Last 100 Changes

Spotlight Configuration Management

Ttem Name
Extension 10399
Extension 123 Edit Attachments

Extension 223 Add to Watch List

R T

Page 1 | of1 a7 Back

General | Options

DASHBOARD ROOT CAUSE ANALYSIS REPORTING OPTIONS ADMIN

Legped in m: WIN-AIUSHEPGECH sdministrato
Search
Version | Last Updated Updated By
1 24Fch 2015, 12:23:25 System
2 25 Feb 2015, 12:17:00 paul [
25Feb 2015, 12:17:00 Pl
1 24Feb 2015, 122325 System

Displaying 1 - 4 of 4
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Add a suitable name for the Config Package, in this case simply announcement. Click on New.

Item Name Item Type Version | Last Updated Updated By
Extension 1099 Announcement 1 24 Feb 2015, 12:23:25 System
Extension 1234 Announcement 2 25 Feb 2015, 11:17:00 paul
Extension 2234 Announcement 1 25 Feb 2015, 11:17:00 paul
Extension 2688 Announcement 1 24 Feb 2015, 12:23:25 System
Add to Config Package T
Config Package: announcement] Nz

Already added Cancel

Displaying 1-4
General | Options
Version: Add this version to Config Package

1 e

Version : 1

The left pane shows the two environments, UAT represents the source Communication Manager
and pre-prod represents the target Communication Manager. Right-click on the source
environment, in this case UAT, and select Manage Config Packages.

m spotlight
Browse Environments Item Name .« Item Type Version | Last Updated
UAT Extension 1099 Announcement 1 24 Feb 2015, 12:23:25
pre-pr Watch List Extension 1234 Announcement 2 25 Feb 2015, 11:17:00
Searc Edit Attachments Extension 2234 Announcement 1 25 Feb 2015, 11:17:00
Lest 1 Extension 2688 Announcement 1 24Feb 2015, 12:23:25

Page 1 of 1 & Back
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Highlight the announcement and click on the edit icon in the toolbar as highlighted below.

C ~Ei UAT

Packages Package: announcement
Item Count: 2 Scheduled: No

AAR Analysis

announcement
Config tems | File Deploy

COR
coverage path a8 D

skill Sequence  Item Type Item Name

Created: February 24 2015 14:29:39 Created By: WIN-4IUSNB7GEO9\administrator
agent and hunt group Updated: February 25 2015 11:15:47 Updated By: WIN-4IUSNB7GEOS\administrator Shared: No

Version  System

route pattern I 1 Annguncement Extension 1059

1

AvayaCM |

station H323

station SIP

trunk group SIP

VDN

vector

skill 5812

coverage path 5

oS

agent ntegrity
announcement integrity
route pattern integrity test
station integrity

VDN integrity

Set Target... Clase

The following fields can be altered before the package is then sent to the target Communication

Manager.
e Announcement_Number
e Board
e COR
e Extension
e Name

Click on Save at the bottom of the screen.

Item Field Overrides - Extension 1099

Felds

Itemn 'Extension 1092" has the following fields available for override:

Announcement_MNurmber:
Board:

COR:

Extension:

MName:

Sawve

Cancel
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The package contents screen is again shown. Click on the execution rules button highlighted.

Configuration Packages - Environment: UAT

Packages

AAR Analyss

agent and hunt group
announcement

COR.

coverage path

skdll

route pattern

station H323

station SIP

trunk group SIP

VDM

vector

skill 5812

coverage path 5

<05

agent integrity
announcement integrity
route pattern integrity test
station integrity

VDM integrity

Package: announcement
Item Count: 2 Scheduled: No
Created: February 24 2015 14:29:30 Created By: WIN-4IUSNB7GEOS\administrator

Updated: February 25 2015 11:15:47 Updated By: WIN-4IUSNB7GEOS\administrator

Config tems File Deploy
.. [
Item Name

Sequence  Item Type

Shared: No

Version  System

| 1 Asncuncement Extension 1033 L AvayaCM |

This brings up the execution rules window. Select the necessary rule that applies to this system,
typically the following rule is selected, so as the specified announcement is created if it does not
exist on the target system. Click on Save to continue.

exist no 3

Ttem Execution Rules - Extension 1099

Choose execution rule for Item: Extension 1099

@ This object MAY exist in the target; if it DOES NOT exist it is to be
CREATED, if it DOES exist it is to be MODIFIED (Default)

) This object MUST NOT exist in the target and is to be CREATED
) This object MUST exist in the target and is to be MODIFIED
() This object is to be DELETED from the target if it exists; if it does not

ction

Save Cancel

PG; Reviewed:
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Click on Set Target at the bottom of the screen as shown below.

C -E uaT
Packages Package: announcement
Yy — Item Count: 2 Scheduled: No
Created: February 24 2015 14:29:39 Created By: WIN-4IUSNB7GEO9\administrator
SgantaciuhiE iy Updated: February 25 2015 11:15:47 Updated By: WIN-4IUSNB7GEOS\adminstrator Shared: No
S Config hems | File Deploy
COR
coverage path L
skill Sequence  Item Type Item Name version  System
route pattem 1 Announcement Extension 1099 1 AvayaCM
station H323
station SIP
trunk group SIP
VDN
vector
skill 5812
coverage path 5
cos
agent integrity
announcement integrity
route pattern integrity test
station integrity
VDN integrity

Close

Enter the correct information for the target system, including the target system in our case pre-
prod and the correct CM Username and CM Password. The other fields can be left blank but
are used to keep records of the changes that are made by sending an email to a specified address.
This package can be executed immediately, scheduled or tested prior to any execution. In the

example below this was tested first, click on Test.

Execute or Schedule Config Package X
Select the Execution details for Config Package 'announcement’

Environment: pre-prod g
A\'ﬂya CM
Avaya CM Username: 000000000

Avaya CM Password: sssssssses

Reviewer: R. Hughes
Reference: CR4434
Notification EMail: support@rai.com

Terminate on Error?:

Schedule?: O] Store for Execution?: [ |
Test Execute Now Cancel
PG; Reviewed: Solution & Interoperability Test Lab Application Notes
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When the package is tested for errors and none are present the following window is displayed
with a green tick on the right-hand side as shown below.

Test Package Report - t - Target Envi t: pre-prod
Exists In Exists In Execution Uses A
Sequence  Item Type Item Mame System
Spotlight? Target? Rule Preceding Item?
1 Announcement Extension 1099 AvayaCM fes Mo Delete Mo

Issues

Close

Once the test has completed successfully and the previous screen is closed, click on Execute
Now at the bottom of the screen shown below to initiate the change to be made on pre-prod.

PG; Reviewed:

SPOC 11/13/2019

Execute or Schedule Config Package
Select the Execution details for Config Package 'announcement’

Environment: pre-prod b
Avaya CM
Avaya CM Username:  30000000000¢

Avaya CM Password: ssssnsssee

Reviewer: R. Hughes
Reference: CR4434
Notification EMail: support@rai.com

Terminate on Error?: (V]
Schedule?: ] Store for Execution?: [

Test Execute Now Cancel
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The following screen then appears showing the changes that are being made. This change can
then be viewed on the target system using a program such as SAT to display the new

announcement.

Configuration Package Execution History - announcement X
Start Time: 25 February 2015 11:01:08 (Env:pre-prod Ref:)| |V|
11:01:08 Starting Execution of Config Package ‘announcement’
11:01:08 Retrieving item from Spotlight: 'Extension 1099' (Announcement) (1 of 1)...
11:01:08 Processing item: 'Extension 1099 (Announcement). ..
11:01:11 Completed Execution of Config Package 'announcement’
Close
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9.5. Verify Spotlight Connection to Avaya Aura® System Manager

In the example below, changes to the Domain are being made. This domain will be copied, and
an additional domain called Blackchair.com will be created. Click on Domain below, this will
show the existing domains configured on System Manager.

Browse Environments
ACMRE1

SESSIONRSB1
S¥YSMANRSBL
SpotlightConfigFies

Spotlight Configuration Management

Indicators

“

- - e e e e e e

Item Name
Adaptation

Dial Pattern
Domain

Entity Link
Location

Regular Expression
Routing Palicy

SIP Entity

Time Range

Page 1 of 1

Licensed to: WIN-4RKSKDGTGEL

Back

Itemn Type
Adaptation Group

Dial Pattern Group
Dormain Group

Entity Link Group
Location Group

Reqular Expression Group
Routing Policy Group

SIP Entity Group

Time Range Group

Right-click on the domain to be copied and select Add to Config Package....

Spotlight Configuration Management

Licensed to: WIN-4RKIKDGTGEL

Browse Environments Indicators = Item Name Item Type
ACMRB1 devconnect.Incal Domain
SESSIONREL Edit Attachments
S CRIHL Add to Watch List
SpotlightConfigFiles
Add To Compare
Add to Config Package...
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Give a name to the Config Package and click on New.

Add to Config Package b

Config Package: domain| v

Mew Add again Cancel

The following Fields can be changed. Leaving a field blank will simply copy the equivalent field
from the existing domain. The new domain will be called Blackchair.com with new Notes

labelled for testing. Once the fields are entered, click on Save at the bottom right of the screen
(not shown below).

Item Feld Overrides - devconnect.local

Fields

Item 'devconnect.local' has the following fields available for override:

Default Domain: blackchair.com
Domain Type: SIP
Name: blackchair.com
Motes: for testing
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The following window appears where the User Name and Password for System Manager are
added and some information on who is making the changes. Click on Execute Now to initiate
the changes.

Execute or Schedule Config Package %

Select the Execution details for Config Package "domain”

Environment: SYSMANRS1 e
Avaya SMGR

User Name: admin

Password: sssssssee

Reviewer: Paul

Reference: CR1234

Notification Email: paul@avaya.com

Terminate on Error?:

Schedule: Store for Execution:
Current Scheduled
Start Time:
Execute Mow Cancel
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The following screen shows the changes have been made correctly as the Result is shown as OK
and is in green.

Configuration Package Execution Log *

Timestamp Message

13:59:10 Starting Execution of Config Package 'domain’
13:59:10 Analysing target location for Config Package 'domain’
13:59:10 Retriaving fem from Spotlight: 'devconnect.local (Domain) (1 of 1)...
13:59:10 Processing item: 'devconnect.local’ (Domain)} with action Create or Modify...
13:59:13 Completed Execution of Config Package 'domain’
Close
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10. Conclusion

These Application Notes describe the configuration steps required to integrate Blackchair
Spotlight Audit and Release Management with Avaya Aura® Communication Manager, using
the SMS connection on Avaya Aura® Application Enablement Services, and Avaya Aura®
System Manager. Please refer to Section 2.2 to see the compliance test results and observations.

11. Additional References

The following documents are available at http://support.avaya.com.

[1] Administering Avaya Aura® Communication Manager, Release 8.0.x, Issue 5, August
2019

[2] Avaya Aura® Communication Manager Feature Description and Implementation,
Release 8.0

[3] Administering and Maintaining Avaya Aura® Application Enablement Services Release
8.0

[4] Routing Web Service APl Programming Reference Release 8.0.1 Issue 2 December 2018

Information on the Avaya Aura® Application Enablement Services SMS SDK can be found by
navigating to this link https://www.devconnectprogram.com/

The AE Services System Management Service Fact Sheet can be found by searching for the
following file LB3873.pdf on the DevConnect website, https://www.devconnectprogram.com/.

Product information on Blackchair Spotlight can be found at http://www.thebackchair.com.
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12. Appendix

The Appendix contains information on the objects and operations that are supported for
Communication Manager, System Manager and Session Manager.

12.1. Communication Manager

The following objects and operations are supported for Communication Manager:

Object

Audit Create Amend

AAR Analysis

AAR Digit Conversion

Abbreviated Dialling Enhanced

Abbreviated Dialling Group

Delete

Agent Login

Announcement

X| X[ X[ X
X| X[ X

ARS Analysis

ARS Digit Conversion

Audio Group

Authorisation Code

Cabinet Mapping

COR

COS

Coverage Answer Group

Coverage Path

Coverage Time of Day

CTI Link

Customer Options

Dial Plan

Dial Plan Parameters

Feature Access Codes

Holiday Table

Hunt Group

Intercom Group

IP Interface

IP Services

Locations

Media Gateway

Off PBX Feature Name
Extension

X XY XXX XXX XX XXX XX XX XXX XX XXX XXX X X

Off PBX Station
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Pick Up Group

Public Unknown Numbering

Reason Code

Remote Access

Remote Call Coverage

Route Pattern

Signaling Group

Site Data

Station

Terminating Extension Group

Trunk Group

Uniform Dialplan

VDN

Vector

Vector Variables

VRT

X XXX XXX X XXX XXX XX

12.2. System Manager

The following objects and operations are supported for System Manager:

Object

Audit Create

Amend

Delete

Adaptation

Dial Pattern

Domain

Entity Link

Location

Regular Expression

Routing Policy

SIP Entity

Time Range

XX XXX XX XX
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12.3. Session Manager

The following objects and operations are supported for Session Manager:

Object

Audit Create Amend

Address Mapping Group

App Set

Application

ASM Instance

ASM Terminal Group
Parameters

Factory Set

Failover Group

Hostname Resolution IP

Initiation

Pattern to App Set

X XXX X[ XX X[ X[ X
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and
™ are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks
are the property of their respective owners. The information provided in these Application
Notes is subject to change without notice. The configurations, technical data, and
recommendations provided in these Application Notes are believed to be accurate and
dependable but are presented without express or implied warranty. Users are responsible for
their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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