AVAYA

Avaya Solution & Interoperability Test Lab

Application Notes for Configuring miALERT miLink Event
Management Server with Avaya IP Office Server Edition —
Issue 1.0

Abstract

These Application Notes describe the configuration steps required for miIALERT miLink
Event Management Server to interoperate with Avaya IP Office Server Edition. miIALERT
miLink Event Management Server is an emergency communication solution that provides two-
way speech between resident and nurse/aid and details of the emergency call.

In the compliance testing, mMIALERT miLink Event Management Server used the SIP Line
interface from Avaya IP Office to provide connectivity between resident and nurse/aid and
DevLink3 to provide details of the emergency call.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for miALERT miLink Event
Management Server to interoperate with Avaya IP Office Server Edition. mIALERT miLink
Event Management Server (EMS) is an emergency communication solution that provides two-
way speech between resident and nurse/aid and details of the emergency call. In the compliance
testing, EMS used the SIP Line (trunk) interface from Avaya IP Office (IP Office) to provide
connectivity between resident and nurse/aid and collected the emergency call details using
DevLink3 interface of IP Office.

EMS integrates with facility IP PBX, nurse call panels, room control units and pager alarm
system. It provides two-way speech patch between a patient call point and a nurse station when
an emergency call is activated by the patient call point. It also records this emergency call and
displays it in a user-friendly alarm report. EMS can also store pre-configured announcement and
play it back when the appropriate button like Menu or Activity is pressed at a patient call point.

When the resident user activates emergency on EMS via a call point to reach the nurse staff, the
call point originates a call to the nurse hunt group via EMS. After the call is connected to an
available nurse, the nurse can then accept the emergency notification and be connected to the
resident with two-way voice communication. EMS is connected to Avaya IP Office Server
Edition using SIP trunks. The detail of the emergency call is collected using DevLink3 and
stored in EMS.

The EMS can also be programmed for system announcements, for example a kitchen menu or
activities for the week. When the menu or activity button is pressed the residents will hear
through the nurse call speaker a pre-recorded message.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise voice network using IP Office.
The EMS uses a SIP Line to connect to the IP Office. See Figure 1 for a network diagram. When
a resident place an emergency call, one call leg generates a call between the resident and EMS
and another call leg generates a call between EMS and a nurse/aid. Both these calls are mixed in
EMS to provide a two-way speech path between the resident and a nurse staff. EMS is connected
to the IP Office via SIP trunk. A resident can also press the Menu or Activity button and hear a
pre-recorded message that is configured in EMS. EMS collects the details of the emergency call
using DevLink3 and publishes it in the Alarm list of EMS.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.
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Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with this Application Note, the interface between Avaya systems and
miLink Event Management Server did not include use of any specific encryption features as
requested by miALERT.

2.1. Interoperability Compliance Testing
The interoperability compliance test included feature and serviceability testing.

The feature testing focused on verifying the ability of EMS to connect calls between residents
and nurse stations placed from various call points. The verification included proper connected
two-way talk paths, proper call termination and proper call escalation. Verification also included
the proper connectivity for Menu and Activity buttons. Note that all nurse station and hunt
groups included both IP Office Primary and Expansions systems. The configuration of resident
call point with IP Office is not the scope of this application notes. Refer to Section 9 for details
of the same.

The testing also focused on verifying the ability of EMS to collect the call details of the
emergency call using DevLink3 and displaying the same in a user-friendly way.

The serviceability testing focused on verifying the ability of EMS to recover from adverse
conditions, such as disconnecting and reconnecting the network cable to the device.
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2.2. Test Results
All test cases were executed and passed with the following observations,

As per design feature of EMS, Transfer, Conference and Forwarding features are not
supported.

Only when Cancel button is activated at a call point, both legs of call will be terminated.
Disconnecting the call at the nurse station will only terminate the call leg between EMS
and the nurse station and will not terminate the call leg between call point and EMS.
When the Cancel button is activated, it was noted during compliance testing that it took
about 6-7 seconds for both call legs to be terminated by EMS to return the call point to an
idle state.

Allow Direct Media Path must be disabled at the SIP Line (trunk) between IP Office and
EMS and at SCN between Primary and Expansion for this solution. Refer to Section 5.5
for details.

During compliance testing, only the codec G711-MU was tested.

2.3. Support

Technical support on miIALERT miLink Event Management Server can be obtained through the
following:

e Phone: 1-855-382-8999
e Email: support@mialert.com
e Web: http://mialert.com/
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3. Reference Configuration

As shown in the test configuration below, the EMS solution consists of a SIP Line connectivity
to Avaya IP Office.

Different types of call points like miSip Resident Unit, miPatient 4B, miPatient 2B, Wired Pull
Cord etc. were used to generate emergency calls.

Extensions on Primary and Expansion acting as Nurse Stations

Avaya 1140E IP (SIP) Avaya 1608LIP (H323) Avaya 1140E IP (SIP)

Avaya 9641G IP (H323) Deskphone on Primary Deskphone on Expansion Deskphone on Expansion

Deskphone on Primary

LAN LAN
]
| iLink Event M ts . s
i Avaya IP Office ServerEdition milink Event Management server o =
H 10.10.97.41 (Primary) 10.10.98.158 L — |
1 N -
é: miSip Resident Unit miDome Wired
i
H
____ = ]
Avaya IP Office 500V2 —
10.10.97.44 [ o Lo §
(Expansion) o ° .
miPatient 4B miPatient 2B Wired Pull Cord
miALERT Nurse Call System

Avaya 9508 Digital Deskphone

Figure 1: Avaya and miLAERT Reference Configuration
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment

Release/Version

Avaya IP Office Server (Primary)

11.0.0.2.0 build 23

Avaya IP Office 500V2 (Expansion)

11.0.0.2.0 build 23

Avaya IP Deskphones:

1140E (SIP on Server) 04.04.23.00
1140E (SIP on Expansion) 04.04.23.00
9641G (H323 on Server) 6.6604

1608L (H323 on Expansion) 1.3110

Avaya 9508 Digital Deskphone R60
mIALERT miLink Event Management Server installed 5 0.6900.23214

on Windows 10 Pro OS

Note: Compliance Testing is applicable when the tested solution is deployed with a standalone
IP Office IP500V2 and also when deployed with IP Office Server Edition in all

configurations.
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5. Configure Avaya IP Office

The document assumes that IP Office Server Edition has been installed and configured to work
with a 500V2 expansion. This section only describes the details on how to configure the IP
Office Server Edition (Primary) since the SIP trunk only needs to be established between
Primary and EMS.

Configuration and verification operations on the IP Office illustrated in this section were all
performed using Avaya IP Office Manager. For all other provisioning information such as initial
installation and configuration, please refer to the product documentation in Section 9. The
configuration operations described in this section can be summarized as follows:

Launch Avaya IP Office Manager
Verify IP Office license

Obtain LAN IP address

Enable SIP trunks

Administer SIP line

Administer incoming call route
Administer short code

Save Configuration

Enable DevLink3
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5.1. Launch Avaya IP Office Manager

From a PC running the IP Office Manager application, select Start > Programs - IP Office >
Manager to launch the Manager application. Select the proper IP Office system, and log in using
the appropriate credentials (not shown). The Avaya IP Office Manager for Server Edition
screen is displayed as shown in the screen below. Click on Configuration that is highlighted on
the right side of the screen below.

E Avaya IP Office Manager for Server Edition DevCon IPO Sevl [11.0.0.2.0 build 23]

File Edit View Tools

Help

25-HEEREAl v o3

Solution -

Configuration

| F

= Server Edition

=K BOOTP (7)

(-4 Operator (3)

-4 Solution
B User (47)
[+-5§ Group(8)
(8% Short Code(60)
----- #m Directory(0)
£ Time Profile(0)
[+ Account Code(1)
=-§i3 User Rights(13)
[E-E8 Location()
[#-%%¢ DevCon IPO Sevl
%7 DevCon IPOS Exp

Summary Open... .

= Hardware Installed
Control Unit: IPO-Linux-PC
Secondary Server: NOME
Expansion Systems: .44
System Identification:

= System Settings
IP Address: 41
Sub-Net Mask: 255.255.255.240
System Locale: United States (US English)
System Location: 4: BVWFLR 15613
Device ID: 1
MNumber of Extensions on System: 28

Solution
® Primary Server DevCon IPO Sevl 41
# Expansion System DevCon IPOS Exp 44 Bothway

Primary Link Users Configured Extensions Configured

47
28
19

]
.J- System Status

E Voicemail Administration

@ Resiliency Administration

_'!g On-boarding
1? IP Office Web Manager

@ Heb

ﬂ/‘\_ Set All Nodes to Select

< Set All Nodes License Source
7

66
28
38

K Cance Help
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5.2. Verify IP Office License

Once the Avaya IP Office Manager for Server Edition screen is displayed, from the
configuration tree in the left pane, select the Primary System, which in this case is DevCon IPO
Sev1 and click on License to display the License screen in the right pane. Verify that the
Feature for SIP Trunk Channels Status is “Valid”, and that the Instances value is sufficient
for the desired maximum number of simultaneous calls. If there is insufficient capacity of SIP
Trunks, contact an Avaya representative to make the appropriate changes. Also ensure the same
for CTI Link Pro license.

ol Avaya P Office Manager for Server Edition DevCon IPO Sev1 [11.0.0.2.0 build 23] — O X

File Edit View Tools Help

A B8] v

DevCon PO Sevl - License < =
Configuration | [ v
i -R BOOTP (7) License  Remote Server
#-¢/ Operator (3) %
;"L'F' Solution License Mode License Normal
@ User(47) ) )
+a Group(®) Licensed Version 11.0
+-8X Short Code(80) PLOSHostD [
- Directory(0) . "
| Time Profile(D) PLDS File Status ~ Valid
- Account Code(1)
+=' User Rights(13) Feature K Instances  Status  Expiration Date  Source A
-8 Location(6) & P Add..
S5 DevCon IPO Sevl Receptionist NA 4 Valid MNewver PLD5 Modal
+’-; System (1) Additional Voicemail Pro Ports N/A 152 Walid MNever PLDS Modal Remove
+T-‘\ Line (10) VMPro Recordings Administrators MN/A 1 Valid Mever PLDS Modal
-+ Control Unit (3) Office Worker NA 384 Valid  Mever PLDS Modal
]
+f Sf:r”a;)” 8 Avaya Softphone Licence N/A 100 Valid  Never PLDS Nodal
+ﬂ Group (5) VMPro TTS Professional MN/A 40 Valid Mever PLDS Modal
+'x Short Code (21) Power User MN/A 384 Valid Mever PLDS Modal
@ Service () Avaya IP endpoints MFA 384 Valid Mewer PLDS Modal
44 Incoming Call Route (12) SIP Trunk Channels MNFA 128 Valid  Mever PLDS Modal
:“:--II Eiﬂfég CTl Link Pro NA 10 Valid  Never PLDS Nodal
+ t{‘ ARS (3) 3rd Party IP Endpoints MN/A 384 Valid Mever PLDS Modal ©
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5.3. Obtain LAN IP Address

From the configuration tree in the left pane, navigate to DevCon IPO Sevl - System (1) to
display the DevCon IPO Sevl1 screen in the right pane, where DevCon IPO Sevl is the name of
the IP Office Primary system. Select the LANL1 tab, followed by the LAN Settings sub-tab in the
right pane. Make a note of the IP Address, which will be used later while configuring EMS in
Section 6.1. Note that IP Office can support SIP trunks on the LAN1 and/or LANZ interfaces,
and the compliance testing used the LAN1 interface.

E Avaya IP Office Manager for Server Edition DevCon IPO Sev1 [11.0.0.2.0 build 23] — O *

File Edit View Tools Help

AEEE] v

DevCon IPO Sevl + System ~ DevCon IPO Sevl -

Configuration ‘ g DevCon IPO Sev1* £ v <>
+‘!‘ BOOTP (7) - Systern  LANT  [AN2Z  DNS Voicemail Telephony Directory Services System Events Sk ¢ |+
+-¢7+ Operator (3)

;---’-j:- Solution LAN Settings  VolP MNetwork Topology
o-§  User(47)

8% Short Code(60)

- Directory(0) P Mask = = B B
I Time Profile(0)
-8 Account Code(1)
+§| User Rights(13) Mumber Of DHCP IP Addresses |5 o
+- &8 Location()
- ' DevCon IPO Sevl DHCP Mode
% System (1 () Server (O Client (® Disabled Advanced
w520 DevCon IPO Sevl
#-17 Line (10)
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5.4.

Enable SIP Trunks

Select the Vol P sub-tab and ensure the configuration is as shown below:

Check SIP Trunks Enable box.
Check SIP Registrar Enable box.
Domain Name: During compliance testing “bvwdev.com” was used.

Check UDP protocol with the correct port numbers. During testing only UDP was used.

I Avaya [P Office Manager for Server Edition DevCon IPO Sev1 [11.0.0.2.0 build 23] — O X
File Edit View Teools Help
2 A EE L] v
DevCon IPO Sevl ~ System ~ DevCon PO Sevl <
Configuration | 7 DevCon IPO Sev1” (& v [ < | >
» BOOQTR(7) Systen LANT  |AN2  DNS  Voicemail Telephony Directory Services Systern Events SMTP Sk ¢ | *
Operator (3]
-5 Selution LAN Settings VelP Network Tepology
H-§  User(d7) ~
-5 Group(8) H.323 Gatekeeper Enable
ER Sl'.wrt Code(80) 1 Auto-create Extension Auto-create User [ H.323 Remote Extension Enable
----- == Directory(0)
-1 Time Profile(0) H.323 Signaling over TLS |Disab|ed v| 1720 o
[+ Account Code(1)
-fy User Rights(13)
[ Location(s) [ SIP Trunks Enable ]
=1-%20 DevCon IPO Sevl .
&%= System (1) SIP Registrar Enable
iti5) DewCon IPO Sevl |:| Auto-create Bxdension/User |:| SIp
17 Line [10)
-2 Control Unit (9) [SIP Dormain Mame |b\fwdw-com I
[+ Extension (28]
E-g User (29) SIP Registrar FQDN |bvwdev.com
-5 Group (5)
-8 Short Code (21) (&4 voe uDp Port 5060 | :
-G8 Service (0)
- Incoming Call Route (12) Layer 4 Protocol TCP TCP Port  |3080 > v
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5.5. Administer SIP Line

From the configuration tree in the left pane, right-click on Line and select New = SIP Line
from the pop-up list to add a new SIP line (not shown). During compliance testing Line 11 was

added. Select the SIP Line tab in the right pane and configure the following:

e |ITSP Domain Name: IP address of EMS.
e Enter a valid description in the Description field (optional).

Retain default values for all other fields.

t Awaya IP Office Manager for Server Edition DevCon IPO Sevl [11.0.0.2.0 build 23]

File Edit View Tools Help

HE2E] v

DeviCon IPO Sevl = Line -n =
Configuration | 7 SIP Line - Line 11* g - XK v <>
BOOTPR (7) # | SIPLine Transport Call Details VolP  SIP Credentials SIP Advanced Engineering
Operator (3) ~
¥ Solution Line Mumber " o In Service
E-f Userdn)
-3 Group(8) ITSP Domain Name |1n.1u93.153 \ Check 005
[-@% Short Code(60)
- Directory(D) Local Domain Mame | ‘
F.“\ Time Profile(0) Session Timers
&1 Account Code(1) URI Type SIP URI V
=-fi3 User Rights(13) i Refresh Method Auto
- Location(6) Location Cloud ~
=% DevCon IPO Sevl Timer (sec) On Demand
- 527 Systern (1)
Prefix | ‘
National Prefi o \
International Prefix |DD ‘
Country Code | ‘ Redirect and Transfer
Name Priority System Default - Incoming Supervised REFER Auto
iy Description |miLAERT ‘ Outgeing Supervised REFER Auto
-2 Control Unit (9) Send 302 Moved Temporarily O
-4 Extension (28) . .
Out Blind REFER
[ ﬁ User (29) utgoing Blin O
(-5 Group (5)
[-@% Short Code (21)
4 Service (0) e
[ @ Incoming Call R < E
-1l IP Route (1)
% License (69) QK Cancel Help
[ ARS (3)
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Select the Transport tab in the right pane and configure the following:

e |ITSP Proxy Address: IP address of EMS.

e Under Network Configuration = Layer 4 protocol, select “UDP” and its Send Port as

“5060”.

Retain default values for all other fields.

f Avaya IP Office Manager for Server Edition DevCon IPO Sevl [11.0,0.2.0 build 23] — O *
File Edit View Tools Help
- AEEQ] v -
DevCon IPO 5evl ~ Line - "
Configuration 7 SIP Line - Line 11* =RAC IR SR ARRE:
---3 BOOTP (7) # i SIP Line Transport Call Details VolP  SIP Credentials SIP Advanced Engineering
-7 Qperater (3)
=)0 Solution ITSP Proxy Address |10.10.98.158
E-§  User(47)
(5§ Group(®) N
8% Short Code(60) Metwiork Configuration
""" @z Directory(0) Layer 4 Protocal upP =
= Time Profile(0)
(-8 Account Code(l Use Network Topology Infe | None Listen Port (3060 =
E-§ig User Rights(13)
- Location(6) Explicit DNS Server(s) 0 . 0 . 0
=437 DevCon IPO Sev
$...>.“, System (1) Calls Route via Registrar
-9 Line (10)
Separate Registrar |
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Select the Call Details tab and under SIP URIs click on Add to display the New URI section as
shown below. Enter an unused group number such as “11” for Incoming Group and Outgoing
Group. Set Max Sessions to the maximum number of simultaneous calls allowed, during
compliance testing “10” was configured. Retain the default values in the remaining fields. Click
OK.

v
File  Edit View Tools Help

A @& [A] v

DevCon IPO Sevl - Line |1 < ol
Configuration 7 SIP Line - Line 11* e @ X v <>
@ a BOOTP (7) * | SIP Line Transpu\l’DIP SIP Credentials SIP Advanced Engineering
ol SIP URIs
@ & Userid]) | URl Groups Credential Lecal URI Contact P Asserted ID P Preferred ID Diversion Hs‘ [—Tl h . x
_ E-i% Grouni®)
W sipLine- 11 | Call Details | SIP URI X
New URI
Incoming Group _ Max Sessions 10 =
Outgoing Gmup 11
Credentials 0: <None: ~
Display Contert Field meaning
Outgoing Calls Forwarding. Twinning Incoming Calls
Local URI |'“'-rto V| |""LrtD V| Caller ~ | | Original Caller v | [Called v
Ciakace [uto | [Auto ~| [Callr ~ | |Onginal Caler v |caled v
PAsseted D[] Mone Mone None None Mone
PPrefemed ID [ Mone Mone: None None None
Diversion Header [] Mone None None Nane None
P Remote Party ID [] Mone None Hooe None Mone
i oK Cancel Help
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Select the Vol P tab. The default Codec Selection in the system is shown below and the same
was used for compliance testing. In the VolIP tab ensure that for DTMF Support,
RFC2833/RFC4733 is selected from the drop-down menu. Disable the Allow Direct Media
Path field and for Media Security, select Same as System (Preferred) from the drop-down
menu. Retain default values for all remaining fields. During compliance testing only, the G.711

ULAW codec was tested.

Note: The Allow Direct Media Path field in both the SCN line between Primary and Expansion

also needs to be disabled.

t Avaya [P Office Manager for Server Edition DevCon IPO Sev1 [11.0.0.2.0 build 23]
File Edit View Tools Help

A@EaEs] v

DevCon PO Sevl - Line -1 <

Configuration | 7

SIP Line - Line 11*

a BOOTP (7) SIP Line Transport Call Details VolP  SIP Credentials SIP Advanced Engineering
(47 Operator (3)
-2 Solution

@ User(47)
(-5 Group(8)
- @% Short Code(60] Codec Selection System Default
----- =u Directory(0)

-1 Time Profile(0)

H-8l Account Code(1) G.711 ALAW 64K S G-:” ULAW 64K
]ﬁ 3 User Rights(13) G..?ZQ(E] 8K CS-ACELP
% Lacation(6) G.722 84K

DevCon IPO Sevl

Fax Transport Suppoert | T38

DTMF Support RFC2833/RFC4733

£ Control Unit (€ . i 5
-4 Extension (28) Media Security Same as System (Preferred)

H-5 Group (3)
H-@% Short Code (21
----- B Service (0)
EJ'"@ Incoming Call RTP
=-Jill IP Route (1) e
""" %2 License (69)
- ARS (3) .
[+-E8 Location (8)
D"'m Authorization -
[#-%57 DevCon IPOS Exp

£
[
E]---a User (29) Advanced Media Security Options Same As System
£
£

Local Hold Music
Re-invite Supported
[ Codec Lockdown
[] Allow Direct Media Path
Force direct media with phones

[] PRACK/100rel Supported
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5.6. Administer Incoming Call Route

From the configuration tree seen in the left pane, right-click on the Incoming Call Route. Select
New from the pop-up list (not shown) to add a new route. For Line Group ID, select the
incoming group number from Section 5.5, in this case “11”. Retain default values for all other

fields.

f Avaya IP Office Manager for Server Edition DevCon PO Sevl [11.0.0.2.0 build 23]

Edit View Tools Help
254 R[S v -

DevCon PO Sevi * Incoming Call Route - =
Configuration =
‘!‘ BOOTP (7) Standard  Voice Recording Destinations
[H-{# Operator (3)
EI---*-;.J Eulutiun
[+~ Userd7) e - -
a Group(d) Bearer Capability Any Voice
-9 Short Code(60) | Line Group ID i v
s Directory(0)
£ Time Profile(0) Incoming Number | |
(-8 Account Code(1)
E; User Rights(13) Incoming Sub Address | |
[H-BE Location(6) _
%% DevCon IPO Sevl | mcoming CLI | |
...s--v::- S:.,rster'n i Locale o
-9 Line (10)
-+ Control Unit (£ prigrity 1- Low “
-4 Extension (28)
m-§ User (29) Tag | |
a Group (5)
8% Short Code (21 Heold Music Source holdmusic e
- Service (0) _ _
EI@ Incoming Call Ring Tone Override |N|:|r1e v|
H ..... @ 2
o @
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Select the Destinations tab. For Destination, enter “.” to match any dialed number from EMS
and click on the OK button (not shown) to complete the configuration.

I HAwaya IP Office Manager for Server Edition DevCon IPO Sevl [11.0.0.2.0 build 23]
Edit View Tools Help

254 BEEA v -

DevCon IPO Sevl * Incoming Call Route - N =
Configuration h=

"'H‘ BOOTP (V) Standard Voice Recording Destinations

[*-¢% Operator (3)

E|s-,_hh Solution TimeProfile  Destination Fallback Extension
a User(47) 3 Default Value |, e

@ Group(8)

“ Short Code(B0)

----- sz Directory (D)

£ Tirme Profile(0)
- Account Code(1)
w-§5 User Rights(13)
ﬁ Location(B)
L;—_I---*-y DevCon IPO Sevl
'"""u System (1)
T:',' Line (10)

= Control Unit (£
[+ -4 Extension (28)
=@ User (28)
ﬁ Group (3)
G+-8% Short Code (21
G Service (0)
EI@ Inceming Call
@ 1
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5.7. Administer Short Code

From the configuration tree in the left pane, right-click on Short Code and select New from the
pop-up list (not shown) to add a new short code to route calls to EMS. In the compliance testing,
78xxx dialing plan was used for calls to be routed over the SIP trunks to EMS.

Configure the following values:
Enter “78N;”.

Keep the default value of “Dial”.
e Telephone Number: Enter “.”.

Select “11” which is the outgoing group number configured in
Section 5.5.

e Code:
e [Feature:

Line Group ID:

Retain default values for all other fields and click on OK (not shown) to complete the
configuration. Configure the same short code on the Expansion system. However, note that the
Line Group in the Expansion will depend on the Line number that is configured for SCN to
connect to the Primary

File

Edit  View Tools

I Avaya [P Office Manager for Server Edition DevCon [PO Sevl [11.0.0.2.0 build 23]

Help

A @] v -

+;----’--;- System (1)
-7 Line (10)

<= Control Unit (9)
+® Extension (28)
+-§  User (29)

5§ Group (5)
=-8X Short Code (21)

Force Authorization Code [

DevCon IPO Sevl * Short Code - T8N -
Configuration ‘ = 78N;: Dial
=& BOOTP (7) ~ | Short Code
-4 Operator (3)
=20 Solution Code |?3NJ |
w-§  User(47)
-8 Group(d) Feature Dial hd
+-8% Short Code(60)
_____ o Directory(0) Telephone Number | |
£ Time Profile(0)
i 11
+-@ Account Code(1) Line Group ID |. V|
-§i5 User Rights(13) Locale v
-85 Location()
=% DevCon IPO Sevl Force Account Code O
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5.8. Save Configuration

Navigate to File = Save Configuration (not shown) in the menu bar at the top of the screen or
click on the Save Icon as shown below to save the configuration performed in the preceding

sections.

'i Avaya IP Office Manager for Server Edition DevCen IPO Sev1 [11.0.0.2.0 build 23]
File Edit View Tools Help

Lo-dHIEEW v - E

5.9. Enable DevLink3

For EMS to collect the call details in real time for any emergency calls, the DevLink3 interface
needs to be enabled. This needs to be enabled on both Primary and Expansion Systems. Below
explanation is only shown for Primary.

From Avaya IP Office Manager for Server Edition, navigate to File > Advanced -> Security
Settings as shown in the screen below.

l_l': HAovaya |P Office Manager for Server Edition DevCon IPO Sevl [11.0.0.2.0 build 23]
File | Edit View Tools Help
Open Configuration... Ctrl+0
Close Configuration - .
M = Save Configuration Ctrl+5 e
L Save Configuration As.., Server Edition
Change Working Directory... nmary
Preferences...
Offline k
Advanced L4 | Erase Configuration (Default)
Backup/Restore J Reboot...
Import/Export » Systern Shutdown...
Exit Audit Trail...
=3 Security Settings...
Erase Security Settings (Default)
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Select System and under the Unsecured Interfaces tab ensure that TAP1/DevLink3 box is
selected as shown below.

t Avaya IP Office Manager for Server Edition - Security Administration - DevCon IPO Sev [11.0.0.2.0 build 23] [Administr.., — O x
File  Edit View Help

Security Settings System: DevCon IPO Sev1 S
= ;i Securty System Details Unsecured Interfaces  Certificates

B Gereral L e ”

5 System (1) System Password | | Change

@ Services (7) - Voicemail Password | .................... | Change L\\

m Rights Groups (17)

-y Service Users (13) Manitor Passward | """""""""" | Change [] Use Service User Credentials

Application Controls

TFTP Server 1Y Devlink [1 [TAPI,-’DevIJnkE h
TFTP Directory Read i\ HTTF Directory Read Mﬁ
TFTP Voicemail A HTTP Directory Write [] 1%

Application Support

Application Active  Limitations
Legacy Voicemail w
Voicemail Lite L4
TAPI v
DevLink L4
Metwork Viewer w

Select Rights Groups and select the Administrators Group. In the Telephony APIs tab ensure
that DevLink3 box is selected as shown below. Then click on OK (not shown) and save the
settings. Repeat this entire process on IP Office Expansion system.

o General

[ System (1)

- Services (7)
m Rights Groups (17)
h Service Users (13)

t Avaya P Office Manager for Server Edition - Security Administration - DevCon IPO 5Sev1 [11.0.0.2.0 build 23] [Administr... — O >
File Edit View Help

Security Settings Rights Group: Administrator Group B~ | X ==

=~ Securty Group Details Corfiguration Security Administration  System Status  Telephony APls  HTTP  Web Services  Extemal

IP Office Service Rights
[] Enhanced TSP Access
Devlink3

[ Location API
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6. Configure miALERT miLink Event Management Server
This section provides the procedures for configuring miALERT miLink Event Management

Server.

For detail provisioning information such as initial installation and configuration, please refer to
the product documentation in Section 9. The procedures fall into the following areas:

Configure the miAlertCallService.exe configuration file
Login to EMS Web Interface

Configure Escalation List

Configure Facility List
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6.1. Configure the miAlertCallService.exe Configuration File

The miAlertCallService.exe configuration file is typically located under the \Program Files
(x86)\LiveSentinel\miAlertCallService directory. This file is used to configure the SIP Domain,
SIP Users, Devices that call into EMS, CDRType etc. During compliance testing the following
values were configured in this file.

e [P Address of IP Office Primary System for “SipDomain”.

e “SipUsers” field is SIP ID of SIP Trunk or list of sip extensions to use. During
compliance testing 78000 was configured since 78xxx was the short code created in
Section 5.7 for IP Office to dial EMS.

o “SipDefaultDevType” allows for setting device type of other numbers dialing thru to
EMS server on trunk.

e “CDRType” is used to obtain call detail from DevLink3 for an emergency call. The
format of the CDRType argument is “Avaya:port:user:password”.

<miAlertCall.Properties.Settings>
<setting name="EMSServer" serializeAs="String">
<value>http://127.0.0.1/api</value>
</setting>
<setting name="SipDomain" serializeAs="String">
<value>10.10.97.41</value>
</setting>
<setting name="SipUsers" serializeAs="Xml">
<value>
<ArrayOfString xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<string>78000</string>

</ArrayOfString>
</value>
</setting>
<setting name="SipDefaultDevType" serializeAs="Xml">
<value>

<ArrayOfString xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<string>78004,08,1</string>
<string>78005,1A,1</string>
<string>78006,1C,1</string>
<string>78007,1E,1</string>
<string>78008,0C,1</string>
</ArrayOfString>
</value>

</setting>
<setting name="CDRType" serializeAs="String">
<value>Avaya:50797 :Administrator:xxxx</value>
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6.2. Login to EMS Web Interface

The miLink Event Management Server can be configured using a web interface. To access EMS,
enter the IP address of EMS in a browser and login to the unit with the correct credentials as

shown below.

miAlert EMS

Use a local account to log in

L1vE SENTINEL

The miAlertEMS main page is displayed as shown below.

miAlertEMS

n Installer - Dashboard

Online
# Home

|#* Dashboard .
miAlert Demo3

Maps { c

NUMBER OF ALARMS
36

AVERAGE RESPONSE ...
00:00:51

n Installer - I}.
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6.3. Configure Escalation List

In the main miAlertEMS page, click on the Escalation List on the left as shown in the screen
below. On the right side, The Escalation List names are seen. During compliance testing an
escalation list by the name of mMIALERT Demo was created. Click on the edit button to
configure this escalation list.

n Installer - Al

miAlertEMS

n Installer -

Online

# Home

The Escalation List B8 Export to Excel == Add new record

s First Call Delay . -
Name Call Retry Secs e Maximum Tries
Unknown Device &0 0 o @ |1 ﬁ'
¢ Call Pt Prompts
Call Points
Call Point Bases
I Facility List
@ Department List
& Escalation List
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In the Add new record screen, configure the following values.

e Priority: Select “Highest” from the drop-down menu.

e Call Extension: During compliance testing, a hunt group “26001” was
configured in IP Office.

e Maximum Ring time (Sec): During compliance testing, a time of “30” seconds was
configured.

Retain default values for all other fields and click on Save.

Add new record

Priority
Highest ¥

Call Extension
26001

Maximum Ring Time (Sec)
30

Only For Code

Time Range Start
Time Range End

Sun
#| Sun

Mon
#| Maon

Tue

#| Tue
Wed
#| wed
Thu

#| Thu

Fri
#| Fri

Sat
¥ Sat
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6.4. Configure Facility List

The facility list is created so that when a resident activates the Menu or Activity button at their
call point, a message is read to them. The message is configured in the EMS facility list and
when activated, it does a text to speech conversion.

To configure a facility list, in the main miAlertEMS page click on Facility List on the left as
shown in the screen below. On the right side, The Escalation List is seen. During compliance
testing a facility list with the description mMIALERT Demo3 was created with messages in the
Menu Today and Activities Today section.

miAlertEMS = €0 instaler- O

n Installer - - (o
Online

B Export to Excel = Add new record

l#* Dashboard Descriptifh  Menu Today Activities Today

Today's menu is chicken or fish Activities today are bingo and scrabble

% Maps

miAlert
Demo3

n > >> Gotopage: |1 ¥|Rowcounti[10 ¥ Showing 1-1 of 1

callp

Q@ Trigger List

I Facility List
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of Avaya IP
Office and mIALERT miLink Event Management Server.

From IP Office Manager server, launch IP Office System Status and login to the required IP
Office, in this case the Primary System (not shown). Navigate to Trunks and select the trunk
that was configured to connect to EMS. Screen below shows the trunk In Service and
description of an active call in the channel section.

:i PAvaya IP Office System Status - DeviCon (PO Sevl

AVAYA

Help Snapshot LogOff Exit About

Line:

Line:

Line: 3
Line: 10

»
Line: 12
Line: 13

Line Service State:

Peer Domain Mame:
Resolved Address:

Line Number:

Number of Administered Channels:
Number of Channels in Use:
Administered Compression:
Enable Faststart:

Silence Suppression:

Media Stream:

Layer 4 Protocol:

SIP Trunk Channel Licenses:

Locations

SIP Trunk Channel Licenses in Use:
SIP Device Features:

Chan... U...Call Curr...

Ref

State

Status  Utilization Summary Alarms

Time in Remote Media Codec
Address

- IP Office Linux PC 11.0.0.2.0 build 23 - O X

IP Office System Status

SIP Trunk Summary

In Service
10,10.98.158
10.10.98.158
11

10

2

G711 Mu, G729 A, G722
off

Off

Best Effort
uopP

128

@~
0

REFER (Incoming and Qutgoing), UPDATE {Incoming and Qutgaing)

Direction Ro... R...R.. T.. T..
of Call

Conn... Caller ID ar  Other Party
Dizled Digits  on Call

1 1 | 317 (Conn...|00:0,., |10,10,98,158 |G711Mu| YCM Extn 26027, Rq Outgoing | Ims |D. | o | oo [ A

2 1 | 318 |Conn...|00:0... [10,10,98.158 |GF11Mu| VCM (20027@13... [Extn 26009, Pr Incoming | Oms Q...

3 Ide |2da... ]
Trace Trace All Pause Ping Call Details Graceful Shutdown Force Qut of Service Print...
Save As...

Online

10:41:03 AM

For feature verifications, from a call point activate a call to the nurse hunt group (such as pulling
the cord or pressing the emergency button, depending on the type of call point). Verify that the
call is ringing at an available nurse. Answer the call at the nurse and verify two-way speech path.
Once the call is completed, press the cancel button and verify that the call is terminated properly.
Verify that the call follows the proper escalation path as configured in EMS if a call is not
answered at the called nurse station. Verify that the call follows the proper overflow path
configured in IP Office if a call is not answered by any nurse stations of the called nurse hunt

group.
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From a call point, activate the menu or activity button and verify that the proper pre-recorded
message is heard. Once the recording is completed, press the cancel button and verify that the
call is terminated properly.

From the EMS alarm list, verify that the alarm shows all the correct values for an emergency call
made from a call point to a nurse station. Screens below show an Active Alarms and a list of
Alarms with all the required call details once the emergency call has been completed.

miAlertEMS n Installer -

n Installer -

Online

Call Paint Description Event Base Duration w Ack
. Pe-26027 Emergency Call Alarm Main Department 00:00:27
n = => Gotopage: |1 ¥ |Rowcount:|10 ¥ Showing 1-1 of 1
L\ Active Alarms ] b
} Alarms | Cancel all selected alarms

miAlertEMS O mstatier-  2F

n Installer -

Online

Call Point: Description: Start:| mm/dd/yyyy

mm/dd /yyyy | Load Records H Clear Search ‘
The Alarm List ER Export to Excel = Add new record
IE’:IiL| Description Event Code Device Base Antenna E:::nl -E‘[»it:’lr: - #i(mke $i“r:e Duration :ervlced
® Alarms Pe Al EMEroensy pongant M M 1 ;msz-u émsz-o émsz-o 00:01:16 26009 ¢ [ W
26027 M call =N9SM pepartment 0" = = = ok b=

10:30:09 : 10:31:10 : 10:31:25

8. Conclusion

These Application Notes describe the configuration steps required for miALERT miLink Event
Management Server to interoperate with Avaya IP Office Server Edition. All feature and
serviceability test cases were completed successfully with observations noted in Section 2.2.
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9. Additional References
This section references the product documentation relevant to these Application Notes.

Product documentation for Avaya products may be found at http://support.avaya.com.

[1] Deploying IP Office™ Platform Server Edition Solution, Release 11.0, May 2018.

[2] Deploying IP Office Essential Edition (IP500 V2), Release 11.0, 15-601042 Issue 331 -
(Tuesday, December 4, 2018).

[3] Administering Avaya IP Office™ Platform with Manager, Release 11.0, Issue 17a, August
2018.

[4] IP Office™ Platform Description of Devlink3 API Introduced in Release 10.0, Issue 1.0.

[5] Application Notes for Configuring miALERT miSip Resident Unit with Avaya IP Office
Server Edition, 2019.

Product Documentation for mMiIALERT can be obtained by directly contacting miALERT.
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