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Abstract

These Application Notes describe the procedures for configuring Biamp Tesira SVC-2 which
was compliance tested with Avaya Aura® Communication Manager and Avaya Aura® Session
Manager.

The overall objective of the interoperability compliance testing is to verify Biamp Tesira SVC-
2 functionalities in an environment comprised of Avaya Aura® Communication Manager,
Avaya Aura® Session Manager, various Avaya H.323 and SIP IP Deskphones.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the procedures for configuring Biamp Tesira SVC-2 which
was compliance tested with Avaya Aura® Communication Manager and Avaya Aura® Session
Manager.

The Tesira SVC-2 is an add-on card to the Tesira Server-10 platform. It enables conferencing
over VolIP directly from Tesira SERVER-IO, with two channels of VVolIP interface per card.
Tesira SVC-2 allows Tesira SERVER-10 to connect directly to IP-based phone systems and
eliminate the need for VVoIP adapters.

During the compliance test, Tesira SVC-2 was tested as a SIP endpoints solution, thus endpoints
registered to Avaya Aura® Session Manager

For further details on Tesira SVC-2 configuration steps not covered in this document, consult

[4].

2. General Test Approach and Test Results

All test cases were performed manually. The general approach was to place various types of
calls to and from Biamp Tesira SVC-2. Biamp Tesira SVC-2 operations such as inbound calls,
outbound calls, hold/resume, DTMF, codecs (G.711Mu, G.729, G.722), media shuffling, TLS
registration, SRTP, and Biamp Tesira SVC-2 interactions with Session Manager,
Communication Manager, and Avaya SIP and H.323 telephones were verified.

For serviceability testing, failures such as cable pulls and resets were applied.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability compliance test included feature and serviceability testing. The feature
testing evaluated the interoperability between Biamp Tesira SVC-2, Session Manager, and
Communication Manager. The serviceability testing introduced failure scenarios to see if Biamp
Tesira SVC-2 could resume after failure.
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2.2. Test Results
All test cases passed. Test included TLS registration and SRTP.

2.3. Support
Technical support for Biamp Tesira SVC-2 solution can be obtained by contacting Biamp at:

e http://www.biamp.com/support/index.aspx
e (800)-826-1457

3. Reference Configuration

Figure 1 illustrates a sample configuration consisting of an Avaya S8300D Server, an Avaya
G450 Media Gateway or Avaya Aura® Media Server, a Session Manager Server, and Biamp
Tesira SVC-2. The solution described herein is also extensible to other Avaya Servers and
Media Gateways. For completeness, Avaya 96x0/96x1 Series H.323 IP Deskphones, and Avaya
96x0/96x1 Series SIP IP Deskphone, are included in Figure 1 to demonstrate calls between the
Biamp Tesira SVC-2 and Avaya SIP and H.323.

Note: an assumption was made that a sip trunk between Communication Manager and Session
Manager has been already configured prior to testing. For a basic SIP trunk configuration
between Communication Manager and Session Manager, refer to [1] and [2].
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Figure 1: Test Configuration of Biamp Tesira SVC-2
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4. Equipment and Software Validated

The following equipment and software were used for the test configuration.

Equipment/Software

Release/Version

Avaya Communication Manager on Virtual
Environment
Avaya G450 Media Gateway

7.0 (R017x.00.0.441.0)
37.19.0

Avaya Aura® System Manager on Virtual 7.0.0.0.3929
Environment
Avaya Aura® Session Manager on Virtual 7.0.0.0.700007
Environment
Avaya Aura® Media Server 7.7.0.226
Avaya 96x0 and 96x1 Series IP Deskphones

9620 (H.323) 3.25

9621G (H.323) 6.6
Avaya 96x0 and 96x1 Series SIP Deskphones

9611G 7.0.0.39

9650 2.6.14
Biamp Tesira Firmware (Tesira Server-10) 2.4.0.60
Biamp VolP Software (Tesira SVC-2) 1.3.0.20

5. Configure Avaya Aura® Communication Manager

This section describes the procedure for setting up a SIP trunk between Communication Manager
and Session Manager. The steps include setting up an IP codec set, an IP network region, IP node
name, a signaling group, a trunk group, and a SIP station. Before a trunk can be configured, it is

necessary to verify if there is enough capacity to setup an additional trunk. The highlights in the

following screens indicate the values used during the compliance test. Default values may be

used for all other fields.

These steps are performed from the Communication Manager System Access Terminal (SAT)
interface. Biamp Tesira SVC-2 and other SIP telephones are configured as off-PBX telephones

in Communication Manager.
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5.1. Capacity Verification

Enter the display system-parameters customer-options command. Verify that there are
sufficient Maximum Off-PBX Telephones — OPS licenses. If not, contact an authorized Avaya
account representative to obtain additional licenses

display system-parameters customer-options Page 1 of 12
OPTIONAL FEATURES

G3 Version: V17 Software Package: Enterprise
Location: 2 System ID (SID): 1
Platform: 28 Module ID (MID): 1

USED

Platform Maximum Ports: 6400 193
Maximum Stations: 2400 45

Maximum XMOBILE Stations: 2400 O

Maximum Off-PBX Telephones - EC500: 9600 1
Maximum Off-PBX Telephones - OPS: 9600 20

On Page 2 of the form, verify that the number of SIP trunks supported by the system is sufficient
for the number of SIP trunks needed. If not, contact an authorized Avaya account representative
to obtain additional licenses.

display system-parameters customer-options Page 2 of 12
OPTIONAL FEATURES

IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 4000 17
Maximum Concurrently Registered IP Stations: 2400 2
Maximum Administered Remote Office Trunks: 4000 O
Maximum Concurrently Registered Remote Office Stations: 2400 O
Maximum Concurrently Registered IP eCons: 68 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 2400 O
Maximum Video Capable IP Softphones: 2400 1
Maximum Administered SIP Trunks: 4000 15
Maximum Administered Ad-hoc Video Conferencing Ports: 4000 O
Maximum Number of DS1 Boards with Echo Cancellation: 80 0
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On Page 5 of the form, verify that the Media Encryption over IP field is settoy. This is

needed to enable the media encryption. When the field is enabled, the media encryption section
in the ip-codec-set form is displayed. If the field is not enabled, please contact an authorized
Avaya account representative to enable the feature.

change system-parameters customer-options

Page 5 of

OPTIONAL FEATURES

Emergency Access to Attendant?
Enable 'dadmin' Login?
Enhanced Conferencing?

Enhanced EC5007?

Enterprise Survivable Server?
Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fwd Admin?
External Device Alarm Admin?
Five Port Networks Max Per MCC?
Flexible Billing?

Forced Entry of Account Codes?
Global Call Classification?
Hospitality (Basic)?
(G3V3 Enhancements) ?
IP Trunks?

Hospitality

IP Attendant Consoles?

KKKKK D BODKKK DD IBIKRKKK

<

IP Stations?

ISDN Feature Plus?

ISDN/SIP Network Call Redirection?
ISDN-BRI Trunks?

ISDN-PRI?

Local Survivable Processor?

Malicious Call Trace?

Media Encryption Over IP?

Mode Code for Centralized Voice Mail?

Multifrequency Signaling?

Multimedia Call Handling (Basic)?
Multimedia Call Handling (Enhanced)?
Multimedia IP SIP Trunking?

12

=
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5.2. IP Codec Set

This section describes the steps for administering a codec set in Communication Manager. This
codec set is used in the IP network region for communications between Communication
Manager and Session Manager. Enter the change ip-codec-set <c> command, where c is a
number between 1 and 7, inclusive. IP codec sets are used in Section 5.3 when configuring an IP
network region to specify which codec sets may be used within and between network regions.
Under the Media Encryption section, two encryption methods were selected. One of these
encryption methods has to be implemented by Biamp to communicate between Tesira SVC-2

and Avaya endpoints.

change ip-codec-set 1 Page 1 of 2
IP CODEC SET
Codec Set: 1
Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.711MU n 2 20
2: G.729 n 2 20
38
4:
58
6:
E
Media Encryption Encrypted SRTCP: best-effort
1: 1-srtp-aescml28-hmac80
2: 2-srtp-aescml28-hmac32
3: none
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6. Configure Avaya Aura®Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
comprised of two functional components: The Session Manager server and the System Manager
server. All SIP call provisioning for Session Manager is performed through the System Manager
Web interface and is then downloaded into Session Manager.

This section assumes that Session Manager and System Manager have been installed, and
network connectivity exists between the two platforms.

The following steps describe for configuring Session Manager.
e Launch System Manager
e User Management
e TLS certificate between 3" party endpoint and Session Manager

6.1. Launch System Manager

Access the System Manager web interface by using the URL https://ip-address in an Internet
browser window, where “ip-address” is the IP address of System Manager. Log in using the
appropriate credentials.

Aurn Systam Manager 70

Recommsended 3coess 1o System Manager is via FQDN

Go to centrad login for Single Sign-0n

of 19 address access is your only opticn, then note that
asuthentication will fail in the following cases

« First tme login with “admin™ account

» Expired/Reset passwords Log On Caucel
Use the "Change Password™ hyparfink on this page to Shaoss Samnand
change the password manually, and then login

Also note that single sign-on between servers n the
same security damain is not supported when accessing

Via e address. n??‘é‘:’rﬁe&%mw*”: Internet Explorer 9,x, 10.x or 11.x or Frefox 35,0,
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6.2. Configure User

To add new SIP users, navigate to Home - Users - User Management - Manage Users.
Click New and provide the following information:

e Identity section
o Last Name — Enter last name of user.
o First Name — Enter first name of user.
o Login Name — Enter extension number@sip domain. The sip domain is defined
as authoritative domain in Section 5.3.
o Password — Enter password to be used to log into System Manager.
o Confirm Password — Repeat value entered above.

Aura  System Manager 7.0

Home User Management *

~ User Management 4« Home [ Users [/ User Management / Manage Users
?
Public Contacts New User Profile Commit & Continuel Commitl Cancell

LT i e - Communication Profile Membership Contacts
ACLs

Communication User Provisioning Rule «»

Profile Password User Provisioning Rule:

Policy

Identity «
* Last Name: (72032
Last Name (Latin Translation): |72032
* First Name: (72032
First Name (Latin Translation): (72032

Middle Name:
Description:

* Login Name: 72032@avaya.com
Authentication Type: Basic
Password: |(essesse
Confirm Password: |essssss
Localized Display Name: |Biamp-2

Endpoint Display Name: |Biamp-2

Title:
Language Preference:
Time Zone:
Employee ID:
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e Communication Profile section

o Communication Profile Password — Type communication profile password in
this field
o Confirm Password — Repeat value entered above.

Communication Profile «

Communication Profile Password: |eesess |

Confirm Password: ssssss |

|:@New:|

|Hpone| |@cancel|

(®  Primary

Select : Mone

* Name: |F’rimar),|r

Default :

e Communication Address sub-section

o Fully Qualified Address — Enter the extension of the user and select a domain
name.
o Click Add button

Communication Address =

[ |Type Handle Domain
Mo Records found
¢ >
Type: |Avaya SIP
* Fully Qualified
Address: |?2032 | @ |3V3Y3-Cﬂm

Lidl Can cell
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e Session Manager Profile sub-section
o Primary Session Manager — Select the pertinent Session Manager.
o Origination Sequence — Select the application sequence defined for
Communication Manager.
o Termination Sequence — Select application sequence for Communication
Manager.
o Home Location — Select the applicable location.

[#*]Session Manager Profile =

SIP Registration
* Primary Session Manager

0\ Primary | Secondary Maximum
SM7.x

13 i) 13

Secondary Session Manager |Q,

Survivability Server |Q

Max. Simultaneous Devices |1
Block New Registration When [
Maximum Registrations Active?
Application Sequences
Origination Sequence |AppSeq-CM7x

Termination Sequence |AppSeg-CM7x

Call Routing Settings
* Home Location |[FREELGE.

Conference Factory Set (Mone)

Call History Settings

Enable Centralized Call
History?
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CM Endpoint Profile sub-section

O O O O O

System — Select managed element defined in System Manager.

Profile Type — Select Endpoint.

Extension - Enter same extension number used in this section.

Template — Select template for type of SIP telephone.

Security Code — Enter numeric value used to logon to SIP telephone. (Note: this

field must match the value entered for the Communication Profile Password field.

Click Commit.

(@]

[*]CM Endpoint Profile =
* System

* Profile Type

Use Existing Endpoints

* Extension

* Template

Set Type

Security Code
Port

Voice Mail Number

Preferrad Handle
Calculate Route Pattern

Sip Trunk

Enhanced Callr-Info display for 1-line
phones

Delete Endpoint on Unassign of Endpoint
from User or on Delete User

Override Endpoint Name and Localized
Name

Allow H.323 and SIP Endpoint Dual
Registration

Element-CM70

Endpoint
O

| .

Endpoint Editor

Q72032
9630SIP_DEFAULT_CM_7_0
9630SIP

(XTI LX) ]

IP

(Mone)

daar

Commit & Continue| Commit
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The following page shows the Biamp Tesira users created during the test.

Hama User Management

¥ User Management
Manage Users

Public Contacts

Session Manager

« Mome / Users /[ Uiser Management / Manage Users

User Management

Users

o New

| More Actions ~

Help ?

Advanced Search »

13 Rems 3~ Show All[v] Féter: Enabie

E Last Name First Name Display Namn Login Namas lg!l::\dle Last Login

|_ Biaamp 72031 Biamp, 72031 72031 @avaya.com 72031

[0 8amp 72032 Siamp, 72032 720322 8veys.com 72032

[0 Bamp 72033 Buamp, 72033 T2033@avayacom 72033

[ samp 72034 Bamp, 72034 72034Qavaya.com 72034

[} Biamp 72035 Bamp, 72035 72035@avaya,com 72035
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6.3. Configure Biamp Users for TLS

In System Manager, navigate to Home > Elements = Session Manager - Dashboard.
Select the pertinent Session Manager.

Mome  Dear Management  ®  Sosdon Manager 0
* swssion Manager « Mome [ Elements / Session Mansger [ Deshibsard (-]
Help ¥
Dashboard
TR T Session Manager Dashboard
This page prowvdes the oversd! status snd hesith summary of sech ssmnsterss
Admiaistration ot ity L s
Prodile Editor Session Manager Instances
Service State = Shutdown System = | Asof 4:14 PN
1em 7 Show Al W] Filter: Enabie
Fgisration Active var
Confgmr — Tests Secunty Serves | Entity Deta Data  License
-1 - [SRtsien Mansger VPO ey [APARE o (Staln  [Manires :::" Reghtrations. o niicatins ::‘.::.‘,- Mode ViSrEieh
Configurstion Accept
SM/.x Core o/o0/0 up New /0 4] un v v Narmal  7.0.0.0,700007
Systean Status Servece
Yyt Yook Sefect : AR None
Performance

e From the Session Manager Administration page, verify that the Enable TLS Endpoint
Certificate Validation field is not checked. By not checking Session Manager does not
request a certificate from the 3" party endpoint.

fhame  User Managessent | Sewson Mansger %
= Seschon Manoges « Mome [/ Bements [ Session Mamager [ Dashioard o
lh\h.bmrd Help ¥
PR Session Manager Administration
Thes pege sizws you b3 sdmmater 5 = Hanager netan: d w=rfi gare ther
fonnined Mb’ =::2‘:.-’;‘.:’;‘ ] mimater Sesnos Mensger netances and s=rfigore thes
Comunustication
Global Settmgs
Protile £ ditor
Swve|
Allow Uneuthenticated Emergency Calls Disable Loop Detection Alarms | |
Allow Unsecurad PPM Traffic *Loop Detection Alarms Threchold (hours) 24
Follback Policy Auty  [&] Enable TLS Endpoint Certiticate Valld: [}
ELIN STP Emtity None V] €nable Dial Man Ranges (]
Better Matching Dial Pattern or Range in Location Enable Implicit Users Applications for SIP -
ALL Overrides Match im Originator’s Location sers
Igmore SDP for Call Admission Controd Enable End to End Secure Call Indication 7]
Disable Call Admission Controd Threshold Alarms
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6.4. Configure SRTP on Session Manager

Biamp Tesira SVC-2 is registered to Session Manager. Avaya Aura® Utility Services server
was used for IP Phone settings. To configure or add an encryption method that used during the
SRTP telephone call, navigate to IP Phone Settings Editor in Avaya Aura® Utility Services.
The following displays the IP Phone Settings Editor page. In the page, the SECURECALL
field is set to “1”, and MEDIAENCRYPTION is set to “1,2” which indicates 1-srtp-aescm128-
hmac80 and 2-aescm128-hmac32 . One of these values has to match with the ip-codec-set form
in Communication Manager and Biamp settings.

AVAYA

Avaya Aura® Utility Services
System Management Interface (SMI)

Help Log OFf Administration  Utilities
This Server: Utility

Common | IP Phone Settings Editor

Legal Notice ~ ~
ELEEE ] This page allows you to check and edit the 46xxsettings.txt file

Ping Host

IPvE Ping Host

U:vln:va\:mngllesG Activate Parameter value Add Edit Delete
Utility Services Backup and Restore

Customer Banner | |5Nwsmm |ﬂss.1s7.233.4 Fe] = <[-]
Authentication File Activation

NTP Status | ||GMTDFFSET m—u?:oo (=] =] <|- [
Firewall Rules

Firewall (IPv4) I || R | + I = | . ||
Firewall (IPvE) I:l || R | N I - | i ||
1

Af\?rsft;':gsfd't;r | ||SIP_CDNTREILLER_LIST ||i10.64.4c|.226:5061._:transport=tls || R | + | < | - ||
IP Phone Backup and Rast - -

o th:: Cf:t:raiﬁe UTJS::::IE | ”TLSSRVR_ID ||iCI- Mo certificate match is necessar',r. ” R | + I = | = ||
iy | & | I
e = L]
Display Stations | ||RTCPMC|N |"10.54.41.14 Rl =<[-]
Display Server Firmware

Manags Phone Firmwars | ||RTCPMCINDDRT msoos | = | = | = | ) ||
Schedule Phone File Download
DHCP Manager | ||RTCPMONPER_IDD ms | = | + | = | = ||
DHCP Server Status

Activase/Deactivate DHCP | ||nsnnsncavmnn |ﬂ1f2 e[« <[-]
DHCP IP Address Pools [ l] ] 1 1 1 1
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7. Configure Biamp Tesira SVC-2

Biamp installs, configures, and customizes the Tesira SVC-2 card for their end customers. This
section only provides stegs to configure Biamp Tesira SVC-2 to interface with Session Manager.

Select the Tesira icon, , from the PC that installed Tesira software to start the VoIP system.
How to install/configure a Tesira system is out of the scope of these Application Notes.

e Highlight the VolPControl/Status block, as shown below.

Vol Control/Btiius

2 Channel

. \‘a'l'll;uw[;-‘ _?ﬁ_ V.
.
¢

3
|
- ’ —— —— —1
— V\)PT'MW[—-
£
8
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e Click right mouse button and select Properties, and the Properties menu will display on
the right.

el
FEA

C I Sl (R e A S

g
velP Diadet il T Chunnwl L
=) [ RS Metnr
e riserive [- J
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e Navigate the Protocol SIP-> Transport to configure transport to be used. The default is
UDP. When TLS is selected, please refer to Tesira Operational Manual for additional
configuration. All three transport methods (UDP/TCP/TLS) were tested.

Properties

DSP Properties

1
False
VoIPControlStatusi
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e Select Line Properties under the General section to display the VolP Line Properties
page.

DSP Properties

1
False
VoIPControlstatusi

Disabled

Disabled

10.64.41.246
255.255.255.0
10.64.41.1
0.0.0.0

0.0.0.0
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e From the VoIP Line Properties page, click the Protocol tab.

Enabled

Enabled
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e From the Protocol page, provide the following information:
o SIP User Name — Enter a user created in Section 6.1.
Authentication User Name — Enter a user created in Section 6.1.
Authentication Password — Enter the password for the user in Section 6.1.
Proxy Vendor — Select Avaya SM.
Proxy Address — Enter the IP address of Session Manager.
Proxy Port — Enter either 5060 (for TCP/UDP) or 5061 (for TLS).
Click on the OK button. Default values may be used for all other fields.

O O O O O O

Note: The Biamp Tesira SVC-2 card can provide two extensions (L1 and L2). In the testing, one
card was used and both lines (extensions) were configured.

Protocol

[ETTTT] e r Enabled

RTP/SRTP

~ khps

Enabled
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8. Verification Steps

The following steps may be used to verify the configuration:

e Verify that Biamp Tesira SVC-2 successfully registers with the Session Manager server
by following the Home - Elements - Session Manager - System Status - User
Registrations in the System Manager

e Place calls to and from Biamp Tesira SVC-2 and verify that the calls are successfully
established with two-way talk path.

9. Conclusion

Biamp Tesira SVC-2 was compliance tested with Communication Manager and Session
Manager. Biamp Tesira SVC-2 functioned properly for feature and serviceability. During
compliance testing, Biamp Tesira SVC-2 successfully registered with Session Manager (TLS and
SRTP), placed and received calls to and from SIP and non-SIP telephones.

10. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com

[1] Administering Avaya Aura® Communication Manager, Release 7.0, August 2015, Issue
1,Document Number 03-300509

[2] Administering Avaya Aura® Session Manager, Release 7.0, August2015, Issue 1

[3] Administering Avaya Aura® System Manager for Release 7.0, Release 7.0, December 2015,
Issue 1

The following document was provided by Biamp. To obtain a copy, contact Biamp Support in
Section 2.3.
[4] Tesira Operation Manual, Document.

CRK; Reviewed: Solution & Interoperability Test Lab Application Notes 22 of 23
SPOC 4/5/2016 ©2016 Avaya Inc. All Rights Reserved. Biamp-SM70


http://support.avaya.com/

©2016 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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