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Abstract 
 

  

These Application Notes describe the configuration steps required to integrate Arrow 

Connect
TM

 IoT solution with Avaya Breeze
TM

. Arrow Connect IoT solution consists of 

dynamic tasks which can be used on Avaya Engagement Designer to create workflows.  
 

Readers should pay attention to Section 2, in particular the scope of testing as outlined in 

Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases 

are adequately covered by this scope and results. 
 

Information in these Application Notes has been obtained through DevConnect compliance 

testing and additional technical discussions.  Testing was conducted via the DevConnect 

Program at the Avaya Solution and Interoperability Test Lab. 
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1. Introduction 
These Application Notes describe the configuration steps required to integrate Arrow Connect

TM
 

IoT (Internet of Things) solution with Avaya Breeze
TM

 (Breeze).  

 

Arrow Connect IoT solution is comprised of dynamic tasks created by Arrow Systems 

Integration.  These dynamic tasks allow the power of Arrow Connect and IoT to be easily 

integrated into Breeze Snap-Ins. These tasks also greatly simplify the work required to speak to a 

myriad of sensors each with their protocols and reporting capabilities. Using these tasks, Snap-

Ins can query sensors for their current values, run analytics on a sensor's data, and send device 

specific commands to those sensors. These sensors communicate to Arrow Connect IoT solution 

via an Arrow Connect Gateway application, which is available for iOS and Android devices. 

These dynamic tasks are used to create workflows on Avaya Engagement Designer. An example 

of a workflow is to turn on or off a LED light on a sensor device by calling a number. Avaya 

Engagement Designer is a Snap-in that is deployed on Breeze. Below is the list of tasks used 

during compliance testing: 

 Arrow Connect Action: Arrow Connect Action is used to enable and disable Arrow Connect 

Actions. Actions are created for devices to dynamically launch Snap-Ins.  

 Arrow Connect Info: Arrow Connect Info is used to retrieve information about a particular 

device. 

 Arrow Connect Snapshot: Arrow Connect Snapshot is used to retrieve the last collected 

values in the Arrow Connect cloud for a particular device. 

 Arrow Connect State: Arrow Connect State is used to make state changes to a particular device. 

 Arrow Connect Device: Arrow Connect Device is used to send device specific commands for a 

particular device. 

 Arrow Connect Trends: Arrow Connect Trends is used to retrieve analytics data for a 

particular sensor. 

2. General Test Approach and Test Results  
The interoperability compliance testing included feature testing. The feature testing involved, 

invoking the Arrow Connect dynamic tasks via Engagement Designer workflows.  

   

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members.  The 

jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent 

to the interoperability of the tested products and their functionalities.  DevConnect Compliance 

Testing is not intended to substitute full product performance or feature testing performed by 

DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or 

completeness of a DevConnect member’s solution. 

 

Avaya recommends our customers implement Avaya solutions using appropriate security and 

encryption capabilities enabled by our products. The testing referenced in these DevConnect 

Application Notes included the enablement of supported encryption capabilities in the Avaya 

products.  Readers should consult the appropriate Avaya product documentation for further 

information regarding security and encryption capabilities supported by those Avaya products. 
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Support for these security and encryption capabilities in any non-Avaya solution component is 

the responsibility of each individual vendor.  Readers should consult the appropriate vendor-

supplied product documentation for more information regarding those products. 

 

For the testing associated with these Application Notes, the interface between Avaya systems 

and the Arrow Connect IoT solution utilized enabled capabilities of HTTPS. 

2.1. Interoperability Compliance Testing 

Compliance testing was mainly focused around Arrow Connect dynamic tasks’ ability to use 

provided input data and return relevant results. Various workflows were created to invoke the 

following dynamic tasks and ensure each task performed as it was configured: 

 Arrow Connect Action 

 Arrow Connect Info 

 Arrow Connect Snapshot 

 Arrow Connect State 

 Arrow Connect Device 

 Arrow Connect Trend 

2.2. Test Results 

The Arrow Connect IoT solution successfully completed compliance testing. 

2.3. Support 

For Arrow Connect IoT solution support, Arrow can be reached using the following methods: 

 

 Web:  https://www.arrow.com/en/iot 

 Phone: +1-855-326-4757 

 Email:  websupport@arrow.com 
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3. Reference Configuration 
Figure 1 illustrates the lab configuration used to verify the Arrow Connect IoT solution with 

Avaya Breeze
TM

. The configuration consists of an Avaya Aura® environment providing 

connectivity to the PSTN via an ISDN-PRI trunk, and a Breeze server. Arrow Connect dynamic 

tasks were deployed on Avaya Engagement Designer (running on Breeze).   
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Figure 1: Lab Configuration 
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4. Equipment and Software Validated 
The following equipment and software were used for the sample configuration provided: 

 

Equipment/Software  Release/Version 

Avaya Aura® Communication Manager R017x.01.0.532.0 

Avaya Aura® System Manager 7.1.1.0 

Avaya Aura® Session Manager 7.1.1.0.711008 

Avaya Aura® Media Server 7.8.0.333 

Avaya Breeze
TM

 3.3.1.1.331108 

Avaya Engagement Designer 3.3.0.0.25042 

Arrow Connect
TM

 IoT Solution: 

 Arrow Connect Action 

 Arrow Connect Info 

 Arrow Connect Snapshot 

 Arrow Connect State 

 Arrow Connect Device 

 Arrow Connect Trends 

 Arrow Connect Gateway app 

running on an iOS device 

 

 1.0.0.0.5 

 1.0.0.0.5 

 1.0.0.0.8 

 1.0.0.0.2 

 1.0.0.0.6 

 1.0.0.0.5 

 1.1.11 
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5.  Configure Avaya Breeze
TM

  
Configuration of Avaya Breeze

TM
 is performed via Avaya Aura® System Manager. Access the 

System Manager Administration web interface by entering https://<ip-address>/SMGR as the 

URL in a web browser, where <ip-address> is the IP address of System Manager. Log in using 

appropriate credentials. 

 

 
 

Once logged in, the following screen is displayed. 

 

 
 



 
KJA; Reviewed: 

SPOC 2/6/2018 

Solution & Interoperability Test Lab Application Notes 

©2018 Avaya Inc. All Rights Reserved. 

7 of 26 

ArrowIoT-BRZ 

 

5.1. Configure SIP Entities 

Verify a SIP Entity for Avaya Breeze
TM

 has been added.  Navigate to Home  Elements  

Routing  SIP Entities and click the Edit button (not shown).   

 

 
 

Scroll down to the Entity Links section.  Verify that the Session Manager SIP Entity is set as 

SIP Entity 1, and that this Avaya Breeze
TM

 SIP Entity is set as SIP Entity 2.  Set the Protocol 

and Port (i.e TLS/5061).   
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5.2. Deploy Avaya Engagement Designer 

Obtain the Engagement Designer Snap-in and save the file to a local system.  Navigate to Home 

 Elements  Avaya Breeze
TM

  Service Management. Click the Load button. 

 

 
 

Click the Browse button, navigate to the Engagement Designer Snap-in svar file saved on the 

local system, and select it. Click the Load button to load the service. 
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The screen below shows EngagementDesigner has been loaded.   Select the radio button to the 

left of the service and then click the Install button. 
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During compliance testing, the service was installed on a single Breeze server within a cluster 

named GeneralPurpose. Select the cluster of server where the service will be installed and click 

the Commit button. 

   

 
 

Wait until the Engagement Designer Snap-in is Installed state.  
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5.3. Install Arrow ConnectTM Certificate 

A certificate needs to be installed on Breeze cluster for the Arrow Connect tasks to work with 

Engagement Designer. Obtain the certificate from Arrow. Continuing from above, select Cluster 

Administration (not shown). Check box for the cluster where Engagement Designer is deployed 

and select Certificate Management  Install Trust Certificate (All Avaya Breeze 

Instances).  

 

 
 

Browse to the location of the certificate obtained from Arrow and select Retrieve Certificate. 

Select Commit to save the certificate.  
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5.4. Install Arrow ConnectTM Dynamic Tasks on Avaya Engagement 
Designer 

Continuing from above, select Cluster Administration (not shown). Select the Service URL 

drop down for the cluster where Engagement Designer was deployed in previous section and 

click Admin Console URL. 

 

 
Engagement Designer Admin Console will open in a new tab; log in using System Manager 

credentials. Select the Bundles tab at the top.  
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Before proceeding, ensure all the tasks files for Arrow Connect have been obtained. Select 

Upload and Browse the task file; select Upload.  

 

 
 

Follow same steps and upload all the Arrow Connect tasks. Once uploaded, select the radio 

button for a task and select Deploy.  
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Follow same steps and deploy all the Arrow Connect tasks.  
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5.5. Create an Avaya Engagement Designer WorkFlow 

Before generating a workflow, perform the steps in Section 6. Via System Manager Web 

Console, navigate to Home  Avaya Breeze
TM

  Cluster Administration. Select the Service 

URL drop down for the cluster where Engagement Designer was deployed in previous section 

and click Designer Console URL. 

 

 
 

On the left pane, ensure all the Arrow Connect tasks deployed via Engagement Designer are 

available.  
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To create a simple workflow: 

 Drag an Arrow Connect task to the designer board; Arrow Connect Snapshot in this 

case. Arrow Connect Snapshot is used to retrieve the last collected values in the Arrow 

Connect cloud for a particular device. 

 From the Events (not shown), drag End to the designer board.  

 Connect the tasks.  

 

 
 

Depending on the Arrow Connect task, different values will need to be configured. Arrow 

Connect Snapshot requires the values highlighted below; enter the values. Save the workflow. 
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6. Configure Arrow Connect
TM

 IoT Solution 
An account will need to be created to manage Arrow Connect Gateway and sensor devices. Via a 

browser navigate to the Arrow Connect Portal, https://portal.arrowconnect.io, enter pertinent 

information and select Sign up to complete registration.  

 

 
 

https://portal.arrowconnect.io/
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Once an account is created, download the Arrow Connect Gateway app on an iOS or Android 

device. Once downloaded, open the app and finish registration using the same credentials as 

above.   

 

 
 

Select the pencil icon on the left top to add a device (not shown); followed by + icon. The 

IPhoneDevice shown below is a previously added device.  
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In this case, Thunderboard was selected; select Done (not shown). During compliance testing, 

Thunderboard and SiLabSensorPuck were used. These devices communicate to the Gateway 

app via Bluetooth. 

 

 
 



 
KJA; Reviewed: 

SPOC 2/6/2018 

Solution & Interoperability Test Lab Application Notes 

©2018 Avaya Inc. All Rights Reserved. 

20 of 26 

ArrowIoT-BRZ 

 

Select Thunderboard. Turn on the physical Thunder Board device by tapping on the power 

button and in the Gateway app to turn it on. Verify the app is receiving data from Thunder 

Board.  

 

 
 

A few values need to be obtained via Arrow Connect Portal. Log onto the Arrow Connect Portal. 

To obtain the AuthToken and GatewayHID values, select the gateway; iPhone in our case.  
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On the left pane, select Access Keys followed by the key under Raw Api Key. 

 

 
 



 
KJA; Reviewed: 

SPOC 2/6/2018 

Solution & Interoperability Test Lab Application Notes 

©2018 Avaya Inc. All Rights Reserved. 

22 of 26 

ArrowIoT-BRZ 

 

Copy the Raw Api Key into a word editor; this value is the AuthToken. At the bottom of the 

page under Privileges, copy the value after arw:pgs:gwy: into a word editor; this value is 

GatewayHID. For security reasons, these values have been blurred.  

 

 
 

Continuing from above, navigate to ASSETS  Devices  Thunder React  Developer. As 

shown below, copy the value into a word editor; this value is DeviceHID.  
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7. Verification Steps 
This section includes steps that can be followed to verify the configuration. 

 

Log onto Engagement Designer portal and open the workflow created in this document. To 

verify the configured Arrow Connect tasks, select Start Debugging.  
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Select the Play icon to continue debugging, and wait until completed. Once completed, select the 

Arrow Connect task. Under the Debugger Console, verify the Output result is Success. This 

validates that the Arrow Connect task was executed successfully.   
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8. Conclusion 
The Arrow Connect IoT solution completed compliance testing.  These Application Notes 

describe the configuration steps required to integrate Arrow Connect IoT solution with Avaya 

Breeze
TM

 (Breeze).  

9. Additional References  
Product documentation for Avaya products may be found at: http://support.avaya.com. 

 

[1] Administering Avaya Aura® Avaya Breeze
TM

, Release 3.3, Issue 2, June 2017 

[2] Avaya Engagement Designer Reference, Release 3.3, Issue 2, September 2017 

 

Product documentation for Arrow Connect
TM

 may be obtained directly from Arrow: 

[3] Arrow Systems Integration IoT and Zang™ Integration Toolkit V3.0 

 

http://support.avaya.com/
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