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Abstract

These Application Notes describe the configuration steps required for the Controlled Networks
Call Witness solution to interoperate with Avaya Aura® Communication Manager R7.1 and
Avaya Aura® Application Enablement Services R7.1.

Controlled Networks Call Witness uses the Avaya Aura® Application Enablement Services’
Telephony Software Application Program Interface (TSAPI) and Device, Media and Call
Control (DMCC) Interface to capture real-time CTI data and RTP streams from Avaya Aura®
Communication Manager to produce recordings of phone activity for agents and knowledge
workers.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

Controlled Networks Call Witness (Call Witness) system interfaces with Avaya Aura®
Communication Manager (Communication Manager) and Avaya Aura® Application Enablement
Services (AES); TSAPI to obtain call event information and the DMCC to obtain audio.

The compliance testing focused on the monitoring and recording performed by Call Witness for
calls placed to and/or from Analog, Digital, IP H323, IP SIP telephones, and Vector Directory
Numbers (VDNSs) supported by Communication Manager and Avaya Aura® Session Manager.

Call Witness uses TSAPI interface of AES to monitor extensions and obtain call events and in
some instances, to add virtual recorder stations to calls via Single Step Conference and DMCC
interface to register DMCC softphones (virtual extensions) with Communication Manager in
order to record devices that DMCC cannot register multiple terminals with (SIP and Analog
endpoints). In this mode, the DMCC softphones are used as recording devices. When a call is to
be recorded, Call Witness uses Single Step Conference to add a DMCC softphone into the call
and obtain the audio.

2. General Test Approach and Test Results

The compliance test focused on the ability for calls to be recorded. Calls were manually placed
from the public switched telephone network (PSTN) directly to and from recorded devices, and
to Agent IDs via VDN. For each recorded station in a call, there is one recording generated.
Once a call is completed, the recordings are reviewed for their quality, completeness (number of
recordings beginning to end, etc.), and accuracy of tagging information (owner, calling party,
called party, etc.).

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

This test was conducted in a lab environment simulating a basic customer enterprise network
environment. The testing focused on the standards-based interface between the Avaya solution
and the third party solution. The results of testing are therefore considered to be applicable to
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either a premise-based deployment or to a hosted or cloud deployment where some elements of
the third party solution may reside beyond the boundaries of the enterprise network, or at a
different physical location from the Avaya components.

Readers should be aware that network behaviors (e.g. jitter, packet loss, delay, speed, etc.) can
vary significantly from one location to another, and may affect the reliability or performance of
the overall solution. Different network elements (e.g. session border controllers, soft switches,
firewalls, NAT appliances, etc.) can also affect how the solution performs.

If a customer is considering implementation of this solution in a cloud environment, the
customer should evaluate and discuss the network characteristics with their cloud service
provider and network organizations, and evaluate if the solution is viable to be deployed in the
cloud.

The network characteristics required to support this solution are outside the scope of these
Application Notes. Readers should consult the appropriate Avaya and third party documentation
for the product network requirements. Avaya makes no guarantee that this solution will work in
all potential deployment configurations.

2.1. Interoperability Compliance Testing

The compliance test validated the ability of Call Witness to successfully record calls routed to
and from Analog, Digital, and IP endpoints as well as softphone clients. Common call scenarios
including hold/resume, mute/unmute, transfer, and conference calls were exercised during the
test. Additional tests included the ability to monitor live associated with a recorded station.

Additionally, serviceability testing was performed to confirm the ability for Call Witness to
recover from common outages such as network outages and server reboots.

2.2. Test Results

All test cases passed with the following observations,
e Call Witness is does not support agent recording at this time, but it is able to record calls
from agent’s station extension if these are contact center calls and are routed to agent’s
stations via VDNSs.

2.3. Support
Technical support on Controlled Networks Call Witness can be obtained through the following:

e Phone: 1.800.800-4445
e Web: http://www.controllednetworks.com
e Email: info@controllednetworks.com
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3. Reference Configuration
Figure 1 illustrates the compliance test configuration consisting of:

Avaya Aura® Communication Manager R7.1

Avaya Aura® Application Enablement Services R7.1
Various IP, Digital, and analog endpoints

Avaya one-X® Agent softphone

Controlled Networks Call Witness server installed on a standalone machine

Calls routed to and from Communication Manager used PRI trunks to connect to the PSTN.
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Figure 1 — Call Witness Compliance Test Configuration
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4. Equipment and Software Validated

The following equipment and version were used in the reference configuration described above:

Equipment/Software

Release/Version

Avaya Aura® Communication Manager running on R017x.01.0.532.0
virtualized environment
Avaya Aura® Application Enablement Services running 7.1.0.0.0.17

on virtualized environment

Avaya Aura® Session Manager running on virtualized
environment

7.1.0.0.710028

Avaya Aura® System Manager

7.1.0.0.116662

Avaya Aura® Media Server 7.8
Avaya G450 Media Gateway FW 38.18.0/1
Avaya 96x1 Series IP Telephone

e 9641GS (H.323) 6.64

e 9621G (SIP) 7.1
Avaya 1416 Digital Telephones FW 1
2500 analog phone -
Desktop PC running Avaya One-X® Agent (H.323) 2.5.8.6
Controlled Network Call Witness running under Windows 2.0
2012 R2 Standard Server
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5. Configure Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager. The procedures
fall into the following areas:

e Verify Feature and License for the integration

e Administer Communication Manager System Features

e Administer IP Services for Application Enablement Services

e Administer Computer Telephony Integration (CTI) Link

e Add SMS User Account

e Verify Recorded Extensions

e Add Virtual Stations

All the configuration changes in this section for Communication Manager are performed through
the System Access Terminal (SAT) interface. For more details on configuring Communication
Manager, refer to the Avaya product documentation in Section 10.

5.1. Verify Feature and License

Enter the display system-parameters customer-options command and ensure that Computer
Telephony Adjunct Links is set to y. If this option is not set to y, contact the Avaya sales team
or business partner for a proper license file.

display system-parameters customer-options Page 4 of 12
OPTIONAL FEATURES
Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
Access Security Gateway (ASG)? n Authorization Codes? y
Analog Trunk Incoming Call ID? y CAS Branch? n
A/D Grp/Sys List Dialing Start at 01? y CAS Main? n
Answer Supervision by Call Classifier? y Change COR by FAC? n
ARS? y Computer Telephony Adjunct Links? y
ARS/AAR Partitioning? y Cvg Of Calls Redirected Off-net? y
ARS/AAR Dialing without FAC? y DCS (Basic)? y
ASAI Link Core Capabilities? n DCS Call Coverage? y
ASAI Link Plus Capabilities? n DCS with Rerouting? y
Async. Transfer Mode (ATM) PNC? n
Async. Transfer Mode (ATM) Trunking? n Digital Loss Plan Modification? y
ATM WAN Spare Processor? n DS1 MSP? y
ATMS? y DS1 Echo Cancellation? y
Attendant Vectoring? vy

(NOTE: You must logoff & login

to

effect the permission changes.)
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Each recording port or virtual station extension the recorder will use to record agent phones will
require an IP_API_A license if not licensed on Application Enablement Services.

Each recording port or virtual station extension on the recorder used to record agent phones will
require an IP_API_A license when a VALUE_AES_DMCC_DMC license is not available on

Application Enablement Services.

5.2. Administer Communication Manager System Features

Enter the change system-parameters features command and ensure that on page 5 Create
Universal Call ID (UCID) is enabled and a relevant UCID Network Node ID (1 was used in
the test) is defined. Also ensure that on page 13 that Send UCID to ASAI is set to y. Call
Witness relies on UCID to track complex calls (Transfers and Conferences).
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5.3. Administer IP-Services for Application Enablement Services

Add an IP-Services entry for Application Enablement Services as described below:

Enter the change ip-services command.

In the Service Type field, type AESVCS.

In the Enabled field, type y.

In the Local Node field, type the Node name procr for the Processor Ethernet Interface.
In the Local Port field, use the default of 8765.

« Note that in installations using CLAN connectivity, each CLAN interface would require
similar configuration.
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On Page 3 of the IP Services form, enter the following values:

e Inthe AE Services Server field, type the host name of the Application Enablement
Services server.

e Inthe Password field, type the same password to be administered on the Application
Enablement Services server in Section 6, Step 1.
« Inthe Enabled field, type y.

5.4. Administer Computer Telephony Integration (CTI) Link
Enter the add cti-link <link number> command, where <link number> is an available CTI link
number.
¢ Inthe Extension field, type a valid station extension.

e Inthe Type field, type ADJ-IP.
« Inthe Name field, type a descriptive name.
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5.5. Add SMS User Account

Call Witness uses the Application Enablement Services SMS interface to query for administered
Stations and Agents for use in administering the application.

A privileged user was used in this test; however, a local administrator would want to restrict the
user account. This involves creating a user profile at the SAT, and then creating and assigning
that user to the profile in the web admin pages. To illustrate, the add user-profile-by-category
31 command was used to create the profile used in the test as shown below. The Shell Access,
Call Center B and Stations M fields were set to y.
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Read only access to Agents and Stations is required. Enter r- permissions for the B and M
Categories on the Set Permissions for Category: entry on the change user-profile-by-category
xx form. This requires two separate transactions, so repeat for each category. Please note that this

profile will be used later in this section.
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Create a user account on the Communication Manager System Management Interface web
page by navigating to the Administer Accounts page and selecting the radio button Add Login
and SAT Access Only. Click Submit to continue the process.

AVAYA

Help Log Off

Administration / Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Administration
This Server: interopCM

Restarts
System Logs
Ping
Traceroute
Netstat

Server
Status Summary
Process Status

Shutdown Server
Server Date/Time
Software Version

Server Configuration
Server Role
MNetwork Configuration
Static Routes
Display Configuration
Time Zone Configuration
NTP Configuration

Server Upgrades
Manage Updates

Data Backup/Restore
Backup Now
Backup History
Schedule Backup
Backup Logs
View/Restore Data
Restore History

i
n
£
&l

Administrator Accounts
Login Account Paolicy
Change Password
Login Reports

Server Access

s lon ruar

#~ Administrator Accounts

The Administrator Accounts SMI pages allow you to add, delete, or change administrator logins and Linux groups.

Select Action:

@ Add Legin
OPriviIEgEd Administrator
OUnpriviIE-gEd Administrator
@ SAT Access Only
O Web Access Only
O CDR Access Only
O Business Partner Login [dadmin)
O Business Partner Craft Login

O Custem Login

O change Login [select Login <]
O Remove Login [select Login ]
O Lock/Unlack Lagin [ select Login v
O add Group

O Remaove Group [select Group ]

Submit Help
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The Add Login screen is displayed. Enter a name to the Login name field and select the profile
defined in earlier in this section (prof31) in the Additional groups (profile) field. Select
Password for the Select type of authentication field and enter a Password.

Adrninistration / Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Thiz Server: interopcm

=
Ping
Traceroute
Netstat

Status Sumrnary
Process Status

shutdown Server
Server Date/Time
Software WVersion

Server Configuration

Server Role

Network Configuration
Static Routes

Display Configuration

Tirme Zone Configuration
NTFP Configuration
Server Upgrades

Manage Updates

IPSI Fitrnware Upgrades
IPSI Version

Cownload IPSI Firmware
Download Status
Activate IPSI Upgrade
Ackivation Status

Data Backup

Backup Mow
Backup Histary
schedule Backup
Backup Logs

view/Restore Data
Restore Hiztory

Administrator Accounts

Login Account Palicy

Change Password

Login Reports

Server Access

Server Log Files

Firawall

Install Root Certificate

Trusted Certificates

ServerfApplication Certificates

Certificate Alarmsz

Certificate Signing Request
TR

~

Administrator Accounts -- Add Login: SAT Access Only

This page allows you to create a login that is intended to have access only to the Communication Manager System Administration

Terminal (SAT) interface,

Login narme

Primmary group

Additional groups
[profile)

Linux zhell
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Lock thiz account

SAT Lirnit

Date after which account
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ignore [vCY-MM-DD)

Enter password
Re-enter passward

Force password change
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callwitness
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prof3l

Joptfecs/binfautosat

Fvarfhome/callwitness

]

none -

[T

S es

[ Submit | [ cancel | [ Help |
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profile that has no web
access if you want a login
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AThis shell setting does

MOT disable the "go shal"
SAT cornrmand for thiz user,
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5.6. Verify Recorded Extensions

All stations (H.323 and Digital) that will be recorded using the Multiple Registration method
must have IP Softphone enabled, and the application needs to know the Security Code in order
to successfully register. For stations (SIP and Analog) that are unable to support Softphone, or
which the administrator prefers to record using Single Step Conference, leave the IP Softphone
setting disabled. Use the display station n command to verify information, or change station n
to make changes if necessary.
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5.7. Add Virtual Stations

Virtual stations are used by Call Witness to do Single Step Conference based call recording for
stations (SIP and Analog) that are not capable of supporting IP Softphone or have the IP
Softphone setting disabled. Add a virtual station using the add station <n> command; where
<n> is an available extension number. Enter the following values for the specified fields, and
retain the default values for the remaining fields.

In the Type field, enter a station type such as 9640

In the Name field, enter a name containing the DMCC string (e.g. DMCC Station 1).

In the Security Code field, enter a code as same as extension number. Call Witness uses the
same number of extension for the security code to register to DMCC station.

Set the IP SoftPhone field to y
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6. Configure Avaya Aura® Application Enablement Services

All administration of Application Enablement Services is performed via a web browser. Enter
https://<ip-addr> in the URL field of a web browser where <ip-addr> is the IP address of the
Application Enablement Services server. After a login step, the Welcome to OAM page is
displayed. Note that all navigation is performed by clicking links in the Navigation Panel on the
left side of the screen, context panels will then appear on the right side of the screen.

The procedures fall into the following areas:
e Configure Communication Manager Switch Connections
e Configure Call Witness User
e Confirm TSAPI and DMCC Licenses

Welcome: User cust
Last login: Fridug 4 14:36:25 2017 from 135.10.98 .66

- - - Number of prior failed login attempts: 0
AVA A Application Enablement Services Hostiame/IP; aes70/10.33 1.4
Management Console Server O_ffer Type: VIRTUAL_APPLIANCE_ON_WMWARE
SW version: 7.1.0.0.0.17-0
Server Date and Time: Tue &ug 08 1437:41 EDT 2017
H& Status: Mot Configured

Home Home | Help | Logout

» AE Services

Communication Manager Welcome to OAM

g Interface

piohissailohility The AE Services Operations, Administration, and Management (0aM) Web provides you with tools for managing the

Licensing AE Server. 0AM spans the following administrative domains:
Maintenance ® AF Services - Use AE Services to manage all AE Services that you are licensed to use on the AE Server,
» Communication Manager Interface - Use Communication Manager Interface to manage switch connection
Networking and dialplan.
. ® High Availability - Use High Availability to manage AE Services HA,
R # Licensing - Use Licensing to manage the license server.
Status * Maintenance - Use Maintenance to manage the routine maintenance tasks.
» Networking - Use Networking to manage the network interfaces and ports,
User Management * Security - Use Security to manage Linux user accounts, certificate, host authentication and authorization,

configure Linux-P2M (Pluggable Authentication Modules for Linux) and so on.

® Status - Use Status to obtain server status informations.

* User Management - Use User Management to manage AE Services users and AE Services user-related
resgurces.

= Utilities - Use Utilites to carry out basic connectivity tests,

» Help - Use Help to obtain a few tips for using the OaM Help system

utilities

Help

Depending on your business requirements, these administrative domains can be served by one administrator for
all domains, or a separate administrator for each domain.

Copyright A8 2009-2016 Avaya Inc, All Rights Reserved,

KP; Reviewed Solution & Interoperability Test Lab Application Notes 16 of 34
SPOC 10/30/2017 ©2017 Avaya Inc. All Rights Reserved. CallWitness-AES



6.1. Configure Communication Manager Switch Connections

To add links to Communication Manager, navigate to the Communication Manager Interface
-> Switch Connections page and enter a name for the new switch connection (e.g. interopCM)
and click the Add Connection button (not shown). The Connection Details screen is shown.

Enter the Switch Password configured in Section 5.3 and check the Processor Ethernet box if
using the procr interface. Click Apply.

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

~ Communication Manager Connection Details - interopCM
Interface
Switch Connections Switch Password | |
Dial Plan Caonfirm Switch Password | |

High Availability Msg Period |30 | Minutes (1 - 72)

} Licensing Provide AE Services certificate to switch
» Maintenance Secure H323 Connection O
} Networking Processor Ethernet
» Security Apply Cancel

» Status

} User Management

+ Utilities

» Help

The display returns to the Switch Connections screen which shows that the interopCM switch
connection has been added.

Communication Manager Interface | Switch Connections Home | Help | Logo

» AE Services

. Communication Manager Switch Connections

Interface
Switch Connections | | Add Coennection
oia Pian
High Availability ‘ ® interopch ‘Yes ‘30 ‘1
» Licensing
- ‘ O servert Yes 30 1
} Maintenance
» Networking Edit Connection Edit PE/CLAN IPs Edit H.323 Gatekeeper Delete Connection Survivability Hierarchy
KP; Reviewed Solution & Interoperability Test Lab Application Notes 17 of 34
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Click the Edit PE/CLAN IPs button on the Switch Connections screen to configure the procr
or CLAN IP Address(es) for TSAPI message traffic. The Edit Processor Ethernet IP screen is
displayed. Enter the IP address of the procr interface and click the Add/Edit Name or IP
button.

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services

- Communication Manager Edit Processor Ethernet IP - interopCM
Interface
Switch Connections [10.10.1.6 || add/edit Name or 1P
o1l plan

High Availability [10.10.1.6 [tn Use

b Licensing Back

} Maintenance

Click the Edit H.323 Gatekeeper button on the Switch Connections screen to configure the
procr or CLAN IP Address(es) for DMCC registrations. The Edit H.323 Gatekeeper screen is
displayed. Enter the IP address of the procr interface and click the Add Name or IP button.

Communication Manager Interface | Switch Connections Home | Help | Logout

» AE Services
. Communication Manager Edit H.323 Gatekeeper - interopCM
Interface
Switch Connections | | Add Name or IP
Dial Plan Name or IP Address

High Availability ® 10.10.1.6
» Licensing Delete IP Back
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6.2. Configure a Call Witness User

In the Navigation Panel, select User Management - User Admin > Add User. The Add User
panel will display as shown below. Enter an appropriate User Id, Common Name, Surname,
and User Password. Select Yes from the CT User dropdown list.

Click Apply (not shown) at the bottom of the pages to save the entries.

User Management | User Admin | Add User

AE Services

Communication Manager Add Usear
::;T:f:::ilahilitv Fields marked with * can not be empty.
. : * User Id callwitness
Lu::l.ansmg * Commoaon Mame callwitness
Maintenance * Clrname callwitness
Networking * User Passwaord ssssssssene
sSecurity * Confirm Password  sesssssssss
Status Admin Maote
¥ User Management fwaya Role MNorne A

Service admin Business Category

User Admin

Car License
= Add User CM Home
» Zhange User Password
. Zss Home
= List All Users
* Modify Default Users CT User Yes
s Search Users Department Mumber
b Utilities Display Mame
b Help Employee Mumber

Employee Type
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If the Security Database (SDB) is enabled on Application Enablement Services, set the
callwitness user account to Unrestricted Access to enable any device (station, ACD extension,
DMCC virtual station) to be used implicitly. This step avoids the need to duplicate
administration.

Navigate to Security = Security Database - CTI Users = List All Users and select the
callwitness user and click Edit.

Security | Security Database | CTI Users | List &ll Users Home | Help | Logout

AE Services

Communication Manager CTl Users
Interface

billauailablity | usero |  cCommonname | Worktop Name | Devicero |

‘ @ callwitness ‘CTI ‘NONE ‘NONE
Maintenance ‘

Licensing

. O ctiuser ‘CTI ‘NONE ‘NONE
} Networking

test ‘NONE ‘NONE

¥ Security ‘ O test

Account Management

Audit

Certificate Management
Enterprise Directory
Host &4
Pk
Security Database
= Cantral
B CTI Users
= List All Users
= Search Users
= Devices
= Device Groups
= Tlinks
= Tlink Groups
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On the Edit CTI User panel, check the Unrestricted Access box and click the Apply Changes
button. Click Apply when asked to confirm the change on the Apply Changes to CT1 User
Properties dialog.

Security | Security Database | CTI Users | List All Users Home | Help | Logout

} AE Services

Communication Manager Edit CTl User
Interface
High Availability User Profile: User 1D callwitness
. . Cammon Mame CTI
} Licensing
Worktop Mame MNOME -
Maintenance -
L Unrestricted Access

» Metworking

Call Origination/Termination and Device

¥ Security

Call and Device Control:

Status Mone
Account Management
Audit Call and Device Manitoring: Device Manitoring Mone
Certificate Management Calls On A& Device Manitaring Mone
Enterprise Directory Call Maonitaring
Host A4 . . .
Routing Control: Allow Routing on Listed Devices MNone
Pt
Apply Changes ][ Cancel Changes ]
Security Database
= Control
= CTI Users
= List All Users
= Search Users
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6.3. Confirm TSAPI and DMCC Licenses

Call Witness consumes a TSAPI Basic (VALUE_AES_TSAPI_USERS) license for each station
being monitored for call events. Call Witness also consumes a DMCC license for each recording

port. A DMCC license is normally a VALUE_AES DMCC_DMC from AE Services’
WebLM. As a fall back, when a VALUE_AES_DMCC_DMC license is not available, an
IP_API_A license from Communication Manager can be utilized in place of

VALUE_AES DMCC_DMC. Please consult product offer documentation for more details. If
the licensed quantities are not sufficient for the implementation, contact the Avaya sales team or
business partner for a proper license file.

From the left pane menu on Application Enablement Services Management Console, click
Licensing - WebLM Server Access. A Web License Manager login window is displayed.
Enter proper credentials to log in. Click Licensed products = APPL_ENAB >
Application_Enablement from the left pane. The Application Enablement Services license is
displayed in the right pane. Ensure that there are enough VALUE_AES_DMCC_DMC and
VALUE_AES TSAPI_USERS licenses available.

WabLM Home Application Enablement (CTI) - Release: 7 - SID: 10503000 (Enterprise license file)
Install license
‘fou are here: Licensed Products = Application_Enablerment = Wiew by Feature
Licensed products
LPPL_ENAR License installed on: July 7, 2017 3:09:24 PM +00:00
» Application_Enablement
License File Host IDs: L
Wiew by feature
Yiew by local WebLM Feature License Capacit Ccuri
. . {License Keyword) p ¥ ava
Enterprise configuration
Device Media and Call Controal
» Local WeblLM Caonfiguration (VALUE AES DMCC._DMC) 100 97
» Lsages AES ADWANCED LARGE SWITCH 100 100
) (WALUE_AES_AEC_LARGE_ADWANCED)
» dllocations
- AES HA LARGE
Perindic status (VALUE_AES_HA_LARGE) 10 10
ASBCE AES ADVANCED MEDIUM SWITCH 100 100
. (WalLUE_AES_AEC_MEDIUM_ADVANCED)
» Session_Border_Controller_E_AE
Unified CC API Desktop Edition 100 100
CE (waLUE_AES_AEC_UNIFIED_CC_DESKTOR)
» COLLABORATION_ENVIROMMENT CWLAN ASAT 100 100
. . (WALUE_AES_CWLAN_ASAIL)
» Dialog_Designer
AES HA MEDIUM 10 10
MESSAGING (WALUE_AES_HA_MEDIUM)
» Messaging AES ADVANCED SMALL SWITCH 100 100
(WVALUE_AES_AEC_SMALL_ADVANCED)
MSR
DLG
» Media_Server (WaALUE_AES_DLG) 100 100
SYSTEM_MAMNAGER TSAPI Simultaneous Users 100 92
(WALUE_AES_TSAPI_USERS)
¥ System_Manager - -
CwLAN Proprietary Links 100 100
SessionManager (WaLUE_AES_PROPRIETARY_LINKS)
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7. Configure Controlled Networks Call Witness

The initial configuration of the Call Witness server is typically performed by Controlled
Networks technicians or authorized installers. These Application Notes will only cover the steps
necessary to configure the Call Witness solution to interoperate with Communication Manager
and Application Enablement Services.

To configure Call Witness server, follow the steps below, all the configurations are done in the
Core Administration Panel. From the Call Witness server, navigate to Tools = Options to access
the configuration Options navigate.

| "I NJ-RECORDER 1
Tools
queryDevice ...
queryAgent ...
queryCall ...

get Calls on Device ...
get Devices on Call ..

makeCal ...
makePredictiveCall ...,
makeSIPCal ...
answerCall ...
setPartyOnHold ...
retrieveParty ...
transferCall ...
singleStepTransfer ...
conferenceCall ...
singleStepConference ..,
setPartyListenHold ...
disconnectParty ...

disconnect Party {via DMCC) ...
clearCall ..,
setPartyListenHold All ...

run Scripk ...
Log to Text

Convert to PCM Wave ...
Convert to Wave ...

Convert to U-Law ...

Update Info
SendEmail ...

Speech Recognition Test ..,
Dialogic

The following menu tabs will appear at the top of the menu screen.

Options
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1. To access and configure the Communication Manager and the Application Enablement
Services settings, select the CM & AES tab. Enter the appropriate CM Server IP, AES
Server IP, AES Server Link, AES User, and AES Password as shown in the picture
below.

Click Save button at the bottom of the pages to save the entries.

10.331.6
10.33.1.4
AVAYAHINTEROPCMACSTARAESTO

calwithess
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2. To configure the SQL Server Settings, select the SQL Server tab. Enter the appropriate
SQL Server IP, SQL Server Catalog, SQL Server User, SQL Server Password, and keep
other settings at default as shown below.

Click Save at the bottom of the pages to save the entries.

Options

CM & AES | Servers| SOLServer | SMTP Server | Call Log | Recording | Recorders | Splts | WONs | WRs | Routers | Record After Trarster
SOL Server:

[10.10.998 |
SOL Server Catalog:

[Ts |
SOL Server Uszer

[s |

SOL Server Pagzsword:
| |

[] Purge Transaction

[ tMave tramzaction files [*.db] from DELogs instead of delete them

| Save || Cancel |
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3. To configure the API Server Settings, select the Servers tab. Enter the appropriate API

Server IP, APl Port, CTI Server IP, CTI Port, CTI Server.

Click Save at the bottom of the pages to save the entries.

Chd &.&ESl Servers | SALServer | SMTP Server I Call Log I Recording | Recorders | Splits

APl Server. [10.10.98.6

APl Port:[8300

CTlServer: [1010.986

CTI Port: (9100

CTI Server |

Auto Restart: |

4. To configure the SMTP Server Settings, select the SMTP Server tab. Enter the appropriate
SMTP Server IP, SMTP User, SMTP Password, SMTP Source, define the Call

Reporting URL Path and select the V3 Version.

Click Save at the bottom of the pages to save the entries.

Options

SMTP Server

| mailhost]. webtogether. com

SMTP User

| chswebservices@webtogether. com

SMTP Pazsword:
SMTP Source:

|Ava_l,laCole@controllednetworks.com
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5. To configure the Error Notifications Settings, select the Errors Tab. Enter the appropriate
Error Notifications email addresses you would like to notify in the event of a failure of
alerts. Select the following boxes: Application Shutdown, Application Started, Low HDD Space,
Low Operational HDD Space and Low DMCC Availability and keep other settings at default as
shown below.

Click Save at the bottom of the pages to save the entries.

Options

CHM &.-’-‘n.ESl Servers | SOLServer | SMTF Server | Call Log | Fecording | Recorders | Splits | YDMz | IVRz | Fiouters | Fiecord After Tranzfer

Eror Motifications:

Appiication ShutDown Check &l | | Uncheck Al
Application Started

Lowy HDD Space

Low Operational HOD Space
Low DMCC Awailability

[ Mo Recording Acquired

[T Recording Accuracy

ACS Ermor

Save | | Cancel
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6. To access and configure the DMCC Settings, select the Recorders Tab. Add the DMCC
virtual station configured in Section 5.7 and keep other settings at default as shown in the
picture below. Call Witness registers to the virtual DMCC stations through AES.

Click Save at the bottom of the pages to save the entries.

Options .
CM &AES' Servers | SGLServer | SMTP Server I Call Lag I Recording | Recorders | Splits I WDNs I VA5 | Routers | Recard After Transfer I Disled I Compliance | Erars I Spstem |
B Add DMEC Registration Time-Out:
Recorder Default Password: l:l
Minirum Recorder Availabiliy 3]
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7. To configure the Recording Settings, select the Recording Tab. Select Add button to add
recording stations that include H.323, SIP, Digital, Analog and VDN extensions and keep
other settings at the default as shown in the picture below.

Specify the recording file in the Recording Path field and do not check Generate Wave Files
Box and Concatenate Waves Files Box.

Click Save at the bottom of the pages to save the entries.

Options .
CM & AE5 | Servers | SOLServer | SMTP Server | Call Log || Revording i Recorders | Spits [ WONs [ MR | Routers | Record After Transfer | Dialed | Compliance [ Enars | System |
o s Add Recording Starting Time Mirimum HDD Space [GB) [5
3340-334 RecodingEndngTime: [0 | Tiansler Stating Tmer 0|
Recording Inerval Minates 0| Transter Ending Time:
Stop Recording Code: l:l Screen Image Quality:
Stop RecordngMessage: | |
Rosume RocordingCode: [ |
[] Disabled Recorders Logging
Recording Path:
C:\Recordings | l:l
Backup Paths:
Copy Recording Paths
[ Generate Wave Files
\ |
[7] Concatenate wWave Files
\ |
T —— n T
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8. Verification Steps
The following steps may be used to verify the configuration:

8.1. Verify using SAT command

Verify that the interface on Communication Manager to Application Enablement Services is
enabled and in listening status (use the status aesvcs interface command on the
Communication Manager SAT).

Verify that the link between Communication Manager and Application Enablement Services
IS transmitting and receiving messages (use the status aesvcs link command on the SAT).
Verify that the con state of the Switch Connection is talking (on Application Enablement
Services web page, navigate to Status = Status and Control - Switch Conn Summary).
Verify that the service state of the CTI link is established (use the status aesvcs cti-link
command on the SAT).

Verify that the Call Witness recording ports are registered as IP_API_A stations in
Communication Manager (use the list registered-ip-stations command on the SAT).
Verify the Call Witness server has successfully monitored the stations using TSAPI (use the
list monitored-stations command on the SAT).

Verify that calls may be successfully completed to and from stations and VDN. Verify that
the call recordings are accurate and complete.

8.2. Verify Recording and Playback

Access the Call Witness web-based user interface using the URL http://<ip-address> in a
browser window, where <ip-address> is the address of the Call Witness server. The Log In
screen is displayed as shown below. Use appropriate credentials to log in.

GALL

WITNESS

Call Witness v.2.0 Sign In
It's Ckay to be Smart. Experience the
simplicity of SmartAdmin, everywhere

yau gol

E-mail / User Name

avaya.avaya

Password
...........

Forgot password?

Find out more

Frontend Template

About Call Witness v.2.0 - Are you up to date?

Sed ut perspiciatis unde omnis iste natus error sit
woluptatem accusantium deloremgue laudantium, totam
rem aperiam, eague ipsa.

Not just another call recording system!

Et harum guidem rerum facilis est et expedita distinctio,
MNam libero tempore, cum soluta nohis est eligendi
voluptatem accusantium!
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Once logged in, navigate to Calls = Recordings from the left navigation pane to reach the

Recordings page.

SALL R
ITNESS

. Avaya.Avaya

#A Dashboard

Calls

Recordings

W Favorites
& Live calls

Evaluations

[ Reports
88 Services

Administration

Q

N Activity

© Home / Administration / My Profile

B8 Favorites

Call
s 74 & N/A

Eusy (X =

a
trator

Avaya, Avay,

]

Favorites 0 Avaya.Avaya@email.com

” 1.:. Avaya.Avaya

ynioads

@ 3300

# Change password

Downloads  Callviews = Favorites

On the Recordings page, it displays all call records that are recently recorded. The filter can be
applied by entering the date, Calling number, Called number...etc.

GALL s
\WITNESS

KP; Reviewed
SPOC 10/30/2017

2 Home / Calls / Recordings l}ﬁ

B Recordings

All Groups v Extension Calling numbet Called number

Group Extension Calling number Called number Duration Date -
3303 4603 3340 00:00:40 08/03/2017 20:47:15
1100 3303 3340 00:01:20 08/03/2017 17:50:54

Avaya Group 3301 3301 3333 08/03/2017 10:56:08

Avaya Group 3300 1408967 3300 08/02/2017 22:50:25

Avaya Group 3301 4605 3347 00:00:03 08/01/2017 16:09:48

Avaya Group 3301 3303 3301 00:00:11 08/01/2017 15:39:17

Avaya Group 3301 3303 3340 00:00:10 08/01/2017 15:29:34

Entries 10 W

Previous - Next Go to page
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Select a call of interest and click the green plus sign to expand call record information.

& Home / Calls / Recordings ©

B Recordings

Calls 2017-08-0 2017-08-0 Missed calls & Apply filter O Clear filter m

Recordings All Groups Vv Extension Calling number Called number
Group Extension Calling number Called number Duration Date -
: 3303 4603 3340 00:00:40 08/03/2017 20:47:15

UCID: 00001041711501807605
Core: AVAYA-CORE
Type: Inbound

Agent ID: 1000
Agent name:
Trunk: 1
Administration Actions: - Q 20 v @&
1100 3303 3340 00:01:20 08/03/2017 17:50:54
Avaya Group 3301 330 3333 - 08/03/2017 10:56:08
Avaya Group 3300 1408967 3300 ° 08/02/2017 22:50:25

Click on Play button to launch a playback window as shown below.

@ALL e
AWITNESS

00:00:00 00:00:10 00:00:20

—

UCID: 00001041711501807605; Extension: 3303; Party: 4603; Groups: Not associated

& Download ~
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9. Conclusion

These Application Notes describe the procedures for configuring Controlled Network Call
Witness to monitor and record calls placed to and from agents and phones on Avaya Aura®
Communication Manager. All feature and serviceability test cases were completed and passed
with the observations noted in Section 2.2.

10. Additional References

Product documentation for Avaya products may be found at http://support.avaya.com.
1. Administering Avaya Aura® Communication Manager, Release 7.0, 03-300509.
2. Administering and Maintaining Avaya Aura® Application Enablement Services, Release 7.0.

Product documentation related to Call Witness can be obtained directly from Controlled
Networks.

1. Call Witness V.2.0 User Guide

2. Call Witness Call Recording General
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their application of any products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya
DevConnect Program at devconnect@avaya.com.
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